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SM-2588105 Serial 197

'SECRET/ /OREON/NOFORNA 13)

Electronic Communication

Title: (U//Fote | | Date: 10/04/2018
cc: |
From: SCO
SCO Team
Contact: | bl -1
b3 -2
b6 -1,2
Approved By: | | p7C -1.2

David W Archey

b7E -4,7,9,15,16

Drafted By:l

| M

x| |

Case ID #: I:|SM—2589105

' |smM-2589105-

SPECTAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

1 g

SPECTAT, COUNSET, MATTERS:

FINANCIAL RECORDS (NOT OBTAINED VIA NATIONAL SECURITY LETTER)
Information herein includes financial records obtained from a financial
institution (or information obtained from the financial records) not obtained
using a national security letter. Neither records nor information therein may
be disseminated outside the FBI, except as authorized by the Right to
Financial Privacy Act (RFPA). Under the RFPA, financial records (or
information therein) may be transferred to another government agency, but
only if the transferring agency certifies in writing that there is reason to
believe that the records (or information therein) are relevant to a
legitimate law enforcement inquiry, intelligence or counterintelligence
activity, investigation, or analysis related to international terrorism
within the jurisdiction of the receiving agency, and the transferring agency
provides a copy of the certification and notice to the customer affiliated
with the financial records. Such notice may be delayed by court order.

W/e&eenﬁegema !

[ ]

bl -1
b3 -2
b7E -15

FBI (20-cv-467)-907



[ Jem-2589105 Serial 197

MW

2

bl -1

b3 -2
b6 -2
b7C -2

b7E -4,7,15

Title: (U//Peue) |

Re: I:|SM—2589105, 10/04/2018

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal
proceeding. The information may not be disseminated within
FBI, except as provided for under Federal Rule of Criminal
wherein disclosure may be made to: (1) an attorney for the

grand jury

or outside the
Procedure 6(e) (3),

government for use

in performing that attorney's official duties; or (2) any government
personnel that an attorney for the government considers necessary to assist

in performing that attorney's official duties.

bl -1
b3 -2
b7E -15

Synopsis: (U//fOﬁO)l

:

Reason: 1.4 (c)

SECRET/ FORCON/NOPORN

2

sy

bl -1

b3 -2

b6 -2

b7C -2
b7E -4,15

FBI (20-cv-467)-908



) bl -1
[ Jsm-2583105 serial 197

b3 -2
b6 -2

'SECRET/ /ORCON/ANOFORN |

? b7C -2
b7E -4,7,15

LA ]

Title: (U//Feue) |
Re: [___ BM-2589105, 10/04/2018

Enclosure(s): Enclosed are the following items:

b7E -4

Details:

(U) Material Handling Guidance

(U/ L 2088) Information Marked SECRET//ORCON/NOFORN: The information
marked as SECRET//ORCON/NOFORN within this report is provided for
intelligence purposes only but may be used to develop potential

investigative leads. Any investigative leads, to include victim
notification, national security legal process, and outreach must be
coordinated with the originating agency. No information contained in
this report, nor any information derived therefrom, may be used in any
proceeding (whether criminal or civil), to include any trial, hearing,
or other proceeding before any court, department, agency, regulatory
body, or other authority of the United States without the advance
approval of the Attorney General and/or the agency or department which
originated the information contained in this report. These
restrictions apply to any information extracted from this document and
used in derivative publications or briefings.

bl -1
EEBREE?/GRGGN%NSFSRR Hs b3 -2
b7E -15
3

FBI (20-cv-467)-9090



[ Jst-2589105 serial 197

'SEGRET/ /ORCON/NOFOR)

bl -1

b3 -2

b6 -2

b7C -2

b7E -4,7,15

Title: (U//Fese) |

Re: SM-2589105, 10/04/2018
[ ]

bl -1
b3 -2
b7E -15

b7E -3,4,8

(U) Background and Purpose

4

bl -1
b3 -2
b7E -15

FBI (20-cv-467)-910
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[ Jsm-2589105 serial 197 b3 -2
b6 -2

>E< OREON ,ﬂom,ni b7C -2
5 z// 15! b7E -4,7,15
Title: (U//Fe8&) |

Re: SM-2589105, 10/04/2018
[ ]

(U//+e8e) By way of background, on July 13, 2018, the Department of
Justice (DOJ) (acting through the Special Counsel) indicted 12 Russian
Main Intelligence Directorate of the General Staff (GRU) officers for
unauthorized computer access, aggravated identity theft, and

conspiracy to launder money. b7E -3,7,8,16

The Special
Counsel's Office (SCO) requires FBI and NSD to comply with Federal
Rules of Criminal Procedure related to Grand Jury or 6(e) information

and search warrant results.

(U//P88) The indictment will remain pending after SCO ceases
operations, and there may be arrests in the future. For those
reasons, the Office the the Deputy Attorney General (ODAG) designated

NSDl b7E -3
| |to handle future prosecutions in the indicted case.
(U//FEeBe) The information being referred was collected pursuant to an
FBI investigation conducted at the direction of the Special Counsel.
The purpose of this communication is to refer information relating to b6 -2
b7C -2
b7E -4
(U/ /686y During the course of the investigation,
b3 -1
b6 -2
b7C -2
b7E -4,7
(5)
|pr -1
b3 -2
b7a -1
W/eneemm (5] b7E -3,7,15

FBI (20-cv-467)-911



bl -1
I:lgl‘?ﬁ—2589105 Seriazl 197 b3 -2

b6 -2
“SECRET/ /ORECON/NOFORN, e b7C -2
13 b7E -4,7,15

Title: (U//Fe86) |
Re: [___ ]sM-2589105, 10/04/2018

bl -1
i5) b3 -2
l b6 -2
b7C -2
b7E -4,15

bl -1

b3 -2

b6 -2
b7a -1
b7C -2
b7E -4,7

|

bé -2
b7C -2
b7E -4

bl -1

}5;3m{f2/eaeeu+neaeaa- HE b3 -2
b7E -15

FBI (20-cv-467)-912



Title:
Re:

[ Jsm-2589105 Serial 197

“SECRET/ /ORCONANOFORN

(U/ Heeue |

M-2589105,

10/04/2018

P ]

bl -1

b3 -2

b6 -2

b7C -2

b7E -4,7,15

b6 -2
b7C -2
b7E -4

b6 -2
b7C -2
b7E -4,7

b6 -2
b7C -2
b7E -4,7

bl -1
b3 -2
b7E -15

FBI (20-cv-467)-913
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[ fev-2589105 serial 197 b3 -2
b6 -2
b7C -2
b7E -4,7,15

EEEREEZ/eReeanefeRN

oy
[ 5]
s

Title: (U//Fe80) |
Re: [::::FM—2589105, 10/04/2018

b6 -2
b7C -2
b7E -4
b6 -2
b7C -2
b7E -4

bl -1
IEEEREEZ/9R69N+N9F9R4:::::::::¢S) b3 -2
b7E -15

FBI (20-cv-467)-914




bl -1

b6 -2

:EBEREEZ/GREONfNeFeEﬁF______f b7C -2
{5) b7E -4,7,15
Title: (U//Powe) |

Re: SM-2589105, 10/04/2018

[}

b6 -2
b7C -2
b7E -4
bl -1
T/ FORCON/NOFORN, \
Ezcé / / s s o
9 b7E -15

FBI (20-cv-467)-915



[ Jem-2589105 serial 197 bl -1

b3 -2
b6 -2
zﬁﬁeﬂﬁiyfeaeeﬂ+neaean, 1) b7e o

Title: (U/ /o8’ b7E -4,7,15

Re: [ |sM-2589105, 10/04/2018

b6 -2
b7C -2
b7E -4

e

bl -1

b3 -2

bé -2
b7C -2
b7E -4,7

B bl -1
S T/ 15 b3 -2
b7E -15

FBI (20-cv-467)-916




. . . - bl -1
[ |sM-2589105 serial 197 o3 o
b6 -2

EEEEEE}feaeenfnefenq:::::::::( b7C -2
5] b7E -4,7,15
Title: (U// 066"

Re: | %M—2589105, 10/04/2018

{3)

OTHER -Sealed

bl -1
b3 -2
b6 -2
b7C -2
b7E -4,6,7,15
Ity
b3 -1
b7E -4,7
- bl -1
S T/ [FORCON/NOFORN, -5 b3 -2
b7E -15

11

FBI (20-cv-467)-917



bl -1
[ Jm-2589105 serial 197 b3 -2
be -2
b7C -2
b7E -4,7,15

[

@m@feneenﬁom

Title: (U//F686) |
Re: I:|SM—2589105, T0/04/2018

OTHER -Sealed

b3 -1
b7E -4,6,7
(U//PEBSY SCO will not take further action on the information
above. The information above is being forwarded to FBI CyD for
whatever action deemed appropriate. FBI CyD is requested to
coordinate further action with NSD b7E -3
L 2 4
bl -1
Ee@/mem i3 b3 -2
b7E -15
12

FBI (20-cv-467)-918



b6 -1

DECILASSIFIED HY: HNSlLD
L] [ IsM-2589105 Serial 198 b7C -1

B us-a0-2u21
b7E -7

FD-1057 (Rev. 5-8-10)
SE /NOFORN
FEDERAL BUR U OF INVESTIGATION

Electronic Communication

Title: (U//Fe5e) | | Date: 10/10/2018

From: SCO
SCO Team

Contact:

b6 -1
b7C -1
b7E -4,7,9,16

Approved By:

Drafted By:I I

Case ID #: SM-2589105 ,m?««f%w) |
SPECTAL, COUNSEL MATTERS;

SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U/%E@UGH'

Reason?®

m: FBI NSIC CG
fy ®n: 20430320

Derived

Declas

Reference: SM—2589lOﬂ I
SM—2589105—HACK| |
Enclosure(s): Enclosed are the following items: bIE -4.7
e
Details:

sm}éx/ﬁwsema-

FBI (20-cv-467)-919



SM-2589105 Serial 198

/5;é§éT//N€E%ﬁ&%

Title: (U//Feger | 7 ]
Re: SM-2589105, 10/10/2018

b7E -4,7

b3 -4
b7E -4

b3 -4
b7E -4

b3 -4
b7E -4

b3 -4
b7E -4

OTHER -Sealed
In a search warrant return forl b6 -2

b7C -2
Sﬁé%%é}/NSFGRN—

b7E -4
2

FBI (20-cv-467)-920



SM-2589105 Serial 198

b7E -4,7
RET/ ANCFORN-

Ml

Title: (U//¥68e |
Re: I:|SM—2589105, 10/10/2018

OTHER -Sealed
b -2

b7Cc -2

b7E -4

*

shfé{/ /ROFORN-

FBI (20-cv-467)-921
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FD-1057 (Rev. 5-8-10)

[ bm-2s

SE / AISFORN-

105 Serial 199

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

b6 -1
b7C -1
b7E -7

Title: (U//Fege) | | Date: 10/10/2018
From: SCO
SCO Team
Contact:
b6 -1,2
Approved By:| | b7C -1,2

Drafted By: |

Case ID #: I:|SM—2589105

Synopsis:

(U/AFeTe) Open source research performed on]

( %ﬂ?—)l """""""""""""""""
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

b7E -4,7,9,16

Declassify

Enclosure(s) :

20430320

Enclosed are the following items:

b6 -2
b7C -2
-_ b7E -4
Details:
On June 13 2016, writer performed open source research on b6 -2
b7C -2
b7E -4

N\

S T/ AICEORN-

FBI (20-cv-467)-922



[ 1sM-2589105 Serial 199

b7E -4,7
SESRET/ AlOFORN
Title: (U/ /FOB®) Research on I:I
Re: [:::::FM—2589105, 10/10/2018
b6 -2
b7C -2
b7E -4

SECRET/ /NOEORN-

FBI (20-cv-467)-923



[ ]sM-2589105 Serial 199

s}‘éT/fNeFeRN- b7E -4,7

Title: (U/ /o8 Research oanl

Re: I:|SM—2589105, 10/10/2018

bée -2
b7Cc -2
b7E -4

SE%T / AlSFORN-

FBI (20-cv-467)-924



[ JsM-2589105 Serial 199

b7E -4,7
;EégéT/fﬁﬁifﬁ&F

Title: (U/ /BeB€) Research oanl

Re: [ |sM-2589105, 10/10/2018

bée -2
b7Cc -2
b7E -4

séé‘//m

FBI (20-cv-467)-925



[ JsM-2589105 Serial 199

;E ;; b7E -4,7
T/ AIoFORN-
Title: (U/ /=e8€) Research onl |

Re: I:ISM—2589105, 10/10/2018

b6 -2
b7C -2
b7E -4
b6 -2
b7C -2
b7E -4
bé -2
b7C -2
b7E -4

éEEﬁéT//NGE%E&F

FBI (20-cv-467)-926



SM-2589105 Serial 199

b7E -4,7
Sﬁ%ﬁéT//ﬁGﬁ%ﬁ&*
Title: (U/ /PeB®T Research oanl
Re: [ |pM-2589105, 10/10/2018
b6 -2
b7Cc -2
b7E -4

*

SEERé&//NOFORN—

FBI (20-cv-467)-927



DECiasereien By Wetr I:l b6 -1
oN 08-30-2021 [ IsM-2589105 Serial 200 b7C -1

FD-1057 (Rev. 5-8-10) b7E -7
- ev. 5-8- y
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//®e8e) | | Date: 10/10/2018

From: SCO

SCO Team
Contact: |
Approved By: | | b6 -1
b7Cc -1
b7E -3,4,7,9,16
Drafted By: | |

Pt
Case ID #: I:|SM—2589105 e Zaer) | |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U//F@HG)'

Derived : FBI NSIC CG
Decl i ™N\20430320

Enclosure(s): Enclosed are the following items:

Details: b6 -4
b7C -4
b7E -4

FBI (20-cv-467)-928



[ km-2589105 Serial 200

bTE -4,7
STORET/ ANOFORN
Title: (U//Foto) |
Re: [::::]SM—2589105, 10/10/2018
b6 -2
b7C -2
b7E -4
b6 -2
b7C -2
b7E -4
Note: b7E -4
L X

sﬁéﬁé&//uo;&&a+

FBI (20-cv-467)-9290



b6 -1

ALL THAUHEMATION CNTETHED
HEREIN IS UNCLASSIFIED SM-2589105 Serial 201 b7C -1
LLTE De-285-2021 B el -
-1 of 4 - b7E -7
FD-302 (Rev. 5-8-10)
UNCLASSIFIED/ /AFete-
FEDERAL BUREAU OF INVESTIGATION
Date of entry 10/10/2018
On Friday, September 21 2018, Cassandra Ford, I b6 -5
left a message on the voicemail of Assistant Special Counsel (ASC) b7C -5
Kyle Freeny stating that Ford had information she wished to pass along to
the Special Counsel's Office (SCO).
On Friday, September 21 2018, ASC Freeny contacted Ford's attorney:l §$C_44
I:l and gained consent for the SCO to speak with Ford without an
attorney present.
On Monday, September 24 2018, ASC Freeny and Special Agent (SA) I:l
I:lcalled Ford at after notifying Ford of the nature of b6 -1,5
the interview and consent of Ford's attorney, confirming that she did not b7C -1,5
wish her attorney to be present, Ford stated the following:
Ford was concerned aboutl |
b6 -5
b7C -5
Ford |
b6 -4,5
b7C -4,5
UNCLASSIFIED/ /Feve
Washington, District Of Columbia, United States (Phone,
Investigationon 09/24/2018 5 Email) b6 -1
Fitle # | [sm-2589105 Date draficd  09/25/2018 b7C -1
b7E -7

by I
This document contains neither recommendations nor conclusions of the FBI. It is the propetty of the FBI and is loaned to your agency; it and its (F%Tn{?@g%\f' 467)"33(:}

to be distributed outside your agency.



SM-2589105 Serial 201

FD-302a (Rev. 05-08-10)
b7E -7

UNCLASSIFIED/ AFove-

SM—-2589105
Continuation of FD-302 of (U/ AF€8¥e+ Interview of CASSANDRA FORD on 09/24/2018  pye. 2 of 4

Ford believedl

b6 -4,5
b7C -4,5

b6 -4,5
b7C -4,5

b6 -4,5
b7C -4,5

b6 -4,5
b7C -4,5

Ford followed up to ASC Freeny and SA

b6 -1,5
b7C -1,5

b6 -1,4,5
b7C -1,4,5

UNCLASSIFIED/ fFoUc— FBI (20-cv-467)-931



SM-2589105 Serial 201

FD-302a (Rev. 05-08-10)

UNCLASSIFIED/ AFese- b7E -7

SM—-2589105
Continuation of FD-302 of (U/ /#68€3 Interview of CASSANDRA FORD on 09/24/2018

Page 3 Of 4

b6 -1,4,5
b7Cc -1,4,5

b6 -4,5
b7C -4,5

b6 -4,5
b7C -4,5

UNCLASSIFIED/ /AFeve- FBI (20-cv-467)-932



SM-2589105 Serial 201

FD-302a (Rev. 05-08-10)

b7E -7
UNCLASSIFIED/ /FeYe-
[ Jsm-2589105
Continuation of FD-302 of (U/ /#6%€) Interview of CASSANDRA FORD on 09/24/2018  pye. 4 of 4

b6 -4,5
b7C -4,5
b6 -4,5
b7C -4,5

UNCLASSIFIED/ /Feye- FBI (20-cv-467}-933



b6 -1

2L M Tl TN RN
HEREIN 15 UMCLASSIFIED SM-2589105 Serial 202 b7¢c -1
LT a-20-2011 =9 noli bIE -7
-1 of 3-
FD-302 (Rev. 5-8-10)
UNCLASSIFIED/ AFese-
FEDERAL BUREAU OF INVESTIGATION
Date of entry 10/10/2018
b6 -2
b7C -2
b7E -4
b6 -2,8
b7C -2,8
b7E -4
UNCLASSIFIED/ A=eUe—
Investigation on 07/02/2018 4 Washington, District Of Columbia, United States (In Person)
b6 -1
File # :SM_2589105 Date drafed 09/21/2018 b7Cc -1
b7E -7

by |
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
FBI (20-cv-467)-934

to be distributed outside your agency.



SM-2589105 Serial 202

b7E -7
FD-302a (Rev. 05-08-10)
UNCLASSIFIED/ fAEoUe
| |SM— 2589105

Continuation of FD-302 of on 07/02/2018  pyee 2 of 3
b6 -2,8
b7C -2,8
b7E -4

UNCLASSIFIED/ AFoYe- FBI (20-cv-467)-935



SM-2589105 Serial 202 b7E -7

FD-302a (Rev. 05-08-10)
UNCLASSIFIED/ /AEQUQ

SM-2589105

Continuation of FD-302 of | | on 07/02/2018  pee 3 of 3

b6 -2,8
b7C -2,8
b7E -4

UNCLASSIFIED/ /Foue FBI (20-cv-467)-936



ALL TNCRMATIOH  CNTATHED bs -1

HEREIN IS UNCLASSIFIED EXCEPT I:lsM-2589105 Serial 203 b7C -1

WHERE SHOWH OTHERWISE b7E -7
FD-1057 (Rev. 5-8-10)
M/mefem
CLASSIFIED BY NSICo I:FRAL BUREAU OF INVESTIGATION
RERSON . A;‘”% £l Electronic Communication
DEClasSTEY . 1o-31-cnas
DATE: Da-s0-2021
Title: (U//R6%6y Preliminary Analysis of[ ] Date: 10/10/2018
From: SCO
SCO Team
Contact:
OTHER -Sealed
bl -1
Approved By:l | b3 -2
b6 -1
A b7a -1
Drafted By: | | S p7c -1

b7E -3,4,7,9,16

case 1 #: [ ussaotos e | |
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

13 it

Synopsis: (U//#686&) Preliminary Analysis of] |
[ | from search warrant |

Reason:
m: FBI NSIC CG
20430320

Derive

OTHER -Sealed

Reference: [::::]SM—2589105| I b6 -2
b7C -2
b7E -3,4,7

Enclosure(s): Enclosed are the following items:

|

Details:

FBI (20-cv-467)-937



[ IsM-2589105 Serial 203

MA@F@RN—

Title: (U//0863 Preliminary Bnalysis of
Re: [ |sM-2589105, 10/10/2018

OTHER -Sealed
b7E -4,7

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed
b7E -4

OTHER -Sealed
b7E -4

FBI (20-cv-467)-938



SM-2589105 Serial 203

SESRET/ AROFORN-
Title: (U//#68€) Preliminary Analysis ofl

Re: I:ISM—2589105, 10/10/2018

OTHER -Sealed
b7E -4,7

OTHER -Sealed
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

R/“'oR@ANGPeRN-

FBI (20-cv-467)-939



Title: (U//FeH®) Preliminary Analysis ofl

SM-2589105 Serial 203

}s@m@s@m

Re: M-2589105, 10/10/2018
[ F

OTHER -Sealed
b7E -4,7

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed
b3 -3

b6 -2

b7C -2

b7E -4,13

A 2703(d) Order was issued

OTHER -Sealed

b6 -2
b7C -2
b7E -4

FBI (20-cv-467)-940



SM-2589105 Serial 203 OTHER -Sealed

b7E -4,7
Mm

Title: (U//Pe8%e) Preliminary Analysis ofl
Re: [ |sM-2589105, 10/10/2018

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

S T/ AICEORN-

FBI (20-cv-467)-941



SM-2589105 Serial 203

SECRET/ ANORORN-

Title: (U//#€8€) Preliminary Analysis ofl

Re: I:|SM—2589105, 10/10/2018

OTHER -Sealed
b7E -4,7

OTHER -Sealed

b6 -2
b7C -2
b7E -4

*

}E@MFORN-

FBI (20-cv-467)-942



b6 -1

LE L2118 By HED I |
on s-29-2021 [ kM-2589105 Serial 204 b7C -1

b7E -7
FD-1057 (Rev. 5-8-10) a ﬂ
S

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//e8e4 To transfer investigation and Date: 10/19/2018
request take administrative steps to
facilitate transfer

CC:

From: SCO b6 -1

SCO Team b7C -1
b7E -7,8,9,16

Contact:

Approved By:I I
David W Archey

Drafted By:l

|
Case ID #:[  M-2589105 %@ﬂ

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U//FeBe) To transfer captioned investigation to
| | and to request that[::]take b7E -8
administrative steps to facilitate this transfer.

Reference: I:|SM—2589105 Serial 161

Details: bTE -7,8

(U/ 89 The purpose of this communication is to transfer captioned
investigation tc>[:]and to request[::]take administrative steps,
described below, to facilitate this transfer. The FBI conducted this

investigation at the direction of the Special Counsel.

SEC

FBI (20-cv-467)-943



SM-2589105 Serial 204

b7E 7,8
SE

Title: (U//#e8¥e) To transfer investigation and request[::]take
administrative steps to facilitate transfer

Re: [ JoM-2589105, 10/19/2018

(U/ /#6896 By way of background, on July 13, 2018, the Department of
Justice (acting through the Special Counsel) indicted 12 GRU (Russian
Federation Main Intelligence Directorate of the General Staff) b7E -3,6,7,8,16

officers for conspiracy to commit computer crimes, aggravated identity

theft and money laundering.

(U/ /e8e) The indictment will remain pending after the Special
Counsel's Office (SCO) ceases operations, and there may be arrests in
the future. For those reasons, the Office of the Deputy Attorney
General (ODAG) designated NSDl

Ito handle future prosecutions in the

indicted case. NSDl |agreed to ODAG's designation. The

agents assisting the Special Counsel will close their investigation of b7E -3,8

the captioned matter following the transfer of serials and evidence,

as described below, In coordination with NSD

will become the case manager for the indicted subjects and entities in

this case.

(U/ 969 FBI-SM requires FBI and NSD to comply with Federal Rules of
Criminal Procedure related to Grand Jury or 6(e) information and

search warrant results.

(U/ e85y FBI-SM requests[::]take the following actions to facilitate

this transfer:

1. Open a[::]case file withl to
facilitate the reserialization of pertinent documents from the b7E -6,8,16
FBI-SM case file.
2. | that will be primarily
responsible for reviewing and reserializing documents from
will be responsible for adding individuals
who need access tol |in Sentinel.

SEC //

FBI (20-cv-467)-944



SM-2589105 Serial 204

b7E -7,8
SFErilenconoron

Title: (U/ /#e8e) To transfer investigation and request[::]take
administrative steps to facilitate transfer

Re: M-2589105, 10/19/2018
[ b

(U/ /=c9<) FBI-SM will:

1. ]

| |to allow for reserialization of serials to

the new| case file.
2. Add thel identifiedl |as case participants
to | |

3. Transfer pertinent evidence fronlt::::FM—2589lO5 to the new[::] b7E -6,8,16
case file.
4. Digitize/copy all physical 1As and disseminate to[::]

(U/ /F#e8T) FBI-SM requests that[::]not add any serials to the[::::::::]
[:::::]case, effective as of the serialization date of this serial.

*

SEC

FBI (20-cv-467)-945



ALL TM-ORMATIOH CNTATHED

. b6 -1
HEREIN 18 mmbiassteiin SM-2588105 Serial 205 b7C -1
DATE ng-2o-an71 E*z‘t|:|m“arm
(Rev. 07-21-2011) b7E -7
UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Serial Moved to Another Case

Action Performed By:l | Action Date: 11/29/2018

Original Form Type: EC (FD-1057)

b6 -1
From Case ID #: bM—2589105 b7C -1
To Case ID #: | b7E -7

Justification: Transfer (Incorrect filing): Lead 3 from:l
| |contains justification for serial transfer.

*

N

UNCLASSIFIED

FBI (20-cv-467)-946



b6 -1

2L M Tl TN RN
HEREIN 15 UMCLASSIPIED SM-2589105 Serial 206 b7C -1
LT D-0e-2012] =9 noli

-1 of 1- b7E -7

FD-302 Rev. 5-8-10)
UNCLASSIFIED/ /fFede-

FEDERAL BUREAU OF INVESTIGATION
Date of entry 10/26/2018

On October 18 and 19, 2018, SAI Ielectronically served a

nondisclosure order (NDO) renewal to[:::::::] The NDO renewal was issued b6 -1
by the United States District Court for the District of Columbia on b7c_-1

|and included legal process pertaining to the captioned b7E -3
investigations.
UNCLASSIFIED/ [EoYe-
Investigation on 10/19/2018 4, Washington, District Of Columbia, United States (Email)
| b6 -1
]sM-2589105, | | b7c -1
File # I Date drafied 10/25/2018 b7E -7
by I

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
FBI (20-cv-467)-947

to be distributed outside your agency.



ALL TM-ORMATIOH CNTATHED

b6 -1
HEREIN 18 UNCLASSIFIED SM-2588105 Serial 207 b7C -1
BATE HoosEo2an m:mmm
b7E -7
(Rev. 07-21-2011)
UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Serial Moved to Another Case

Action Performed By:l | Action Date: 12/07/2018

Original Form Type: FD-302

b6 -1
From Case ID #: SM-2589105

b7C -1
To Case ID #: | b7E -7

Justification: Transfer (Incorrect filing): Lead 5 fronlt::::::::]
| contains justification for serial transfer.

*

N

UNCLASSIFIED

FBI (20-cv-467)-948



ALL TNCRMATIOH  CNTATHED
HEBEIN 15 UNCLASSIZIED BRCE DT
WHERE SHUWH LTHEHWISE

FD-1057 (Rev. 5-8-10)

CLiceTRIRD BV weico I:l
BERw 1 o4 D)

..

Hate nsom-ocno

SECRET/ ANOFoR)

Electronic Communication

SM-2589105 Serial 213

(3]
ERAL BUREAU OF INVESTIGATION

Title:

From: SCO
SCO Team
Contact:

Approved By:

Drafted By:l

Case ID #: I:|SM—2589105

11/09/2018

bl -1
b3 -2
b6 -1
b7a -1
b7C -1

bl -1
b3 -2
bé -1
b7C -1
b7E -7,15

b7E -3,6,7,9,15,16

SENSTTIVE TINVESTIGATIVE MATTER

3
i

ﬁ
)

W/m-

e

(3]
bl -1
b3 -2
b7E -15

FBI (20-cv-467)-954



[ kM-2589105 Serial 213

bl -1
b3 -2
SESRET/ AVOPORN |15 b7E -6,7,15
cire. | | o
18)
Re: | FM—2589105, 11/09/2018
(5]
bl -1
b3 -2
b7E -6,15
Synopsis: ST
18)
Reason: 4(c
Derived Erdm\ _FBI NSIC CG
Declassify On: 431231
Fneolosurefs) - Fncloced are the following jtoma-
1. N
3]
Details:
5]
18]
bl -1
b3 -2
b6 -2
b7A -1
b7C -2
b7E -6,7,15
bl -1
Wm 18] b3 -2
b7E -15

FBI (20-cv-467)-955



[ JsM-2589105 Serial 213 b1 -1

b3 -2
SECRET/ /AOESRN " b7E -6,7,15
i
Title: 15
I |
Re: I ISM—2589105, 11/09/2018
5]
1 bl -1
b3 -2
b6 -1
b7C -1
These individuals already have acces 18 b7E -6,8
*
bl -1
'SECRET/ A40FORN/ 11 b3 -2
' b7E -15

FBI (20-cv-467)-956



DECILESSTIFIED HY: HETIG : b6 -1

ON 08-25-2021 [ IsM-2589105 Serial 214 b7C -1

b7E -7
FD-1036 (Rev. 10-16-2009)
NOTFORN
FEDERAL BUREAU OF INVESTIGATION
Import Form

Form Type: EMAIL - Email Date: 11/20/2018
Title: (U//A&e8e) |
Approved By:l |

bé -1
Drafted By: I I b7Cc -1

b7E -4,7,16

case D #: [ |m-2s80105  _wlwm [ ] m

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U/f?@&&)' |

Derived m:/FBI NSISC-
20090615

*

CRET/ ANOFORN-

FBI (20-cv-467)-957



DECLASSI¥IED BY Nsico | | b6 -1
oN 09-21-2021 [ kM-2589105 Serial 215 b7C -1

b7E -7
FD-1036 (Rev. 10-16-2009)
SE T/ ARSFORN-
FEDERAL BUR OF INVESTIGATION
Import Form
Form Type: Letter Incom - Letter - Incoming Date: 11/27/2018
Title: (U//#88e) Response tol |
Approved By:l |
b6 -1
b7C -1
Drafted By: | | iU) b7D -5

b7E -4,7,16

Case ID #: [ JM-2589105 (S |
SPECTAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U//Fe8eY) In response to referenced request froml |

b7D -5
b7E -4,8

Sources

Declassify 20431231

*

T/ /NOEORN—

FBI (20-cv-467)-958



ALL TNCRMATIOH  CNTATHED bl -1

HERBIW I UMD sESRISD SRoEne SM~2589105 Serial 217 b3 -2
WHERE SHUWH UTHERWISE b6 -1

FD-1057 (Rev. 5-8-10) b7C -1
SECRET/ /NOF ORN‘ -1l b7E -7,15

cuasstrizn mv- wsice [ RAL BUREAU OF INVESTIGATION
- _ _ =
CECLASSTEY oW dnonioapas Electronic Communication

DatE. D2-01-2043

Title: (U/%FGGGHI Date: 11/29/2018

From: SCO
SCO Team
Contact: |

bée -1
b7C -1
b7E -4,7,9,16

Approved By:l |

Drafted By: | |

Case ID #: [ JM-2589105  Uskimy [ |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

1)
bl -1
b3 -2
b7E -15

MN?‘N@F@RN 151

FBI (20-cv-467)-961



bl -1
SM~-2589105 Serial 217 b3 -2

b7E -4,7,15
}gﬁbﬂﬁéi?/auasﬁﬁa {151
Title: (U//F@Hﬁﬂl

Re: [ M-2589105, 11/29/2018

18
bl -1
b3 -2
b7E -15
Synopsis: (U//f@%Gﬁl
Reaso
Derived T FBI NSIC CG
De : 20431231 bl -1
<< b3 -2
b7E -4,7,15
Reference: KS)
Details:

FBI (20-cv-467)-962



SM~-2589105 Serial 217
bl -1

b3 -2
_SESRET/ /NOFORN
Title: (U/ /Feer

b7E -4,7,15
Re: M-2589105, 11/29/2018
[ F

£

oy
[}
it

bl -1 |
b3 -2
b6 -1,2

b7C -1,2

b7E -4,11,15

b6 -1
b7C -1
b7E -4,7

*

bl -1
18 b3 -2
b7E -15

FBI (20-cv-467)-963



ALL TNCRMATIOH  CNTATHED

HEBRIH 18 UM BRSSP IRD By B0 :5}.1—2589105 Serial 218
WHERE curwe CTHERWIGE
FD-1057 (Rev. 5-8-10)
SECRET/ AtoFORN-

BLABSTETED BY ) weTee I:l_
RERSON: 1.4 (0} tRAL BUREAU OF INVESTIGATION
Ielersst w 1 1o-31-2014°
DATE. D9-01-2021

Electronic Communication

Title: (U//=668) Copies of Investigative Date: 12/12/2018
Materials Provided to

From: SCO
SCO Team bl -1
Contact: | p3 -2
bé -1
b7C -1

Approved By:

b7E -7,8,9,16

Drafted By:

{0

case 10 42 [prasesios e |

SPECIAL COUNSEL MATTERS;
SENSTTIVE TNVESTTIGATIVE MATTE

|18

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury
proceeding. The information may not be disseminated within or outside the
FBI, except as provided for under Federal Rule of Criminal Procedure 6(e) (3),
wherein disclosure may be made to: (1) an attorney for the government for use
in performing that attorney's official duties; or (2) any government
personnel that an attorney for the government considers necessary to assist
in performing that attorney's official duties.

Synopsis: (U//FP6863> Copies of Investigative Materials Provided to

Reason:
Derived F FBI NSIC CG b6 -1

0431119 b7C -1
b7E -4,8

Declass;

Details:

On 11/30/2018 Special Agent |

_SECRET/ frererst

FBI (20-cv-467)-964



[ Jor-2589105 serial 218

b7E -7,8
_SECRET/ /NOFORN-
Title: (U/ /FEe8€) Copies of Investigative Materials Provided to
Re: SM-2589105, 12/12/2018
———————————————————————————————————————————————————————————————— 15)
bl -1
b3 -1
b6 -1
b7C -1
b7E -4,7
b6 -2
b7C -2
b7D -5
b7E -4
¢+

FBI (20-cv-467)-965



DECILESSTIFIED HY: HETIG b6 -1

ON D8-29-2021 I [ ]sM-2589105 Serial 220 b7C -1

b7E -

FD-1057 (Rev. 5-8-10) E -7
s%ymefem

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) 1A - Information provided to Date: 12/12/2018

From: SCO
SCO Team
Contact:

Approved By: | | b6 -1
b7C -1
T b7E -7,8,9,16

Drafted By: | |

Case ID #: [ |sM-2589105 (S |
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) Provides the file with a copy of investigative
materials provided to the

Reasoms. 1.4

Derived : Multiple
Sourc

Declassify On: 20431231
Reference: I:|SM—2589105 Serial 218

Enclosure(s): Enclosed are the following items:

Details: b7E -4,7,8

This communication provides the file with a copy of investigative

materials that was provided to the as documented

in serial 218 of this investigation.

Enclosed for the file as a physical 1A item isl

SECKET/ AtOFORN-

FBI (20-cv-467)-968



SM-2589105 Serial 220

bL7E -7,8
SERRET/ AISFSRN-

Title: (U) 1A - Information provided tol
Re: I:|SM—2589105, 12/12/2018

*

SECRET/ ANOESRN-

FBI (20-cv-467)-969



CLAGSTISIR By HSTLE I:I

BEaem. 1 & i) SM-2589105 Serial 221 BLL THicBMETTOW ComTRINED
DECLASETFY OH: 1004 onas HERETE To tmnieasiErin Bucune
DATE: D5-186-2021 WHERE SHOWN DTHERMISE

@DR@/‘NOFGRN- b6 -1

b7C -1

FEDERAL BUREAU OF INVESTIGATION ore 7

Electronic Communication

Title: (U//F#688r Closing communication Date: 12/13/2018

From: SCO
SCO Team
Contact:

Approved By:I

David W Archey
b6 -1
I b7C -1
b7E -3,7,8,9,16

Drafted By: |

Case ID #: [ |sM-2589105 (9’@ |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U/ /#8899 To document closing of an FBI case occurring at
the direction of the Special Counsel. Captioned matter was transferred
to for continued investigation

and prosecution.

Derived : FBI NSIC CG
Declassj : 431127

Details:

Predication:

(U) On 05/17/2017, the Acting Attorney General (Acting AG) appointed
the Special Counsel (SCO) and authorized him to conduct the
investigation confirmed by then-FBI Directory James Comey in testimony
on 03/20/2017 regarding Russian Government efforts to interfere with
the 2016 U.S. Presidential election, including any links and/or
coordination between the Russian government and the Trump campaign,
any matters that arose or may arise directly from the investigation,
and any other matters within the scope of 28 CFR § 600.4(a).

“SESRET/ Nerer-

FBI (20-cv-467)-970



[ IsM-2589105 Serial 221 L7E 7

W;&NGFGRN—

Title: (U/ /+#686) Closing communication
Re: I:|SM—2589105, 12/13/2018

(U/ /o83 SCO investigation indicated that starting in at least March
2016, Russian officers in the military intelligence agency called the
Main Intelligence Directorate of the General Staff (GRU) used a
variety of means to hack the email accounts of volunteers and
employees of the U.S. presidential campaign of Hillary Clinton, as
well as the Democratic Congressional Campaign Committee (DCCC) and the
Democratic National Committee (DNC). The GRU stole emails and other
documents from the DCCC, the DNC, and others affiliated with the
Clinton campaign. Later, false-name personas and Wikileaks released
the stolen materials to the public for purposes of interfering with

the 2016 presidential election.

X/ On 02/21/2018, captioned matter was opened based on an
articulable factual basis indicating these activities occurred and
that they reasonably indicated the existence of a federal crime or a

threat to national security.

(U/ /#8864 Investigation in the captioned case has included interviews,
search warrants for communication records, 2703(d) orders, and the use

of the grand jury for subpoenas of records and obtaining testimony.

(U) On July 13, 2018, a Federal Grand Jury in the District of Columbia
indicted 12 members of the GRU for the following charges (Document
Number 1:18-cr-00215-ABJ) :

Title 18, United States Code, Sections 371 and 3559(g) (1):
Conspiracy to Commit Offense or to Defraud United States

Title 18, United States Code, Section 1028A (a) (1) and 2:
Aggravated TIdentity Theft

Title 18, United States Code, Section 1956 (h): Laundering of
Monetary Instruments

Title 18, United States Code, Sections 371: Conspiracy to Commit
Offense or to Defraud United States

(U/ /#e8e) The indictment will remain pending after the Special

Counsel's Office (SCO) ceases operations. For this reason, the Office

SESRET/ AlCECRN-

2

FBI (20-cv-467)-971



SM-2589105 Serial 221

'SESRET/ AOFERN-

Title: (U/ 686 Closing communication

Re: M-2589105, 12/13/2018
[ F

b7E -7

of the Deputy Attorney General (ODAG) designated NSD
| to handle

future prosecutions in the indicted case. In coordination with NSD

| became the case manager 2; :;
for the indicted subjects and entities in this case. b6 -1

b7C -1

(U//E686y The matter will continue to be investigated by[ | Evidence b7E -3,7,8
and case documents were sent or otherwise made available tol |

{3]

(U/ /=564 Appropriate resources and personnel were expended during

this investigation. Techniques undertaken in this investigation have
been completed or discontinued. The investigation was limited to

activities within the scope of the SCO mandate.

Disposition of Evidence and Leads:

(U/ 68e) The SCO has concluded its investigation in this matter and
pursuant to serial 204, this matter was referred to[::]for continued
investigation and prosecution. All evidence and returns in this b7E -8
investigation have been transferred or otherwise made available to[::]

All leads in this investigation have been covered.

Conclusion Summary:

(U//#e8Q) A summary of the results of the SCO's investigation will be
memorialized in the Special Counsel's report to the Acting Attorney

General, as required by 28 CFR § 600.8(c). As noted above, this matter

. . . . . b7E -8
has been referred to for continued investigation and prosecutilon.

The captioned SCO investigation is being closed with closing status C-

4 (Administrative Closing) .

*

@5@/—1@9&"—9&}:—

FBI (20-cv-467)-972



ALL TNCRMATIOH  CNTATHED

HEBEIN 15 UNCLASSIZIED BRCE DT M__2589105 Seria| 222 bé -1
WHERE SHUWH LTHEHWISE :E b7C -1
FD-1057 (Rev. 5-8-10) b7E -7

SESRET/ /ORCON/NOFORN
e 1 : |:|:RAL BUREAU OF INVESTIGATION

DECLACSIEY C0. 1o 51 20do Electronic Communication
HAaTE na-pil-1-1

Title: (U//#888) Legal guidance regarding Date: 12/13/2018
criminal search warrant data

From: SCO

SCO Team bl -1
Contact: b3 -2
bé -1

I b7C -1

Approved By: | b7E -3,7,9,16

David W Archey

Drafted By: | |

Case ID #: | | {5

[ f2sseios e I — )

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U//e8e) This EC is to provide legal guidance concerning
criminal search warrant data within the referenced cases.

Derived : Multiple
Sources

Declassi : 0431231

Details:

(U/ A8 This EC provides the following legal guidance regarding

criminal search warrant data obtained by the Special Counsel's Office:

(U/ /A8 The electronic search warrant returns in this case are
derived from search warrants of limited scope. Searches of those
returns must be limited to identify information that comes within
the scope of the specific warrant that authorized the collection of
those communications. Accordingly, any FBI employee who wishes to

search the search warrant data must review the search warrant

“SESRET/ ORCON/NOFORN-

FBI (20-cv-467)-973



SM-2589105 Serial 222

b7E -7

M/GRGGN%NGFGHI—

Title: (U/ Ae8e) Legal guidance regarding criminal search warrant data
Re: I:|SM—2230634, 12/13/2018

authorizing the collection to confirm its scope. If there are
questions about whether a search fits within the scope of the
search warrant, consult with legal counsel. If a proposed search is
not within the scope of the warrant, additional authority, such as

an additional search warrant, must be obtained.

*

@ﬂz@ [OREON/NOFORN

FBI (20-cv-467)-974



b7C -1
-7

DEPLAGSTYIED BY . werre I:l b6 -1
DM DE-78-2021 I:lgl‘!ﬁ—2589105 Serial 223

FD-1057 (Rev. 5-8-10)

SECR{T/ /ANOFORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) | | Date: 12/17/2018
From: SCO
SCO Team
Contact:
b3 -1
b6 -1
Approved By: b7C -1
Al b7E -4,7,9,16

Drafted By:

Case ID #: [ Jom-2589105 5795 |
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury
proceeding. The information may not be disseminated within or outside the
FBI, except as provided for under Federal Rule of Criminal Procedure 6(e) (3),
wherein disclosure may be made to: (1) an attorney for the government for use
in performing that attorney's official duties; or (2) any government
personnel that an attorney for the government considers necessary to assist
in performing that attorney's official duties.

Synopsis: (U”

b3 -1
b7E -4

Enclosure(s): Enclosed are the following items:

[

SE T/ AIOEORN-

FBI (20-cv-467)-975



[ Jsw-2583105 serial 223
SWW b3 -1
b7E -4,7
Title: (U) /
Re:[  |sM-2589105, 12/17/2018

Details:

On a Grand Jury subpoena for

the following:

b3 -1
b6 -2
b7C -2
b7E -4

On responded. Production and subpoena can be found
in the attached 1A.

¢

SE NOFORN

FBI (20-cv-467)-976



BLL INEORMATION coNTRTMED
HEREIN 15 UNCLASSIFIED SM-2588105 Seriagl 224 b7c -1
DATE Do-iB-2021 Y warrn
-1 of 1-
FD-302 (Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 01/02/2019

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury proceeding.
information may not be disseminated within or outside the FBI, except as provided for
under Federal Rule of Criminal Procedure 6(e) (3), wherein disclosure may be made to:
(1) an attorney for the government for use in performing that attorney's official
duties; or (2) any government personnel that an attorney for the government considers

The

necessary to assist in performing that attorney's official duties. OTHER -Sealed
b6 -1
b7C -1
. b7E -4
On 01/02/2019, FBI Special Agentl served an Order to

| not to notify any other person of
the existence of subpoenas and search warrants identified in Attachment A
to the Order.

The Order and Attachment A will be maintained in the 1-A section of

this casefile.

Investigation on 01/02/2019 4 Washington, District Of Columbia, United States (Email)

b6 -1
. FM-2589105, b7C -1
Filet L 1| Date drafied 01/02/2019 95 _3 7

byl
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency. FBI (2 O-cv-467 ) -877




ALL INFORMATICN CONTATNED
HEBRIN 12 UNCLARSTFIRD SM-2588105 Serial 225

BAYE Hao2sopani EY[:::::::::] netre ) )
FD-302 (Rev. 5-8-10) -1 of 1-

FEDERAL BUREAU OF INVESTIGATION

Date of entry 01/02/2019

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury proceeding. The

information may not be disseminated within or outside the FBI, except as provided for

under Federal Rule of Criminal Procedure 6(e) (3), wherein disclosure may be made to:

(1) an attorney for the government for use in performing that attorney's official
duties; or (2) any government personnel that an attorney for the government considers
necessary to assist in performing that attorney's official duties. OTHER -Sealed
be -1
b7C -1
|served an Order to DP7E -4
|not to notify any other

On 01/02/2019, FBI Special Agent|

person of the existence of subpoena identified in Attachment A to the

Order.

The Order and Attachment A will be maintained in the 1-A section of

this casefile.

Investigation on 01/02/2019 4 Washington, District Of Columbia, United States (Email) b6 -1

File#l |SM-2589105 Date drafied 01/02/2019 b7C -1
b7E -7

by | |
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency. FBI (2 O-cv-467 ) -078




bé -1

ALL THAUHEMATION CNTETHED
HERETN I5 UNCLASSIFIED [ fm-2583105 serial 226 p7C -1
LLTE De-2a-2021 B el - -7
FD-302 (Rev. 5-8-10) -1 of 1-
UNCLASSIFIED/ fFoUo—
FEDERAL BUREAU OF INVESTIGATION
Date of entry 01/07/2019
FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury proceeding. The
information may not be disseminated within or outside the FBI, except as provided for
under Federal Rule of Criminal Procedure 6(e) (3), wherein disclosure may be made to:
(1) an attorney for the government for use in performing that attorney's official
duties; or (2) any government personnel that an attorney for the government considers
necessary to assist in performing that attorney's official duties.
On October 4, 2018, SA| |electronically served a
nondisclosure order renewal tol |at the email address
| The NDO renewal was issued by the United States
District Court for the District of Columbia onl |and OTHER -Sealed
included legal process pertaining to the captioned investigations. zg '11
C -
b7E -4

On October 5, 2018, SA| |electronically served a

nondisclosure order renewal to| | at the email address
|The NDO renewal was issued by the United States
and

District Court for the District of Columbia on|
included legal process pertaining to the captioned investigations.

UNCLASSIFIED/ /Fouo—

10/04/2018 4 Washington, District Of Columbia, United States (Email)

kM-2589105,
Date drafied 01/04/2019  P6 -1
b7C -1

Investigation on

File #

by
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency.

b7E -3,7

FBI (20-cv-467)-979



BLL INEORMATION coNTRTMED
HEREIN 12 UNOLASST : SM-2588105 Serial 227
DATE DB-25-2021 Y warrn

-1 of 1-

FD-302 (Rev. 5-8-10)

UNCLASSIFIED/ /fFete-

FEDERAL BUREAU OF INVESTIGATION
Date of entry 01/07/2019

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury proceeding. The

information may not be disseminated within or outside the FBI, except as provided for

under Federal Rule of Criminal Procedure 6(e) (3), wherein disclosure may be made to:

(1) an attorney for the government for use in performing that attorney's official

duties; or (2) any government personnel that an attorney for the government considers

necessary to assist in performing that attorney's official duties.

|electronically served a

On January 2, 2019, SA|
|at the email address

nondisclosure order renewal tol
|The NDO renewal was issued by the United States ... _o .. 1.4

District Court for the District of Columbia on | | and b6 -1

included legal process pertaining to the captioned investigations. b7¢C -1
b7E -4
On January 3, 2019, Special Counsel's Office employeel Isent
a nondisclosure order renewal to| | located at | |
| |The
NDO renewal was issued by the United States District Court for the
District of Columbia on and included legal process
pertaining to the captioned investigations.
UNCLASSIFIED/ /EOUS-
Washington, District Of Columbia, United States (Email,
Investigation on 01/02/2019 4 Mail)
b6 -1
File # | |si-2589105 Daedrafied  01/03/2019  p9¢ 1
b7E -7

by I I
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its (F%xlﬂtﬁggq(&v_ 467)"38(}
to be distributed outside your agency.




2LL THMEU RN I0 T TR
HEREIN I¢ UNCLASSIFIED [ Jsm-2589105 Serial 228

BAYE He-tE-2an EY: netre
-1 of 2-

FD-302 (Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 01/08/2019

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury proceeding. The
information may not be disseminated within or outside the FBI, except as provided for
under Federal Rule of Criminal Procedure 6(e) (3), wherein disclosure may be made to:
(1) an attorney for the government for use in performing that attorney's official
duties; or (2) any government personnel that an attorney for the government considers

necessary to assist in performing that attorney's official duties.

On January 6, 2018, Special Agentl |served two non-
disclosure orders in furtherance of the above captioned investigations.
|for continued non-disclosure

The orders were sent to
relating to the following orders:

OTHER -Sealed

be -1

b7C -1

bL7E -4
Investigation on 01/06/2019 4 Washington, District Of Columbia, United States (Email) b6 -1
File # | SM-2589105 Date drafted  01/07/2019 b7C -1

b7E -7

by I I

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency. FBI (2 O-cv-467 ) -081



FSM=-2588105% Serial 228

FD-302a (Rev. 05-08-10)

b7E -7

Continuation of FD-302 of (U) Service of Non-Disclosure Order ,on 01/06/2019 2 of 2

» Page

OTHER -Sealed
b7E -4

A copy of both non-disclosure orders are
enclosed for the file as digital 1A attachments to this FD-302.

FBI (20-cv-467)-982



ALL TNCRMATIOH  CNTATHED

EERETN TS UNCLASSTEIED EXCEPT [ IsM-2589105 Serial 229
WHERE SHOWN OTHERWISE b6 -1
FD-1057 (Rev. 5-8-10) b7C -1
S T/ ANCFORN- b7E -7
cussirizo ey wsies [ JERAL BUREAU OF INVESTIGATION
BEAzo L 8 n)
OECIASHTEY OB 12o0 o4 Electronic Communication
LaTE: 03-Bl-2063
Title: (U//Me86+ Document coordination Date: 01/17/2019
procedures post case transfer
From: CYBER
Contact:
Approved By: A/UC | |
uc | | bl -1
SC DRAKE MATTHEW W b3 -2
DAD WELLING ERIC D b6 -1
| | b7c -1
David W Archey b7E -7,9,16
Drafted By:
Case ID #: | 1{H
SM-2589105 LAl |
fﬁr”/KSPECIAL COUNSEL MATTERS;
' SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U//Fe8¥s) Documents coordination procedures post case
transfer
Reference: SM—2589lOﬂ |
SM=25820710% Sorial 20/
E:E? bl :1
b3 -2
. b7a -1
Details: bTE -7

M/—NGFGRN—

FBI (20-cv-467)-983



SM-~-2589105 Serial 229 bl -1

b3 -2
b7E -7
_SESRET] ANOFORN-
Title: (U/ APe8e) Document coordination procedures post case transfer
Re: \\%%/17/2019

The purpose of this communication is to re-establish standard

FBI procedures for dissemination of case-related information after the

transfer ofl |SM—2589105,

b7E -7,8,16

m )
bl -1
b3 -2

b7E -3,7,16

-
i bl -1
18 , ~ b3 -2
ta) referenced serlall |SM 2589lOd b7E -3,7,16
|detailed procedures for deconfliction with SCO prior to
dissemination of material from SM-2589105, requiring:
1) (U//®686) Advance coordination from FBI and NSD of any
intelligence disseminations deriving from or based on information
b7E -16

froml Ior disseminations related to interference in

the 2016 U.S. elections by these actors.

Wm;gm_

2

FBI (20-cv-467)-984



SM-2589105 Serial 229

@Xﬁﬂ/m

Title: (U/ /#2688 Document coordination procedures post case transfer
Re: 1%}/17/2019

2) (U//#69e) Advance coordination from FBI and NSD of any criminal

process pursued with information from related to

interference in 2016 U.S. elections, including but not limited to

a. Information regarding the computer intrusions of the
Democratic National Committee (DNC), and Democratic

Congressional Campaign Committee (DCCC); and
b. Information regarding Guccifer 2.0, DCLeaks or WikiLeaks.

(U//Fee) As[::::]SM—2589105 was transferred to FBI[::]and that
portion of SCO's investigation is complete, FBI will now follow
standard dissemination procedures for disseminating material deriving
from or based on information from[::::]SM—2589105.

r%iD§(E§F) Advance coordination with SCO is no longer required of any
criminal process pursued with information from FBI

will continue to brief SCO of any significant findings pertaining the

2016 U.S. elections, DNC, DCCC, Guccifer 2.0, DCLeaks, or WikiLeaks.

b1 -1
b3 -2
b7E -7

b7E -16

b7E -7,8

bl -1
b3 -2
b7a -1
b7E -3,7,16

[

(U/ /me8e) Note: As standard FBI procedure, searches of criminal search

warrant returns will be limited to identify information that comes
within the scope of the specific warrant that authorized the
collection of those communications. Accordingly, any FBI employee who
wishes to search the search warrant data will review the search
warrant authorizing the collection to confirm its scope. If there are
questions about whether a search fits within the scope of the search
warrant, employees will consult with legal counsel. If a proposed
search is not within the scope of the warrant, additional authority,

such as an additional search warrant, will be obtained.

Esa@mgsem—
3

FBI (20-cv-467)-985



SM-2589105 Serial 229

bl -1
SECRET/ /rorers b3 -2
b7E -7
Titles (T1/ mmamaes NDociiment coordination procedures post case transfer
Re: lo1/17/2019
{8
*

EDK@/—NOEORN—

FBI (20-cv-467)-986



DELILESSIELIREL BY: N5 10 I:l b6 -1
O 08-28-2021 SM-~-2589105 Serial 230 b7Cc -1
b7E -7

FD-1036 (Rev. 10-16-2009)
UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Import Form
Form Type: OTHER - Other Date: 01/23/2019

Title: (U) Documentation of Victim Services

Approved By: ASACl |

b6 -1
Drafted By: | | b7c -1
rattead By: b7E -7,16
,,,,,,,,,,,,,,,,,,,,,,, i
Case ID #: I:|SM—2589105 (%)I """"""
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U) As of RBpril, 2018, the FBI’s Victim Services Division
(VSD) requires that]| |
b7E -12

*

UNCLASSIFIED

FBI (20-cv-467)-987



ALL TM-ORMATIOH CNTATHED
HEBEIN 18 UMOLASSTIEIED

SM-2588105 Serial 231

DATE D9-1E-2021 BY |:| NSIOC
-1 of 1-

FD-302 (Rev. 5-8-10)

UNCLASSIFIED/ /Foue—
FEDERAL BUREAU OF INVESTIGATION

Date of entry 02/07/2019

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury proceeding. The
information may not be disseminated within or outside the FBI, except as provided for
under Federal Rule of Criminal Procedure 6(e) (3), wherein disclosure may be made to:
(1) an attorney for the government for use in performing that attorney's official
duties; or (2) any government personnel that an attorney for the government considers

necessary to assist in performing that attorney's official duties.

On February 7, 2019, SA |electronically served the attached

nondisclosure order renewal tol | OTHER Sealed
be -1
b7C -1
b7E -4
UNCLASSIFIED/ /Feue-
Investigationon 02/07/2019 4 Washington, District Of Columbia, United States (Email) b3 -2
be -1
File # | pM-2589105 Date drafied 02/07/2019  b7C -1
b7E -7

by | |
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency. FBI (2 O-cv-467 ) -088




Bl ormEranaTIoN cowmanien b6 -1
HEREIN T: UNCLASSIPIRD ERaaT I:lsM—2589105 Serial 232 b7Cc -1
WHERE cuown OTHEEW IR
-1 of 1-
FD-302 (Rev. 5-8-10)

Classiziall 30 Hello :

BEREOM: 1 4 [0
DEClLAS8IEY O 12-01-2044 Date of entry 02/13/2019
DAETE: 09-1B-2021

FEDERAL BUREAU OF INVESTIGATION

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury proceeding. The
information may not be disseminated within or outside the FBI, except as provided for
under Federal Rule of Criminal Procedure 6(e) (3), wherein disclosure may be made to:
(1) an attorney for the government for use in performing that attorney's official
duties; or (2) any government personnel that an attorney for the government considers
necessary to assist in performing that attorney's official duties.

On February 4, 2019, Special Agentl |served two non- OTHER -Sealed
disclosure orders in furtherance of the above captioned investigations.P® ~1
b7C -1
The order for | |was served throughl | bTE -4
| Upon submissionl provided a corresponding
reference number ofl |The order for | was served

throughl |Upon submission[:::::::]

provided a corresponding reference number ofl |

Investigation on 02/04/2019 4 Washington, District Of Columbia, United States (Email)

b1 -1

| SM-2589105, || i b3 -2

Fi Dai‘el}raﬂed 02/11/2019 b6 -1
b7c -1

by b7E -7

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are no

to be distributed outside your agency. E i FBI (2 0- E‘:('V“q' o/ ) -080



2LL THMEU RN I0 T TR
I:ISM—2589105 Serial 233 bp7C -1

HEBEIN 18 UM LASSTIEIED

DATE oB-23-2021 By[ | NsICG
-1 of 1-

FD-302 (Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 02/13/2019

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury proceeding. The

information may not be disseminated within or outside the FBI, except as provided for

under Federal Rule of Criminal Procedure 6(e) (3), wherein disclosure may be made to:

(1) an attorney for the government for use in performing that attorney's official

duties; or (2) any government personnel that an attorney for the government considers

necessary to assist in performing that attorney's official duties.

served a non-disclosure
The order for

On February 4, 2019, Special Agentl
order in furtherance of the above captioned investigations.

was served via email to|
|A copy of the order is enclosed for

the file as a digital 1A attachment to this FD-302. OTHER -Sealed

b6 -1,9
b7Cc -1,9
b7E -4
Investigatonon 02/04/2019 4 Washington, District Of Columbia, United States (Email) bE -1
File# | SM-2589105 Date drafied 02/11/2019 b7¢C -1
b7E -7
by I I

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not ]
to be distributed outside your agency. FBI (2 O-cv-467 ) -0a0



ALL INFORMATICN CONTATNED
HEBRIN 12 UNCLAGSTFIRD GM-2588105 Serial 234

DATE DB-25-2021 BY :lmrm
-1 of 1-

FD-302 (Rev. 5-8-10)

UNCLASSIFIED/ /Foue-

FEDERAL BUREAU OF INVESTIGATION

Date of entry 02/13/2019

INFORMATION UNDER COURT ORDER
Disclosure of information herein is restricted by a court order. Consult with the
assigned case agent or Assistant United States Attorney before disseminating the

information within or outside the FBI.

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury proceeding. The
information may not be disseminated within or outside the FBI, except as provided for
under Federal Rule of Criminal Procedure 6(e) (3), wherein disclosure may be made to:
(1) an attorney for the government for use in performing that attorney's official
duties; or (2) any government personnel that an attorney for the government considers
necessary to assist in performing that attorney's official duties.

On 2/4/20109, SAl served the attached Non-Disclosure

Order (NDO) Renewal onl |Via email. The NDO came from

the US District Court for the District of Columbia and was signed by[:::::]

| | OTHER -Sealed

b6 -1,3

b7C -1,3

b7E -4

UNCLASSIFIED/ /Feue-
Investigation on 02/04/2019 4 Washington, District Of Columbia, United States (Email) b3 -2
|SM12589105,| | 23 '11

i 02/12/2019 c -
File # Date drafted bTE -7

by

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are no

t
to be distributed outside your agency. 1 (2 O-cv-467 ) -0401




DECIREETETED BY Weirr |:|

b6 -1
ON 08-29-2021 [ kM-2589105 Serial 235 b7C -1
b7E -7
FD-1057 (Rev. 5-8-10)
SE T/ ANOFERN
FEDERAL B EAU OF INVESTIGATION
Electronic Communication
Title: (U) Non-disclosure order renewal. Date: 02/15/2019
From: SCO
SCO Team
Contact:
A d By:
pprove Y I be -1
b7C -1
Drafted By: | | o b7E -7,9,16

case 0 #: [ fu-2580105 UG |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) Documents the submission of a non-disclosure order
renewal tol |

OTHER -Sealed

b6 -1
b7C -1
b7E -4
Enclosure(s): Enclosed are the following items:
Details:
On February 14, 2019, Special Agent |served a non-
disclosure order renewal to |in

furtherance of this investigation. A copy of the order is enclosed for
the file as a digital 1A attachment to this FD-302.

*

SEC / AROFORN-

FBI (20-cv-467)-992



DECILESSTIFIED HY: HETIG I:l

B UB-23-2tz1

FD-1087 (Rev. 5-8-10)

b6 -1

[ JsmM-2589105 Serial 236 b7C -1

b7E -7
SEMLNOFGRN-

FEDERAL BUREAU OF INVESTIGATION

Collected Iltem Log

Event Title: (U) Derivative Evidence Date: 02/22/2019
Approved By: | | b6 -1
b7C -1
b7E -7,16
Drafted By:| |
Case ID #: [ |sM-2589105 ;;?ﬁ;; |
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Reason:
BI NSIC CG
eclassify On: —HUM
Collected From:  OTD[ ___ |FBI/SCO
FBI
BLDG 27958A
Quantico, Virginia
Receipt Given?: No b7E -8
Holding Office:
Details:
b7E -4

SE / AICFORN-

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its
contents are not to be distributed outside your agency.

FBI (20-cv-467)-993



[ IsM-2589105 Serial 236

b7E -7
ET/ ACFORN-
Title: (U) Derivative Evidence
Re: [ |sM-2589105, 02/22/2019
Item Tvype Description
b6 -1
b7C -1
b7E -4
*

SEC AROFORN-

FBI (20-cv-467)-994



DECILASSTIFIRD
B UB-23-2tz1

HY . weIpe |:| b6 -1
[ IsM-2589105 Serial 237 p7C -1

b7E -7

FD-1057 (Rev. 5-8-10) ; i
SE

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Update to collected items log in Date: 02/26/2019
Sentinel to reflect storage in 1A

From: SCO
SCO Team
Contact: | |

Approved By: [ | b6 -1
¥ i
,«"KUJ b7Cc -1
/ b7E -7,9,16

Drafted By:I I

Case ID #: [ M-2589105 e |
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) Update to collected items log in Sentinel to reflect
storage in 1A

Enclosure(s): Enclosed are the following items:

1. (U) Physical 1A for Evidence [::::::::]

2. (U) Digital and Physical 1A for original chain of custody form for

3. (U) Physical 1A for Evidence[::::::::]

4. (U) Difital and Physical 1A for original chain of custody form for

evidence
b7E -4

Details:

Copies of the

original chains of custody forms have been enclosed as digital 1As to

this communication. The originals will be maintained as a physical 1A.

SECR ACESRN-

FBI (20-cv-467)-995



[ M-2589105 Serial 237

b7E -7
SE / AICEORN-

Title: (U) Update to collecfed items log in Sentinel to reflect storage
in 1A

Re: [ FM-2589105, 02/26/2019

*

SECR

FBI (20-cv-467)-996



ALL TNCRMATIOH  CNTATHED

HEREIN IS UNCLASSIFIED EXCEPT [ kM-2589105 Serial 238 b6 -1
WHEBE SHOWY OTHERWISE T I:l 1:’;0 _:,L,
FD-1057 (Rev. 5-8-10) BEaeow 18 E -
SECRET/ fORCON/NOFORN-  DECLASSIFY ON: 12-31-2044
BATE Boemieong
FEDERAL BUREAU OF INVESTIGATION
Electronic Communication
Title: Date: 02/27/2019
CC:
b6 -1
From: SCO b7¢c -1
SCO Team b7E -4,9
Contact: |
Approved By: David W Archey
Drafted By: | |
,,,,,,,,,,,,,,,,,,, 1
Case ID # ><—_ """"""
bl -1
—_— b3 -2
be -2
b7C -2

b7E -2,3,7,16

@Bmi/ JORCONANOFORN

FBI (20-cv-467)-997



[ IsmM-2589105 Serial 238

b7E -4,7
EEJ@-REi/ [OREOINANOFORN-
Title: (U) |
Re: | | 02/27/2019 .
0
>< b3 -2
b6 -2
b7C -2
[si-2589105 S raay b7E -3,7,16
SPECIAL COUNSEL MATTERS; |l
SENSTITIVE TINVESTIGATIVE MATTER
Synopsis: (U) Submits a request to the Operational Technology
Division (OTD) Computer Analysis Response Team Unit (CART) for the
processing ofl |obtained from criminal search
warrants issued in the above captioned investigations.
Reasong . b7E -4
Derived ¥ Multiple
Source

Enclosure(s): Enclosed are the following items:

Details:

S T/ /[ORSONANOFORN-

FBI (20-cv-467)-998



[ ]smM-2589105 Serial 238

}5@&2ﬂj2/eaeeu%uea€&&+ 7R 4T

Title: (U) |

Re: | | 02/27/2019

This communication submits a request to the Operational Technology
Division (OTD) Computer Analysis Response Team Unit (CARTU) for the
processing of obtained through the issuance of
criminal search warrants in the above captioned investigations at the
Special Counsel's Office (SCO).

b7E -4

Attached to this communication is

b7E -4

Enclosed as a digital 1A for OTD CARTU reference are copies of the

original criminal search warrants that were issued to obtain the

an document the legal authority for obtaining them. b7E -4

*

EEEREjZAa&amﬁe«ﬁﬁﬁ&+

FBI (20-cv-467)-999



2L M Tl TN RN b -1
HEREIN 15 DNCLASSIEIED [ TM-2589105 Serial 239 b7C -1

DATE n8-2n-anz1 EY:NEISG 1 oof 1. b7E -7
FD-302 (Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 03/03/2019

On February 13, 2019 at approximately 4:00 PM Eastern Time, Special Agent b6 -1.8
Icontactedl Idate of birth bIC _ilg
social security account numberl |on her cellular telephone

number of I I

SA_[::::]notified[::::]of the FBI having identified her as a victim in

this investigation and provided a background of nature and extent of the b6 -1,8
computer crime of which she had been a victim of. SA[::::]recommended b7¢c -1,8
that[::::]change her password on her email account and continue to monitor

the account for any suspicious log-in activities in the future.

acknowledged.

SA[::::]provided[:::]vdth contact information in the event she needed to b6 -1.8
re-contact the FBI regarding any suspicious activities related to her b7¢ -1,8

account in the future.

Investigation on 02/13/2019 4, Washington, District Of Columbia, United States (Phone) b6 -1
piey [__]3M-2589105 Duedmted  03/03/2019  B7C -1

b7E -7
byl |

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency. FBI (25}'@/‘467)‘ 1000



ALL TNCRMATIOH  CNTATHED

HEREIN I8 UNCLASSIFIED EXCEDT I:lsM-2589105 Serial 240
WHERE SHOWH LTHERWISE bée -1
FD-1057 (Rev. 5-8-10) b7C -1
M/NGF—GRN— bTE -7

BikssTEIEn B wETrE I:l"AL BUREAU OF INVESTIGATION

Biaalme: 1 4
DECLAGEIFEY L 12-81-0044
HATE: 08-01-2001

Electronic Communication

Title: (U) Non-disclosure order renewals Date: 03/06/2019

From: SCO

SCO Team
Contact: | |
Approved By: bl -1
b3 -2
iU) b6 -1

Drafted By: o b7C -1
b7E -7,9,16

Case ID #: [ |sM-2589105 el |
SPECIAL COUNSEL MATTERS;

SN G T T TN QT T AT TR/ NMATTLD

INFORMATION UNDER COURT ORDER
Disclosure of information herein is restricted by a court order. Consult with
the assigned case agent or Assistant United States Attorney before
disseminating the information within or outside the FBI.

Synopsis: (U) Documents the submission of non-disclosure order
renewals

Enclosure(s): Enclosed are the following it®™gs:

OTHER -Sealed
b7E -4

T

EEDREEZ%NGFGRN—

FBI (20-cv-467)-1001



[ M-2589105 Serial 240
EﬁzaﬂﬁfZANcmx§u+ b7E -7

Title: (U) Non-disclosure order renewals

Re: [ |sM-2589105, 03/06/2019

OTHER -Sealed
b7E -4

T

Details:

b6 -1

On 02/28/2019, Special Agent served the
b7C -1

attached non-disclosure order renewals via email to:

OTHER -Sealed
b7E -4

E§;§¢32/Negaa+

FBI (20-cv-467)-1002



[ kM-2589105 Serial 240

SESRET/ ANOPORN-
Title: (U) Non-disclosure order renewals

Re: [ M-2589105, 03/06/2019

The NDO renewals are attached as 1As.

*

S T/ AlOFPORN

b7E -7

OTHER -Sealed
b7E -4

FBI (20-cv-467)-1003



b7C -1

B 0s-01-2021

DEC LSS0 T8D By HWET : b6 -1
[ Jsv-2589105 serial 241

FD-1057 (Rev. 5-8-10)

SEQRET/ ANOFORN- _
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Non-disclosure order renewal[:::::::] Date: 03/06/2019
From: SCO
SCO Team
Contact: | |
OTHER -Sealed
bé -1,2
Approved By.l p7C -1,2

b7E -3,4,7,9,16

Drafted By: QU

Case ID #: [ |5M-2589105 raiz) |

SPECTIAL COUNSEL MATTERS;
SENSTITIVE INVESTIGATIVE MATTER

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury
proceeding. The information may not be disseminated within or outside the
FBI, except as provided for under Federal Rule of Criminal Procedure 6(e) (3),
wherein disclosure may be made to: (1) an attorney for the government for use
in performing that attorney's official duties; or (2) any government
personnel that an attorney for the government considers necessary to assist
in performing that attorney's official duties.

INFORMATION UNDER COURT ORDER
Disclosure of information herein is restricted by a court order. Consult with
the assigned case agent or Assistant United States Attorney before
disseminating the information within or outside the FBI.

OTHER -Sealed

Synopsis: (U) Documents the submission of a non-disclosure order
b7E -4

renewal to

4 (b)
Derive om: Multiple

SE / PROFORN

FBI (20-cv-467)-1004



[ Jsm-2583105 Serial 241

s&ér//mremi—

Title: (U) Non-disclosure order renewal[:::::::]
Re: [___ |sM-2589105, 03/06/2019

OTHER -Sealed

b6 -1
Declassjfy : 20441231 b7c -1
b7E -4,7
Enclosure(s): Enclosed are the following items:
Details:
On 02/28/2019, Special Agentl Iserved a non-
disclosure order renewal to| |A.copy of the order is

enclosed for the file as a digital 1A attachment to this FD-302.

124

S T/ AIOFORN-

FBI (20-cv-467)-1005



ALL INFORMATION CONTATNED
HEREIN IS UNCLASSIFIED ENCEPT I:lgM_g 5805105 Serial 242
WHERE SHOWN CTHERWISE

FD-1057 (Rev. 5-8-10)

'SECRET/ ORCON/NOFORN-
CLECSTIZIET HY . WSTI0 :

REASON: 1.4 (03 cRAL BUREAU OF INVESTIGATION
DECLASSIFY ON: 12-31-2044
DATE: 09-01-2071

Electronic Communication

Title: (U) Non-disclosure order renewallIl Date: 03/06/2019
From: SCO
SCO Team OTHER -Sealed
Contact: | | b6 -1
b7C -1
b7E -4,9

Approved By: |

Drafted By: ’QU'

Case ID #: [ |sM-2589105 M) [
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

wu%mi><é___ bl -1

b3 -2
b6 -2
b7C -2

b7E -3,7,16

FBI (20-cv-467)-1006



[ Jem-2589105 serisl 242

OTHER -Sealed

b7E -4,7
SESRET/ /OREON/NOFORN-
Title: (U) Non-disclosure order renewal[:::::]
Re: [ |sM-2589105, 03/06/2019
15
bl -1
b3 -2
SENSITIVE INVESTIGATIVE MATTER b6 -2
b7C -2 | .,
b7E -3,7 id)
SENSTTIVE TNVESTIGATIVE MATTER
(3]

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury
proceeding. The information may not be disseminated within or outside the
FBI, except as provided for under Federal Rule of Criminal Procedure 6(e) (3),
wherein disclosure may be made to: (1) an attorney for the government for use
in performing that attorney's official duties; or (2) any government
personnel that an attorney for the government considers necessary to assist
in performing that attorney's official duties.

INFORMATION UNDER COURT ORDER
Disclosure of information herein is restricted by a court order. Consult with
the assigned case agent or Assistant United States Attorney before
disseminating the information within or outside the FBI.

Synopsis: (U) Documents the submission of a non-disclosure order
renewal to

OTHER -Sealed
b7E -4

Enclosure(s): Enclosed are the following items:

Details:

FBI (20-cv-467)-1007



[ Jsv-2583105 serial 242
OTHER -Sealed

b7E -4,7

E@Rﬁi/feneeﬂﬁefem

Title: (U) Non-disclosure order renewal[::::]
Re: [ |sM-2589105, 03/06/2019

) OTHER -Sealed
On 02/28/2019, Special Agent | |served a non- b6 -1

disclosure order renewal to| |via email. A copy of the order is b7c -1
enclosed for the file as a digital 1A attachment to this FD-302. b7E -4

L 2 4

FBI (20-cv-467)-1008



DEPLAGSTYIED BY . werre |:| b6 -1
[ kM-2589105 Serial 243 b7C -1

B 0s-01-2021
b7E -7

FD-1036 (Rev. 10-16-2009)

SE OFORN-
FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: EMAIL - Email Date: 03/17/2019

Title: (U//F650) | |

Approved By: | |

Drafted By: | | §§U? b6 -1,2
b7C -1,2

Case ID #: | | MN-F-H | b7E -3,4,7,16

[ Jem-2589105 Doy | |

. SPECIAL COUNSEL MATTERS;
i SENSITIVE INVESTIGATIVE MATTER

p—

Synopsis: (U//£e8e4 |

Reason: 1.4 (b)

Deriv * Multiple
Sources

20441231

*

ET/7NCOFORN-

FBI (20-cv-467)-1009



AL IHMena T I0H CHMTE HED
[ 1sM-2589105 Serial 244 b6 -1

Beerin 12 UM 2ol R0
LT a-A1-2021 =9 noli
-1 of 1- b7E -7

FD-302 Rev. 5-8-10)
FEDERAL BUREAU OF INVESTIGATION

Date of entry 03/17/2019

On or about March 15, 2019, IA receivedl
[ | in response to 2703 (d)
orderl |that was issued in furtherance of this investigation. The b6 -1
results are documented as a digital 1A attachment to this FD-302. i;c _34'
E -
Investigation on 03/15/2019 4 Washington, District Of Columbia, United States (Email) b6 -1
File # | |SM_2589105 Date drafed  03/17/2019 b7C -1
b7E -7

by I I
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
FBI (20-cv-467)-1010

to be distributed outside your agency.



DECILESSTIFIED HY: HETIG : b6 -1
ON 09-01-2021 [ lsM-2589105 Serial 245 o o1
b7E -7
FD-1036 (Rev. 10-16-2009)
SECBET/ AloFoRN-
FEDERAL BUREAU OF INVESTIGATION
Import Form
Form Type: EMAIL - Email Date: 03/19/2019
Title: (U//Pe8ey | |
Approved By:l |
AT)
Drafted By: | | : b6 -1,2
: b7C -1,2
Case ID #: | | Z@%Zg%%l I b7E -3,4,7,16
[ 2589105 =) [
'R!U:] SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U/%E@E@Hl
Reason:
Derived Fro ltiple
Sources
Declassify 0441231
L &4

CKET/ AOFSRN-

FBI (20-cv-467)-1011



DECILESSTIFIED HY: HETIG E

bée -1
oM 03-16-2021 |:|SM-2589105 Serial 247 b7C -1
b7E -7

FD-1057 (Rev. 5-8-10)

SMET/fNeFeRN-
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//¥68&) Analysis of search warrant Date: 03/27/2019

From: SCO
Contact:

Approved By:l |

. b3 -2
Drafted By: | | m b6 -1,2

b7C -1,2

Case ID #: | | %ifm?) | | bJE -3,4,7,9,16
I:|SM—2589105 TS | |

" SPECIAL COUNSEL MATTERS;

iUT”ﬂM" SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U//FOBe) To document analysis of information related to

@classify 20441231

Reference:
b3 -2
SM—-2589105 b7E -7
SM—-2589105
Enclosure(s): Enclosed are the following items:
b7E -4
Details:
b6 -2
b7C -2
b7E -4

SE ANOFORN-

FBI (20-cv-467)-1021



)

Analyvsis of search warrant

| 03/27/2019

SM-~2589105 Serial 247

%Ebﬁéi?fﬁ@f@ﬁﬁ?

b3 -2
b6 -2
b7C -2
b7E -4,7

OTHER -Sealed
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -2,4
b7C -2,4
b7E -4

OTHER -Sealed

b6 -2,4
b7C -2,4
b7E -4

%@/—N@F@RN—

FBI (20-cv-467)-1022



Title:

(U/ /ede+ Analysis of search warrantl

Re:

[03/27/2019

SM-~2589105 Serial 247

%Eggg?/fﬁefeaﬁ-

b3 -2

b6 -2
b7C -2
b7E -4,7

OTHER -Sealed
b6 -2,4

b7C -2,4

b7E -4

OTHER -Sealed
b6 -2

b7C -2

b7E -4

OTHER -Sealed
b6 -2
b7C -2
b7E -4

OTHER -Sealed
b6 -2
b7C -2
b7E -4

SE

T/ ANCEORN

FBI (20-cv-467)-1023



SM-2589105 Serial 247 b3 -2

be -2
sn\/caa\‘r/fnef-em:- b7C -2
b7E -4,7
Title: (U/7FS8969 Analysis of search warrantl
Re: | [ 03/27/2019
OTHER -Sealed
b6 -2
b7C -2
b7E -4
*
SE / 7NNOFeRM-

FBI (20-cv-467)-1024



DECILASSTIFIRD
B us-a0-2u21

HY W=a1 b6 -1
:l SM-2589105 Serial 248 b7C -1

FD-1057 (Rev. 5-8-10)

b7E -7
S T/ /AFOFORN-
FEDERAL BUREAU OF INVESTIGATION
Electronic Communication

Title: (U) Derivative evidence stored in 1A Date: 04/08/2019
From: SCO

SCO Team

Contact:
Approved By:l | b6 -1

b7C -1

Drafted By: | | b7E -7,9,16

Case ID #: SM—-2589105 MM@ |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) Derivative evidence stored in 1A

Enclosure(s): Enclosed are the following items:

Details: b7E -4

On 04/03/2019, the FBI collected the following derivative evidence for

storage in a physical 1A:

Copies of the original chains of custody forms have been enclosed as a
digital 1A to this communication. The original chains and the

evidence will be maintained as a physical 1A.

SECRET/ AIOFORN

FBI (20-cv-467)-1025



SM-2589105 Serial 248

S;&Bi/ b7E -7

Title: (U) Derivative evidence stored in 1A

Re: I:|SM—2589105, 04/08/2019

*

SW)@//‘N@FORN-
2

FBI (20-cv-467)-1026



ALL TNCRMATIOH  CNTATHED b1 -1

HEREIN IS UNCLASSIFIED EXCEPT [ bM-2589105 Serial 249 b3 -2

WHERE SHUWH LTHEHWISE

FD-1057 (Rev. 5-8-10) b7E -7,15
- eV. -y=
SESRET/ fORCONANOFORN -(8)
FEDERAL BUREAU OF INVESTIGATION
Electronic Communication
Title: {5} Date: 04/15/2019
bl -1
b3 -2
b6 -1
cc: b7C -1
b7E -9,15
e -2t 12 = 28 :
Beaste 1 o4
From: SCO DECLESSTsY ol d2-ai-onds
SCO Team et N5-15-2021
Contact:
Approved By: David W Archey
MILLER KAREN DAVIS
Drafted By:l
Case ID #: b6 -1
b7C -1
b7E -7
bM—2589105 (U) RESTRICTED - Access Denied
~ g
bl -1
b3 -2
, b7E -6,15
Reason:
Derived Fro FBI NSIC CG
Declassify” On: 31231
Reference:
b7E -7
SM—-2589105 Serial 116
SM—-2589105 Serial 30
Details:
S T/ [ORSONAIOFORY ,§S) bl -1
b3 -2
b7E -15

FBI (20-cv-467)-1027



bl -1

SM-2589105 Serial 249 b3 -2
b7E -7,15
EEPﬁﬁE?Aen@eu+ﬁerORm[:::::::::g:
Title: 15
Rer | [04/15/2010 {3

bl -1
b3 -2
b6 -3
b7a -1
b7C -3
b7E -6,7,15,16

(U) SUBSEQUENT REQUEST:

bl -1

|15) B2 -2
b7E -6

bl -1

EEEH%QEZ/eReeN%Neﬁxxu HiE b3 -2
b7E -15

FBI (20-cv-467)-1028



[ IsM-2589105 Serial 249

b1 -1
) b3 -2
b7E -7,15

SECSRET/ fOREHN/NOFORNG

[ |

Title- i:S"

Re: | | 04/15/2019

bl -1

b3 -2

b6 -3

b7A -1

b7C -3

b7E -6,7,16

bl -1
b3 -2
b7E -15

CREONANOFORY 1131 bl -1
S /1 it s s

b7E -15

FBI (20-cv-467)-1029



SM-2589105 Serial 249

SECRET/ fOREON/NOFORN

]

bl -1
b3 -2
b7E -7,15

[04/15/2019

lp1 -1
b3 -2
bJE -6,15

*

bl -1
b3 -2
b7E -15

FBI (20-cv-467)-1030



DECLASSTRIED BY  NeTro b6 -1

oN 08-30-2021 I [ 1smM-2589105 Serial 250 b7C -1
FD-1036 (Rev. 10-16-2009) ‘E%EM e

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: Date: 05/21/2019
Title: (U) | |
Approved By: | | ig ‘11
c -
Al b7E -4,7,16

g

Drafted By: |

Case ID #: [ |sM-2589105 (?@)ﬁ |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U)l
Reason: 1.
Derived From~” I NSIC CG
Declasg4 1231
*

SEC ROFORN-

FBI (20-cv-467)-1031



DECLASSTFIED BY: mstee [ ] b6 -1
on 08-30-2021 [ IsmM-2589105 Serial 252 b7C -1

b7E -7

FD-1036 (Rev. 10-16-2009) UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: Date: 09/23/2020

Title: (U) | |

Approved By: I I

. b6 -1
Drafted By: | | m b7C -1

b7E -4,7,16
Case ID #: I:|SM—2589105 A |
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) re: 4/7/2018

Enclosure(s) : Enclosed are the following items:

*

UNCLASSTIFIED

FBI (20-cv-467)-1033



DECILESSTIFIED HY: HETIG :

. b6 -1
O DE-30-2021 —
[ sM-2589105 Serial 253 oo o1
FD-L087eReevS585100) UNCLASSIFIED b7E =7
FEDERAL BUREAU OF INVESTIGATION
Collected Hem Log
Event Title: (U) [ JsM-2589105 Date: 11/19/2020
b6 -1
Approved By: | | b7C -1
b7E -7,16
Drafted By: I I %U?
Case ID #: [ |sM-2589105 Tl | |
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Details:
Collected From: (U)l
b3 -3
Receipt Given?: No b6 -2
b7C -2

Holding Office: OPERATIONAL TECHNOLOGY b7E -4,11,13

Ttem Type Description

*

UNCLASSTIFIED

This document contains neither recommendations nor conclusions of the FBI. It is the propetty of the FBI and is loaned to your agency; it and its
contents are not to be distributed outside your agency.

FBI (20-cv-467)-1034



DECLISSTFIED BY: NSIco I:l b6 -1
ON 08-30-2021 [ kM-2589105 Serial 254 b7C -1
b7E -7
FD-10874Ritey 5588H09) UNCLASSIFIED
FEDERAL BUREAU OF INVESTIGATION
Collected Hem Log
Event Title: (U) [ |sM-2589105 Date: 11/19/2020
Approved By: | | b6 -1
b7C -1
Drafted By: | | b7E -7,16
Case ID #: [ |sM-2589105 Mq-ﬁ-) |
4/_,»~"S’4PECIAL COUNSEL MATTERS;
4 SENSITIVE INVESTIGATIVE MATTER
{0}
Details:
b3 -3
Collected From: (U) b6 -2
b7C -2
b7E -4,11,13
Receipt Given?: No

Holding Office: OPERATIONAL TECHNOLOGY

Item Type Description

*

UNCLASSTIFIED

This document contains neither recommendations nor conclusions of the FBI. It is the propetty of the FBI and is loaned to your agency; it and its
contents are not to be distributed outside your agency.

FBI (20-cv-467)-1035



DECLASSIFIED BY: msice [ ] b6 -1

ON 08-30-2021 [ m-2589105 Serial 255 b7C -1
b7E -7

FD-1087Keey 558810D) UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Collected Hem Log

Event Title: (U) [ |sM-2589105 Date: 11/19/2020
A d By:
pprove 2% I I bé -1
b7C -1
Drafted By: | | {0 b7E -7,16
Case ID #: [ |sM-2589105 ;E§;§f+|
SPECTAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Details:
Collected From: (U)
b3 -3
Receipt Given?: No b6 -2
b7C -2

Holding Office: OPERATIONAL TECHNOLOGY b7E -4,11,13

Item Type Description

*

UNCLASSTIFIED

This document contains neither recommendations nor conclusions of the FBI. It is the propetty of the FBI and is loaned to your agency; it and its
contents are not to be distributed outside your agency.

FBI (20-cv-467)-1036



DECLASSIFIED BY: msicc [ | b6 -1
O 08-30-2021 SM-~-2589105 Serial 256 b7Cc -1
b7E -7

FD-1087Keey 558810D) UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Collected Hem Log

Event Title: (U) [_ JsM-2589105 Date: 11/19/2020
Approved By: [ | b6 -1
b7C -1
Drafted By: | | b7E -7,16
Case ID #: [ |sM-2589105 Z§2¥§§+I |
" SPECIAL COUNSEL MATTERS;
%UTMJM SENSITIVE INVESTIGATIVE MATTER
i
Details:
b3 -3
Collected From: (U) b6 -2
b7C -2
Receipt Given?: No b7E -4,11,13

Holding Office: OPERATIONAL TECHNOLOGY

Item Type Description

*

UNCLASSTIFIED

This document contains neither recommendations nor conclusions of the FBI. It is the propetty of the FBI and is loaned to your agency; it and its
contents are not to be distributed outside your agency.

FBI (20-cv-467)-1037



HECiassTYED BY ) NETee |:| b6 -1
oM D=-30-2021 SM-2589105 Serial 257 b7C -1
b7E -7
FD-1087a (Rev. 5-8-10) UNCLASSTFIED
FEDERAL BUREAU OF INVESTIGATION
Evidence Entry
Event Title: (U) [ ]sM-2589105 Date: 11/19/2020
Approved By:
PP v: | | b6 -1
b7C -1
Drafted By: | | b7E -7,16
case ID #: [ |sM-2589105
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Collected From: (U) Physical Search Collection
Receipt Given?: No
Holding Office: OPERATIONAL TECHNOLOGY
Item Type Description
b6 -1
b7C -1
b7E -4
*

UNCLASSTIFIED

FBI (20-cv-467)-1038



DECLASSIFIED BY: mstoo [ ] b6 -1
DN 0B-30-2021 SM-2589105 Serial 258 b7C -1
b7E -7

FD-1087a (Rev. 5-8-10) UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Evidence Entry

Event Title: (U) [ |sM-2589105 Date: 11/19/2020

Approved By:

pp y: | | b6 -1

b7C -1
Drafted By: | | b7E -7,16
Case ID #: [ |sM-2589105 MJ-H [
44,.»""'SPECIAL COUNSEL MATTERS;
{l  SENSITIVE INVESTIGATIVE MATTER

Collected From: (U) Physical Search Collection

Receipt Given?: No

Holding Office: OPERATIONAL TECHNOLOGY

Item Type Description
b6 -1
b7C -1
b7E -4

*

UNCLASSTIFIED

FBI (20-cv-467)-1039



DECILESSTIFIED HY: HETIG : b6 -1

oN 08-30-2021 [ JsM-2589105 Serial 259 b7C -1
E -

FD-1087a (Rev. 5-8-10) UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Evidence Entry

Event Title:  (U) |:|SM—2589105 Date: 11/19/2020
Approved By: | | b6 -1
b7C -1
Drafted By: | | in b7E -7,16
case ID #: [ ]sM-2589105 T |
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Collected From: (U) Physical Search Collection
Receipt Given?: No
Holding Office: OPERATIONAL TECHNOLOGY
Item Tvype Description
b6 -1
b7C -1
b7E -4
*

UNCLASSTIFIED

FBI (20-cv-467)-1040



DECLazs = ep By Wi I:l bé -1
O 08-an-2021 M-2589105 Serial 260 b7C -1
[ b7c -1
FD-1087a (Rev. 5-8-10) UNCLASSIFIED
FEDERAL BUREAU OF INVESTIGATION
Evidence Entry
Event Title: (U) [ ]sM-2589105 Date: 11/19/2020
Approved By: I I b6 -1
b7C -1
Drafted By: | | 1 b7E -7,16
Case ID #: [ |sM-2589105 TS0
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Collected From: (U) Physical Search Collection
Receipt Given?: No
Holding Office: OPERATIONAL TECHNOLOGY
Ttem Type Description
b6 -1
b7C -1
b7E -4
*

UNCLASSTIFIED

FBI (20-cv-467)-1041



DECLazs = ep By Wi I:l bé -1
oN 08-30-2021 [ Jsm-2589105 Serial 261 b7C -1
b7E -7
FD-1087a (Rev. 5-8-10) UNCLASSIFIED
FEDERAL BUREAU OF INVESTIGATION
Evidence Entry
Event Title: (U) [ |sM-2589105 Date: 11/19/2020
Approved By: I I
b6 -1
fUa b7C -1
Drafted By: | | Pty b7E -7,16
Case ID #: [ |sM-2589105 MHI |
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Collected From: (U) Physical Search Collection
Receipt Given?: No
Holding Office: OPERATIONAL TECHNOLOGY
Ttem Type Description
b6 -1
b7C -1
b7E -4
*

UNCLASSTIFIED

FBI (20-cv-467)-1042



DECLASSIFIED BY: Nelto | | b6 -1
U8 H8natnabal SM-2589105 Serial 262 z;c ‘i
E -

FD-1087a (Rev. 5-8-10) UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Evidence Entry

Event Title: (U)[___ |sM-2589105 Date: 11/19/2020

Approved By:I I

0 b6 -1
Drafted By: | | } 23; :i 16

Case ID #: [ |sM-2589105 @‘@ |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Collected From: (U) Physical Search Collection
Receipt Given?: No

Holding Office: OPERATIONAL TECHNOLOGY

Item Type Description
b6 -1
b7C -1
b7E -4
*

UNCLASSTIFIED

FBI (20-cv-467)-1043



DEPLAGSTYIED BY . werre I:l

oN 08-30-2021 [ M-2589105 Serial 263 b6 -1
c -
FD-1087a (Rev. 5-8-10) UNCIASSIFIED b7E -7

FEDERAL BUREAU OF INVESTIGATION

Evidence Entry

Event Title: (U) [ |sM-2589105 Date: 11/19/2020
Approved By: | | b6 -1
b7C -1
Drafted By: | | 0 b7E -7,16
Case ID #:[ _ |sM-2589105 ;}@m |
PECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Collected From: (U) Physical Search Collection
Receipt Given?: No
Holding Office: OPERATIONAL TECHNOLOGY
Item Type Description
b6 -1
b7C -1
b7E -4
*

UNCLASSTIFIED

FBI (20-cv-467)-1044



DECLASSTRIED BY  NeTro I:I b6 -1

oM p-30-2021 [ IsM-2589105 Serial 264 b7C -1

b7E -7
FD-1057 (Rev. 5-8-10) SEM,‘NSFGRN—
FEDERAL BUREAU OF INVESTIGATION
Electronic Communication
Title: (U) Update to collected items log in Date: 01/26/2021
Sentinel to reflect storage in a 1A
From:
Contact: |
b6 -1
Approved By: UC
PP y | | pe Tt
iUﬁ b7E -7,8,9,16
Drafted By: | | f
Case ID #: [ |sM-2589105 ?Aﬁ-} [
PECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U) Update to collected items log in Sentinel to reflect
storage in a 1A
Reference: [ |sM-2589105 Serial 258
Enclosure(s) : Enclosed are the following items:
1. (U) Digital and Physical 1A for original chain of custody and the
physical evidence.
b7E -4,7

Details:

On 12/10/2020, the FBI collected the following derivative evidence for

storage in a Physical 1A.

S ET/ ACFoRN-

FBI (20-cv-467)-1045



[ JsM-2589105 Serial 264

%ﬁs{/ /HOFORN-
Title: (U) Update to collected’items log in Sentinel to reflect storage

in a 1A

Re: [ |sM-2589105, 01/26/2021

b7E -7

Copies of the original chains of custody forms have been enclosed as a
digital 1A to this communication. The original chains and the

evidence will be maintained as a Physical 1A.

*

SECRAT/ AICEFORN

FBI (20-cv-467)-1046



DECILESSTIFIED HY: HETIG

B us-a0-2u21

b6 -1

L [ kM-2589105 Serial 265 b7C -1

b7E -7

FD-1057 (Rev. 5-8-10) SEC /OFOR

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Update to collected items log in Date: 01/26/2021

From:

Sentinel to reflect storage in 1A

Contact: |

b6 -1

Approved By: A/SUPV | b7C -1

b7E -7,8,9,16

Drafted By: | |

case D #: [ Jom-2589105  (3(a |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) Update to collected items log in Sentinel to reflect

storage in a 1A

Reason!

BI NSIC CG
0461231

Derived Fr
Declassif

Reference: SM-2589105 Serial 257

Enclosure(s) : Enclosed are the following items:

1.
physical evidence.

(U) Digital and Physical 1A for original chain of custody and the

b7E -4,7

Details:

On 12/10/2020, the FBI collected the following derivative evidence for

storage in a Physical 1A.

SECHET/ AICESRN-

FBI (20-cv-467)-1047



[ ]sM-2589105 Serial 265
S ET/ ANOFORN-

Title: (U) Update to collected items log in Sentinel to reflect storage
in 1A
Re: [ |smM-2589105, 01/26/2021

b7E -7

Copies of the original chains of custody forms have been enclosed as a
digital 1A to this communication. The original chains and the

evidence will be maintained as a Physical 1A.

*

SECRYT/ /NOFORN-

FBI (20-cv-467)-1048



DECILESSTIFIED HY: HETIG : b6 -1

oN 08-30-2021 [ kM-2589105 Serial 266 b7C -1

b7E -7
FD-1057 (Rev. 5-8-10) S%ANOFGRN-

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Update to collected items log in Date: 01/26/2021
Sentinel to reflect storage in 1A

From:

Contact: | |

b6 -1
Approved By: A/SUPV | b7C -1
b7E -7,8,9,16

Drafted By: I I

o
Case ID #: [ JsM-2589105 (S | |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) Update to collected items log in Sentinel to reflect

storage in 1A

Reason:\1/4 (b)
Derived om: FBI NSIC CG
Declassyf\\On: 20461231

Reference: [::::]SM—2589105

Enclosure(s) : Enclosed are the following items:

erial 259

1. (U) Digital and Physical 1A for original chain of custody and the
physical evidence.

b7E -4,7
Details:

On 12/10/2020, the FBI collected the following derivative evidence for

S%OFORN-

storage in a Physical 1A.

FBI (20-cv-467)-1049



SM-2589105 Serial 266

SE T/ AROFORN- b7E -7

Title: (U) Update to collected iteys log in Sentinel to reflect storage
in 1A
Re: [ JsM-2589105, 01/26/2021

Copies of the original chains of custody forms have been enclosed as a
digital 1A to this communication. The original chains and the

evidence will be maintained as a Physical 1A.

*

SELRKT/ AQECRN-

FBI (20-cv-467)-1050



DECILESSTIFIED HY: HETIG :

ON 08-30-2021 SM~-2589105 Serial 267

FD-1057 (Rev. 5-8-10) S}e#I'/ﬁNeFORN—
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Update to collected items log in Date: 01/26/2021

Sentinel to reflect storage in 1A

From:

Contact: | |

Approved By: A/SUPV | |

Drafted By: | |

Case ID #: [ |sM-2589105 e S | |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) Update to collected items log in Sentinel to reflect

storage in 1A

)
FBI NSIC CG

20461231

Reason:
Derived F
Declassify On

Reference: |:|SM—2589105 Serial 259

Enclosure(s) : Enclosed are the following items:
1. (U) Digital and Physical 1A for original chain of custody and the
physical evidence.

Details:

On 12/10/2020, the FBI collected the following derivative evidence for

storage in a Physical 1A.

SECKET //ANOFORN-

b6 -1
b7C -1
b7E -7

b7C -1
b7E -7,8,9,16

b7E -4,7

FBI (20-cv-467)-1051



[ sM-2589105 Serial 267

S%T/,LNOFGRN- b7E -7

Title: (U) Update to collected items log in Sentinel to reflect storage
in 1A
Re: I:|SM—2589105, 01/26/2021

Copies of the original chains of custody forms have been enclosed as a
digital 1A to this communication. The original chains and the

evidence will be maintained as a Physical 1A.

*

SE T/ ANCEORN-

FBI (20-cv-467)-1052



DEPLAGSTYIED BY . werre |:| b6 -1
ON 08-30-2021 [ ]sM-2589105 Serial 268 b7C -1
b7E -7

FD-1057 (Rev. 5-8-10) T/ /NOFORN-

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Update to collected items log in Date: 01/27/2021
Sentinel to reflect storage in 1A

From:
Contact: | |
Approved By: A/SUPV | | b6 -1
b7C -1
; b7E -7,8,9,16
Drafted By: | | AT

case ID #: [ |sM-2589105 Tt
SPECTIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) Update to collected items log in Sentinel to reflect

storage in 1A

Reference: I:|SM—2589105 Serial 260

Enclosure(s) : Enclosed are the following items:
1. (U) Digital and Physical 1A for original chain of custody and the

physical evidence.
b7E -4,7

Details:

On 12/10/2020, the FBI collected the following derivative evidence for

storage in a Physical 1A.

SEC / ARSFORN-

FBI (20-cv-467)-1053



SM-2589105 Serial 268

S%Afl@@?@ﬂi— b7E -7

Title: (U) Update to collected items log in Sentinel to reflect storage
in 1A
Re: I:|SM—2589105, 01/27/2021

Copies of the original chains of custody forms have been enclosed as a

digital 1A to this communication. The original chains and the evidence

will be maintained as a Physical 1A.

*

S T/ ARSFORN-

FBI (20-cv-467)-1054



DEPLAGSTYIED BY . werre I:I

O 08-30-2021 SM~-2589105 Serial 269
FD-1057 (Rev. 5-8-10) Q&T//LNGFORN-

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Update to collected items log in Date: 01/27/2021

Sentinel to reflect storage in 1A

From:

Contact: | |

Approved By: A/SUPV | | b6 -1
b7C -1

b7E -7,8,9,16

Drafted By: I I

Case ID #: [ |sM-2589105 im@;@) | |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) Update to collected items log in Sentinel to reflect

storage in 1A

Reason:
FBI NSIC CG
461231

Derived

Reference: I:|SM—2589105 Serial 261

Enclosure(s) : Enclosed are the following items:
1. (U) Digital and Physical 1A for original chain of custody and the
physical evidence

Details:

On 12/10/2020, the FBI collected the following derivative evidence for

storage in a Physical 1A.

S ET/ AOFORN-

b6 -1
b7C -1
b7E -7

b7E -4,7

FBI (20-cv-467)-1055



[ ]sM-2589105 Serial 269

CRET/ AlOFORN

Title: (U) Update to collected items log in Sentinel to reflect storage
in 1A
Re: [ JsM-2589105, 01/27/2021

b7E -7

Copies of the original chains of custody forms have been enclosed as a

digital 1A to this communication. The original chains and the evidence

will be maintained as a Physical 1A.

*

SECRKT/ AtOFORN-

FBI (20-cv-467)-1056



DEC LSS0 T8D By HWET E
ON 08-30-2021 [ IsmM-2589105 Serial 270

FD-1057 (Rev. 5-8-10) s@é{//—}@f‘eﬂ«?

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Update to collected items log in Date: 01/27/2021
Sentinel to reflect storage in a 1A

From:

Contact: | |

b6 -1
b7C -1
b7E -7,8,9,16

Approved By: A/SUPV | |

Drafted By: I I

o
case ID #: [ |sM-2589105 >

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) Update to collected items log in Sentinel to reflect

storage in a 1A

Reference: I:|SM—2589105 Serial 262

Enclosure(s) : Enclosed are the following items:
1. (U) Digital and Physical 1A for original chain of custody and the
physical evidence.

Details:

On 12/10/2020, the FBI collected the following derivative evidence for

storage in a Physical 1A.

sﬁ%/ﬁm

b6 -1
b7C -1
b7E -7

b7E -4,7

FBI (20-cv-467)-1057



[ M-2589105 Serial 270

/ AIOFORN
Title: (U) Update to collected items log in Sentinel to reflect storage

b7E -7

in a 1A

Re: [ |smM-2589105, 01/27/2021

Copies of the original chains of custody forms have been enclosed as a

digital 1A to this communication. The original chains and the evidence

will be maintained as a Physical 1A.

*

S T/ AROPORN-

FBI (20-cv-467)-1058



DECLASSTRIED BY  NeTro I:l b6 -1

oN 08-30-2021 [ ]sm-2589105 Serial 271 b7C -1
b7E -7

FD-1057 (Rev. 5-8-10) ERET/ /NOFORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Update to collected items log in Date: 01/27/2021
Sentinel to reflect storage in a 1A

From:
Contact: |
Approved By: A/SUPV | | b6 -1
b7C -1
b7E -7,8,9,16
Drafted By: [ | -

Case D #: [ 2589105 RS |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) Update to collected items log in Sentinel to reflect

storage in a 1A

Reference: SM-2589105 Serial 263

Enclosure(s) : Enclosed are the following items:

1. (U) Digital and Physical 1A for original chain of custody and the
physical evidence. bTE -4 .7
Details:

On 12/10/2020, the FBI collected the following derivative evidence for

storage in a 1A.

SECKET/ ANOFORN-

FBI (20-cv-467)-1059



[ IsmM-2589105 Serial 271
b7E -7

SM/ /NOFORN-

Title: (U) Update to collected items log in Sentinel to reflect storage

in a 1A

Re: [ |sM-2589105, 01/27/2021

Copies of the original chains of custody forms have been enclosed as a

digital 1A to this communication. The original chains and the evidence

will be maintained as a Physical 1A.

*

CRET/ /A0FSRN-

FBI (20-cv-467)-1060



