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UL THECRMATION ComrateEeD
HERETN IS UNCLASSTFIED [ Jsm-2588105 Serial 142
BATE Hoodaopan EY[::::::::]EEI&&
-1 of 4-
FD-302 (Rev. 5-8-10)

UNCLASSIFIED/ /Foue-

FEDERAL BUREAU OF INVESTIGATION

Date of entry 07/10/2018

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury proceeding. The

information may not be disseminated within or outside the FBI, except as provided for

under Federal Rule of Criminal Procedure 6(e) (3), wherein disclosure may be made to:

(1) an attorney for the government for use in performing that attorney's official
duties; or (2) any government personnel that an attorney for the government considers

necessary to assist in performing that attorney's official duties.

(U) On or about 06/28/2018 writer reviewedl from search
warrants as
well as grand jury subpoena returns from| The
following information was the result of this analysis: OTHER -Sealed
b3 -1
b6 -2
b7C -2
b7E -4
UNCLASSIFIED/ /Frote
Washington, District Of Columbia, United States (, Other
Investigationon 06/28/2018 4 (Criminal process anyalsys))
File# ____JsM-2589105 Date drafied  07/05/2018 b6 -1
b7C -1
b7E -7

by I I
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency. FBI (2 O-cv-467 ) -709




FD-302a (Rev. 05-08-10)

[ Jsm-2589105

Continuation of FD-302 of

[ [M-2589105 Serial 142

UNCLASSIFIED/ /Foue

,On

06/28/2018

» Page

b7E -7

2 of 4
OTHER -Sealed

b3 -1
b6 -2

b7C -2
b7E -4

OTHER -Sealed
b3 -1,4
b6 -2
b7C -2
b7E -4
]

UNCLASSIFIED/ /Fovye-

FBI (20-cv-467)-710



FD-302a (Rev. 05-08-10)

[ Fm-2589105

Continuation of FD-302 of

[ Jsv-2589105 Serial 142
b7E -7

UNCLASSIFIED/ /FOY6-

on 06/28/2018 pu. 3 of 4

OTHER -Sealed

b3 -1,4
b6 -2

b7C -2
b7E -4

OTHER -Sealed
b3 -1

b6 -2

b7C -2

b7E -4

OTHER -Sealed
b3 -1

b6 -2

b7C -2

b7E -4

UNCLASSIFIED/ /Foue-

FBI (20-cv-467)-711



[ JsM-2589105 Serial 142
b7E -7
FD-302a (Rev. 05-08-10)
UNCLASSIFIED/ /Foue-

[ lsm-2589105

,0On 06/28/2018 , Page 4 of 4

OTHER -Sealed
b3 -1

b6 -2,4

b7C -2,4

b7E -4

Continuation of FD-302 of

UNCLASSIFIED/ /Feye FBI (20-cv-467)-712



b6 -1

2L M Tl TN RN
Fesi 13 OiCLasoIEaD [ Ism-2589105 Serial 144 bre
DATE OB-24-z021 my [ |wsicc 1 oof 1. b7E -7
FD-302 (Rev. 5-8-10)
UNCLASSIFIED/ /Feue-
FEDERAL BUREAU OF INVESTIGATION
Date of entry 07/11/2018
(U//Fe8e) To determine the time dcleaks.com went offline, the writer used
b7E -4
where the site appeared to be offine.
UNCILASSIFIED/ /Foue-
Investigation on 07/11/2018 4 Washington, District Of Columbia, United States (In Person)
b6 -1
File # :SM_2589105 Date drafted 07/11/2018 b7C -1
b7E -7

by I I
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
FBI (20-cv-467)-715

to be distributed outside your agency.



DECIREETETED BY Weirr |:| b6 -1

ON 0a-24-2021 [ 1sM-2589105 Serial 145 b7C -1

b7E -7
FD-1057 (Rev. 5-8-10) M
SECR

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//#886) Open Source| | Date: 07/11/2018

From: SCO

SCO Team
Contact: |
Approved By:l | 2$C_E1

b7E -4,7,9,16

Drafted By:l |

case D #: [ Jsm-2589105 i XS/ A48 | |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U//FGU€ﬂ| |

classify On: 2043

Enclosure(s): Enclosed are the following items:

b6 -4
- b7C -4
b7E -4

SEC RN

FBI (20-cv-467)-716



[ sM-2589105 Serial 145

_SECRETT/NOFORN_ b7E -4,7

Title: (U/ /P89 Open Source
Re: [ JsM-2589105, 07/11/2018

b7E -4

MR

FBI (20-cv-467)-717



[ ]sM-2589105 Serial 145

b7E -4,7
SECRET/7NSFORN___
Title: (U/ /F8€) Open Sourcel
Re: I:|SM—2589105, 07/11/2018
e b7E -4
Details:
(U/ /886 The writer conducted open source research andl | bé -4
b7C -4
b7E -4
*

FBI (20-cv-467)-718



CLASSIFIED BY: werce [

REASON: 1.4 (D) [ IsmM-2589105 Serial 146

DECLASEIFY W 1:-31-2033
LateE: 0O5-0e-2021

FEDERAL BUREAU OF INVES

aLbL IWFCEMATIOH CUHTAIERLD
HibpIN 15 UNCIASSTRTR]l FREEDT
WHERE SHUWH UTHERMISE

M/—N&FORN-

e

Electronic Communication

Title: (S/ /A

From: CYBER

o

I

&

TIGATION

Date:

Contact: |

Approved By:

David W Archey

Drafted By:

(8}

Case 1D #{

(3)

| —

777777777777777777 s

[su-2589105 %/ ARS |

SPECIAL COUNSEL MATTERS;

SENSITIVE INVESTIGATIVE MATTER

bl -1
b3 -2
bé -1
b7C -1
b7E -7,15

07/12/2018

bl -1
b3 -2
bé -1
b7C -1

b7E -3,7,9,15,16

1)
bl -1
b3 -2
b7E -15

[ ]

FBI (20-cv-467)-719



SM-2589105 Serial 146

bl -1
'SESRET/ AloFoR | 5 D o1
Title: (S//ﬁf% I
Re: 0//12/7201%8
18]
bl -1
b3 -2
b7E -15
Synopsis: (S//AH}
Sources
assify On: 2043
Enclosure(s): Enclosed are the following items:
1. (S/ 4+
2. (S//HF
3. (S/ /WP
4. (S/ /¥
5. (S//Ag
6. (S/A¥H
7. (S//NE
8. (S/ /¥ bl -1
9. (S/ /3 b3 -2
10. (S/ /3 Zsc_fz
11.  (s/AH b7E -4,15
12. (s//+F
13. (S/ A
14. (s/ /¥
15. (s/ /¥
16. (S/ /M=
17. (S/ /N
Details:
(S/ Ay
bl -1
b3 -2
b7E -15
SE@RET//NSPSRN‘ ‘ij

FBI (20-cv-467)-720



SM-2589105 Serial 146

bl -1
‘ b7E -7,15
Titlg- [ Q TET'F'/I
Re: 07/12/2018
(5]
bl -1
b3 -2
b7E -15
(S/ /1
(s/ /3 |
bl -1
b3 -2
b6 -2
b7C -2
(S8//T%F b7E -4,11,15
(s/ /35| |

)
18)
bl -1
b3 -2

b7E -4,6,15

[}

FBI (20-cv-467)-721



[ lsM-2589105 Serial 146

bl -1
_SESRET/ /NOFORE | .. b3 -2
(3] b7E -7,15
Title: (S//NF]
Re: 0771272018
bl -1

Soemonn | =

FBI (20-cv-467)-722



SM-2589105 Serial 146
bl -1

EEEREE}%NOFORNﬂ::::]J b3 -2
1] b7E -7,15
Title: (S//AeH |

Re: 0//12/7201¢c

bl -1
b3 -2
b7E -4,15

bl -1

S T/ ANOFORN 1) b3 -2
5 b7E -15

FBI (20-cv-467)-723



[ ]sM-2589105 Serial 146

bl -1
“SESRET/ /NOTORt 18 b3 -2
b7E -7,15
Titlex (S/ A¥F
Re: 07/12/2018
(S/ /448
(S/ /18
bl -1
b3 -2
b7E -4,6,15
(s/ /+=}

(57

(S/ A
NROFORN . bl -1
S / 113 b3 -2
6 b7E -15

FBI (20-cv-467)-724



SM-2589105 Serial 146

Title: (S -Nd

Re:

MW—_I 3)

07/12/2018

3]

(s NFJ

bl -1
b3 -2
b7E -7,15

bl -1
b3 -2
b7E -4,15

bl -1
b3 -2
b6 -2

(s/ /%]

b7C -2

b7E -4,15

(s//wH

bl -1
b3 -2
b7E -15

bl -1

b3 -1,2
b6 -2
b7C -2
bL7E -4,15

® (s//-N-E-l

.

bl -1

b3 -1,2
b6 -2
b7C -2
b7E -4,15

bl -1
b3 -1,2
bL7E -4,15

0
<
[

FBI (20-cv-467)-725



Title: (s/ /%)
Re:

& (S//N

[ ]sM-2589105 Serial 146

EEE&&&E/AN@@:&%@

LA ]

07/12/2018

bl -1
b3 -2
b7E -7,15

ey

1 p1 -1
b3 -1,2
b7E -4,15

® (S//H¥F

bl -1

b3 -1,2
b6 -2
b7C -2
b7E -4,15

bl -1
b3 -1,2
b7E -4,15

bl -1

b3 -1,2
bé -2
b7C -2
b7E -4,15

bl -1
b3 -1,2
b6 -2
b7C -2

b7E -4,15

bl -1
b3 -1,2
b6 -2
b7C -2

77w

b7E -4,15

bl -1
b3 -1,2

b7E -4,15

FBI (20-cv-467)-726



SM-2589105 Serial 146

EEEH@EEZ%NGE%&&; |§ 3 i; :;

5

b7E -7,15
Title: (S//WH
Re: p7/12/201%8
bl -1
3] b3 -1,2
b7E -4,15
b7E -12
_—
b3 -2
b7E -4,12

bl -1
:%ESRETZ/NOFSRN[::::::Sﬂi b3 -2
it

b7E -15

FBI (20-cv-467)-727



SESRET/ /Norey

.

SM-2589105 Serial 146

0y

. bl -1
Title: (S /‘Tﬁ'fl b3 -2
Re: 07/12/2018 b7E -4,7,15
(S/ A~
*

@x@mepem

10

[}

bl -1
b3 -2
b7E -15

FBI (20-cv-467)-728



2LL THMEU RN I0 T TR bé -1
HEREIN IS UNCLASSIFIED [ Jsm-2599105 Serial 147 b7C -1

BATE Ho-24oPan B |:|1mmc:

b7E -7
(Rev. 07-21-2011)
UNCLASSIFIED
FEDERAL BUREAU OF INVESTIGATION
Serial Moved to Another Case

Action Performed By: | | Action Date: 07/27/2018
Original Form Type: Foreign Dissemination Request b€ -1
b7C -1
From Case ID #: I:ISM—2589105 bTE -7

To Case ID #: I:ISM—2589105|:|

Justification: Transfer (Incorrect filing): Lead 10 from I:ISM—
2589105 contains justification for serial transfer.

*

N

UNCLASSIFIED

FBI (20-cv-467)-729



DEC LSS0 T8D By HWET b6 -1
on 08-24-2021 L [ ]sM-2589105 Serial 148 b7C -1
b7E -7

FD-1057 (Rev. 5-8-10)

SESRET/ /ORCON/NOFORN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//F88S) Request NCIC Entry for 12 Date: 07/13/2018
individuals

From: SCO
SCO Team
Contact:

b6 -1
b7C -1
b7E -7,9,16

Approved By:l

Drafted By: | |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U//Fe88€) To request the entry of 12 Russian individuals
into the national Criminal Information Center (NCIC) database

FBI NSIC

eclassify On: 20430

Enclosure(s): Enclosed are the following items:
(U) Arrest Warrants
Arrest Warrants
Arrest Warrants
Arrest Warrants
Arrest Warrants
Arrest Warrants
Arrest Warrants
Arrest Warrants
Arrest Warrants

)
)
)
)
)
)
)
)
U) Arrest Warrants
U) Arrest Warrants
U

H B P 0w 0 1o O b W=
N R O ¢ ¢ o« & o« o« & o s

) Arrest Warrants

MT/ JORCON/NOFORN

FBI (20-cv-467)-730



[ $M-2589105 Serial 148

b7E -7
SEERET/ [oREEN/HOFORN

Title: (U//#e8e) Request NCIC Entry for 12 individuals

Re: [ JM-2589105, 07/13/2018

The purpose of this EC is to request the entry of twelve Russian
individuals into the National Criminal Information Center (NCIC)

database.

By way of background, on July 13, 2018, an Indictment was
returned in the U.S. District Court, District of Columbia for the 12

individuals noted below. The specific offenses were:

Title 18
Title 18
Title 18
Title 18

§371 (Conspiracy to defraud the United States)
§3559(qg) (1) (False registration of a domain name)
§§1028A and 2 (Aggravated Identity Theft)
§1956(h) (Conspiracy to commit money laundering)

o000
c caa
nwn nn

C
.C.
C.
C
Information for entry into the NCIC database is as listed below.
From: SM

Section/Unit: Special Counsel's Office

b6 -1
Contact: SSA or SA b7C -1

Case ID #: [::::FM—2589105

Status:

[ ] None [ ] Closed [ X ] Pending

[ 1] Pending Inactive

Classification:
[ X ] Unclassified [ ] Confidential [ ] Secret

%ESRQT?%ORGQN%NGFGRN—

2

FBI (20-cv-467)-731



[ JM-2589105 Serial 148

b7E -7
MI‘//GRGGN-/‘NGFSRN-
Title: (U//F88BS) Request NCIC Entry for 12 individuals
Re: [ |sM-2589105, 07/13/2018
SYNOPSIS:
Submission:
Reference: [N/A]
Case ID #: | b7E -4,7
International Fugitive:
[X] Yes [ ] No
Synopsis of Crime: Conspiracy to defraud the United
States, False registration of a domain name, Aggravated
Identity Theft and conspiracy to commit money laundering.
SUBJECT INFORMATION - NETYKSHO:
b7E -4

MT/ [OREOR/NOEORN

FBI (20-cv-467)-732



[ IsM-2589105 Serial 148

b7E -7
“SECRET/ /ORECON/NOFORN
Title: (U//¥e88) Request NCIC Entry for 12 individuals
Re: [ sM-2589105, 07/13/2018
b7E -4
Name: Viktor Borisovich Netyksho
Gender:
Race:
b6 -2
b7C -2
b7E -4

M JOREON/NOFORN-

FBI (20-cv-467)-733



[ IsM-2589105 Serial 148

b7E -7
;ﬁ?ﬁﬁii/fekeenﬁueeﬁﬁeF
Title: (U//e8€) Request NCIC Entry for 12 individuals
Re: [ |sM-2589105, 07/13/2018
b7E -4

OFFENSE INFORMATION:

Offense(s) Charged:

Issued On: [2018-07-13]

};@gggi/ﬁeaeeﬁ%ue§¥ua¢

5

FBI (20-cv-467)-734



Title: (U//&Ee56)
Re: [ JsM-2589105, 07/13/2018

Title
Title
Title
Title

18
18
18
18

C cCcc
0 n nn n

C
.C.

C.

C

Warrant Issued By:

[ JsM-2589105 Serial 148

SECRET/ /fOREON/NOFORN

Request NCIC Entry for 12 individuals

§371 (Conspiracy to defraud the United States)

b7E -7

§3559(qg) (1) (False registration of a domain name)

§§1028A and 2 (Aggravated Identity Theft)

§1956(h) (Conspiracy to commit money laundering)

[U.S. District Court, District of Columbia]

F.O0. File Number: :|SM—2589105]

SUBJECT INFORMATION - ANTONOV:

ﬁbﬁr/ [OREOR /NOFORN

b7E -4,7

b7E -4

FBI (20-cv-467)-735



[ JsM-2589105 Serial 148

"SEERET/ /ORCON/NOFORN b7E -7

Title: (U//A€8e3 Reguest NCIC Entry for 12 individuals
Re: [ JsM-2589105, 07/13/2018

b7E -4
Name: Boris Alekseyevich Antonov
Gender:
Race:
b6 -2
b7C -2
b7E -4

@:&@eaeen /ACEORN

FBI (20-cv-467)-736



[ M-2589105 Serial 148

b7E -7
SECRET/ fORCON /HNOFORN-
Title: (U//APeBe3 Request NCIC Entry for 12 individuals
Re: [ JsM-2589105, 07/13/2018
b6 -2
b7C -2
b7E -4

OFFENSE INFORMATION:

Offense(s) Charged:

Issued On: [2018-07-13]

® Title 18 U.S.C §371 (Conspiracy to defraud the United States)

® Title 18 U.S.C. §3559(qg) (1) (False registration of a domain name)
® Title 18 U.S.C. §S1028A and 2 (Aggravated Identity Theft)

® Title 18 U.S.C. §1956(h) (Conspiracy to commit money laundering)

Warrant Issued By: [U.S. District Court, District of Columbial

E;sagf?/eaeen%ueﬁean

8

FBI (20-cv-467)-737



[ JsM-2589105 Serial 148

SECRET/ [ORCON/NOFORN b7E -7

Title: (U//¥686) Request NCIC Entry for 12 individuals
Re: [ JsM-2589105, 07/13/2018

F.O. File Number: [ ]JsM-2589105]

b7E -4,7

SUBJECT INFORMATION - BADIN:
b6 -2
Name: Dmitriy Sergeyevich Badin b7C -2
b7E -4

Gender:

_SEERET/ [ORCON/NOFORF

FBI (20-cv-467)-738



[ kM-2589105 Serial 148
b7E -7

SEERET/ fORCON/NOFORN-

Title: (U//¥88€) Request NCIC Entry for 12 individuals
Re: [ JsM-2589105, 07/13/2018

Race:

b6 -2
b7C -2
b7E -4

_SESRET/ /ORCON/NOFORN

10

FBI (20-cv-467)-739



[ JsM-2589105 Serial 148

b7E -7
SECRET/ fORCON/NOFORN
Title: (U//PSBS) Request NCIC Entry for 12 individuals
Re: [ |sM-2589105, 07/13/2018
b7E -4
OFFENSE INFORMATION:
Offense(s) Charged:
Issued On: [2018-07-13]
® Title 18 U.S.C §371 (Conspiracy to defraud the United States)
® Title 18 U.S.C. 8§3559(g) (1) (False registration of a domain name)
® Title 18 U.S.C. §81028A and 2 (Aggravated Identity Theft)
® Title 18 U.S.C. §1956(h) (Conspiracy to commit money laundering)
Warrant Issued By: [U.S. District Court, District of Columbial
F.O. File Number: [ |SM-2589105]
b7E -4,7

_STCRET/ [ORCON/NOFORN

11

FBI (20-cv-467)-740



[ lsM-2589105 Serial 148

SECRET/ LORCON/NOFPORN

Title: (U//¥&8€) Request NCIC Entry for 12 individuals
Re: [ |smM-2589105, 07/13/2018

SUBJECT INFORMATION - YERMAKOV:

b7E -7

b7E -4

b6 -2
b7C -2
b7E -4

Name: Ivan Sergeyevich Yermakov

Gender:

Race:

MT//‘GRGGN/—NGFGRN

12

FBI (20-cv-467)-741



[ bM-2589105 Serial 148

b7E -7
SESRET/ /ORCON/NOFORN
Title: (U//#68e) Request NCIC Entry for 12 individuals
Re: [ |pM-2589105, 07/13/2018
b6 -2
b7C -2
b7E -4

SERRET/ /OREON/ NOFORN

13

FBI (20-cv-467)-742



[ |sM-2589105 Serial 148 B7E -7

SESRET/ [OREON/NOFORN

Title: (U//Pe8e) Request NCIC Entry for 12 individuals
Re: [ JpM-2589105, 07/13/2018

b7E -4
OFFENSE INFORMATION:
Offense(s) Charged:
Issued On: [2018-07-13]
® Title 18 U.S.C §371 (Conspiracy to defraud the United States)
® Title 18 U.S.C. §3559(qg) (1) (False registration of a domain name)
® Title 18 U.S.C. §S1028A and 2 (Aggravated Identity Theft)
® Title 18 U.S.C. §1956(h) (Conspiracy to commit money laundering)
Warrant Issued By: [U.S. District Court, District of Columbial
F.O. File Number: [ JsM-2589105]
b7E -4,7
SUBJECT INFORMATION - LUKASHEV:
b7E -4

TESECRET/ fORCON/NOFORN™

14

FBI (20-cv-467)-743



[ lsM-2589105 Serial 148

b7E -7
SECRET/ /ORCON/HOFORN
Title: (U//¥e8e) Request NCIC Entry for 12 individuals
Re: [___ JpM-2589105, 07/13/2018
b7E -4
Name: Aleksey Viktorovich Lukashev
Gender:
Race:
be -2
b7C -2
b7E -4

15

FBI (20-cv-467)-744



[ JsM-2589105 Serial 148

b7E -7
SECRET/ [OREEN /HOFORN
Title: (U//APeBe) Request NCIC Entry for 12 individuals
Re: [___ |M-2589105, 07/13/2018
b6 -2
b7C -2
b7E -4

OFFENSE INFORMATION:

Offense(s) Charged:

Issued On: [2018-07-13]

® Title 18 U.S.C §371 (Conspiracy to defraud the United States)

® Title 18 U.S.C. 8§3559(g) (1) (False registration of a domain name)
® Title 18 U.S.C. §81028A and 2 (Aggravated Identity Theft)

® Title 18 U.S.C. §1956(h) (Conspiracy to commit money laundering)

SESRET/ foREON/NOFORN-

le

FBI (20-cv-467)-745



[ IsM-2589105 Serial 148

S T/ /OREON/NOEORN
SpeRE]

b7E -7
Title: (U//#e86) Request NCIC Entry for 12 individuals
Re: [ JoM-2589105, 07/13/2018
Warrant Issued By: [U.S. District Court, District of Columbial
F.O. File Number: [[___ JsM-2589105]

b7E -4,7

SUBJECT INFORMATION - MORGACHEV:

b7E -4

S T/ /ORCON/NSFORN
Spese

17

FBI (20-cv-467)-746



[ |sM-2589105 Serial 148

s}zx@/ /ORCON/ NOFORN-

Title: (U//#e869) Request NCIC Entry for 12 individuals
Re: I:|SM—2589105, 07/13/2018

Name: Sergey Aleksandrovich Morgachev

Gender:

Race:

SECRET/ /ORCON /MOFCRN-

18

b7E -7

b6 -2
b7C -2
b7E -4

FBI (20-cv-467)-747



[ JsM-2589105 Serial 148

b7E -7
SESRET/ [OREONR/NOFORN
Title: (U//#e8e) Request NCIC Entry for 12 individuals
Re: [ |sM-2589105, 07/13/2018
b6 -2
b7C -2
b7E -4
OFFENSE INFORMATION:
Offense(s) Charged:
Issued On: [2018-07-13]
® Title 18 U.S.C §371 (Conspiracy to defraud the United States)
® Title 18 U.S.C. §3559(qg) (1) (False registration of a domain name)
® Title 18 U.S.C. §S1028A and 2 (Aggravated Identity Theft)
® Title 18 U.S.C. §1956(h) (Conspiracy to commit money laundering)
Warrant Issued By: [U.S. District Court, District of Columbial
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FEDERAL BUREAU OF INVESTIGATION
Date of entry 07/17/2018
On May 14th 2018 3:00 PM, at the office of Democratic Congressional
Campaign Committee's legal counsel, Perkins Coie, 700 Thirteenth Street
Northwest, Suite 600, Washington, District of Columbia 20005, | |
| Date of Birth (DOB) | | froml |
| was interviewed by employees of the Special Counsel's
Office. In attendance were Perkins Coie Attorneyl I Perkins b6 -1,4,8
Colie Associatel | Federal Bureau of Investigation b7C -1,4,8
Special Agent | | Federal Bureau of Investigation Management
and Program Analystl | and Special Counsel Attorney Jessica
Romero. After being advised of the identity of the interviewing agents,
and purpose of the interview, I:|stated the following:
b6 -4,8
b7C -4,8
b6 -8
b7C -8
Investigation on 05/14/2018 4 Washington, District Of Columbia, United States (In Person)
b6 -1
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b7E -7
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Date of entry 07/17/2018

On May 10th 2018 3:00 PM, at the office of Democratic Congressional
Campaign Committee's legal counsel, Perkins Coie, 700 Thirteenth Street
Northwest, Suite 600, Washington, District of Columbia 20005,| |

| | Democratic Congressional Campaign Committee, was
interviewed by employees of the Special Counsel's Office. In attendance
were Perkins Coie Attorney Perkins Coie Associate[ |

[:::::::::] Federal Bureau of Investigation Special Agent | | b6 -1,4,8

Federal Bureau of Investigation Staff Operations Specialist Analyst b7c -1,4,8

[ | special Counsel Attorney Jessica Romero, and Special

Counsel Attorney Heather Alpino. After being advised of the identity of

the interviewing agents, and purpose of the interview,[::::]stated the

following:
b6 -8
b7C -8

team consisted
of 6 email staffers, one software developer, and one person dedicated to b6 -4,8

social media management. There were two advertising folks, with lots of b7C -4.8

overlap in responsibilities. The Digital Team was digital, but not an IT

team. They had access to the digital team's shared drive but no elevated

access outside of that drive.[::::]believed this drive was housed on
Within the shared drive were different folders for

used the digital department's share drive to
She would store

DCCC's main server.

each department,
retrieve Photoshop files for placing onto digital content.

05/10/2018 , Washington, District Of Columbia, United States (In Person)

Investigation on
b6 -1
File # | 2589105 Date drafied 05/10/2018 b7C -1
b7E -7

by I
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files in the drive on occasion, but not regularly. Within the DCCC, the
network infrastructure was mostly hosted on Microsoft Windows. All team
members were given Dell laptops to perform work on.

The Digital Department ran the website andr____1was one of several who had

access to the Wordpress sites. | |

[ | The team saved bé -8
passwords to shared documents.' |had no reason to believe that the b7C -8
accounts listed on those shared documents had been victimized.[::::]used a

Google Drive shared to her personal account, the shared password document

was not in this Google Drive.

During the Summer of 2016,[:::]Hmstly worked from the DCCC office in DC.
When she worked from home using her WiFi, she could get to the social b6 -8
media and websites without going through the VPN. The software developers b7c -8
would VPN into the network, but most of the team had no need to do this.

During 2016| |work email address wasl | and her personal
email wasl She did not recall if she shared her

password with anyone at the time or how often she changed her passwords,
but[::::]recalled that she never shared personal passwords with people at
work. [:::]did use the same password in multiple accounts and she believed

it was likely that she did have the same password in two places at once. b6 -8
b7C -8

[:::::] DCCC account username was [::::::] She used this to VPN into the

DCCC a few times, she recalled following the "how-to" document on

connecting that referenced an IP address to connect.[::::]had access to b6 -4,8
the Democratic National Committee's (DNC) Vertica database server through p7¢ -4,8
software written byl | but did not

have a personal account that would be able to connect. She leveraged this

software to query the Vertica server.

| | Dccc's donation processing website,
which was hosted by ActBlue.com. ActBlue.com was a place where Democratic

campaigns and non-profits could process contribution payments. Groups b6 -8
could create fundraising projects and process the gifts. The site did not b7C -8
store credit card information, but did store encrypted details related to

the credit card. ActBlue.com was not a DCCC entity, but all DCCC small

dollar gifts were processed using this website for the 2016 campaign

FBI (20-cv-467)-771
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cycle. There were different fundraising pages created for high dollar

gifts, used because of lower fees for customers. The DCCC used ActBlue.com

to collect all small gift amounts and direct mail contributions.[:::]

explained that direct mailers and emails would include a shortened URL to bé -8
a specific page hosted on ActBlue.com. Visits to these links would be b7c -8
tracked using IBM Marketing Cloud. Almost all click traffic at the time
came from email embedded links. The management portal of ActBlue.com was

hosted on WordPress Engine, which is where the developer would interface.

[:::]learned of the news that the DCCC's Wordpress website had been hacked

in June 2016 when the CEO and COO of DCCC learned from CrowdStrike. She

recalled that CrowdStrike was on site that day, on or around June 21st

2016. The hack included a change to links on the DCCC page that would

redirect visitors to the DCCC's ActBlue payment processing page for b6 -8
donation processing. There were two places that this link was changed, the b7¢c -8
top and bottom navigational panels. The link was changed from ActBlue.com

to ActBlues.com. The redirect to the malicious ActBlues.com domain would

then redirect users back to the legitimate ActBlue.com website. The

redirect occurred very quickly in a secure manner, and users would still

be able to make payments. In the WordPress Engine site for DCCC's

ActBlue's portal,[::::]confirmed that the URLs with lower volume had been
redirected to ActBlues.

[::::]corrected the malicious redirect in late June, but shortly after

found that the links were once again changed to ActBlues.[::::]stated that b6 -8
the credentials for the Wordpress engine were shared on a spreadsheet b7C -8
between several others, so it was impossible to see who had made changes.

During the June 2016 timeframe, someone on the team had loocked into the

analytics to determine how much traffic was redirected, but were not able

to come up with a number. Also,l |did not recall if they were able to

determine the day the links were changed.l |did not recall how many b6 -8
donations DCCC received through the ActBlue.com portal during the Spring b7C -8
and Summer of 2016, but believed it to be in the hundreds, with a daily

total being only around ten.[::::]did not notice anything unsual in the

IBM Analytics account that would have made her suspect an account
compromise.[::::]did not recall any donor complaints subsequent to the

issue.
[Agent Note:[::::]was shown a series of printed emails] b6 -8
b7C -8
[::::]recognized the first email, dated August 2nd 2016, as she pulled it
from her inbox at the request of counsel. She did not recall receiving or
opening the email, but did notice that it had been opened when she
retrieved it for counsel. She also noticed that she had forwarded the 2$C_?8

emailil to the COO of DCCC, who in turn sent it to CrowdStrike.[::::]also
FBI (20-cv-467)-772
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recognized the second email, dated RApril 6th 2016, and also noticed that
it had been opened. However, this email was not forwarded to the COO of
DCCC.[::::]also recognized the third email dated August 6th 2016, and

stated that when she retrieved it that she noticed it had not been opened. ch ?8
found these spear phishing emails convincing, and noted that they
appeared legit.[::::]stated that she was willing to pull additiocnal
metadata regarding the spears if needed.
[:::]had no memory of changing her passwords during this time frame, or b6 -8
allowing others to use her personal accounts. She never authorized others b7C -8
to use her credentials.
During 2016,[::::]did not recall seeing any warning messages or banners on
her Google account warning her of malicious activity. She also did not
notice any denial of service, such as not being able to log onto one of
Do . . . b6 -4,8
her accounts.[::::]was unfamiliar with archival compressing tools such as b7C -4,8
WinZip, WinRAR, and 7zip.[::::]recognized the name ofI
[::::::::] but did not use his computer.l |only used Microsoft Windows
computers, but believed thatl |may have used a Unix computer.
During April and May of 2016,[::::]recalled her average working day being
froml Iduring the work week. On the weekends, she would tgc_és

log on sporadically from home.

| |originally learned of the DCCC compromise through an all staff
meeting.l |was concerned with the possible compromise of her personal
emails and the potential of the emails being released publicly. She

described the threat of releasing personal emails as terrifying because
she used it for all aspects of her life. The hack of the DCCC's computer b6 -8
network and DCCC website causedl Ino huge personal expense.l | b7c -8

|recalled that many people at the DCCC had their
personal income taxes filed falsely in their name in 2017. The DCCC
invested in credit monitoring for employees.[::::]stated that she received
no alerts for suspicious credit activity.
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On May 30th 2018, at the office of | |
[ | John Podesta former Campaign Chairman for Hillary

For Rmerica, was interviewed by employees of the Special Counsel's Office.

In attendance were Attorney | | Associate | | b6 -1,4
Federal Bureau of Investigation Special Agent | | Federal b7C -1,4
Bureau of Investigation Management and Program Analystl |
Assistant Special Counsel Lawrence Rush Atkinson V, and Assistant Special
Counsel Jeannie Rhee. After being advised of the identity of the
interviewing agents, and purpose of the interview, Podesta stated the
following:
In the Spring of 2016, Podesta worked out of an office in Brooklyn, New
York shared with his assistantsl Podesta
traveled a lot in March 2016, up to three to four times a week. Most of 2$C_4;88
this travel during the campaign was with the goal of raising money for the !
Clinton Campaign in primary states.l |
Podesta confirmed | | which he
used from 2007 until the time of the leaks in 2016. | |
b6 -4,8
b7C -4,8
To Podesta's
UNCLASSIFIED/ /Fege-
Investigation on 05/30/2018 4 Washington, District Of Columbia, United States (In Person)
Fies [___PM-2589105 Date drafted  05/30/2018 b6 -1
b7C -1
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knowledge, there was no hacking activity prior to 2016. Podesta also had a
CLINTON campaign email, but only used it for internal campaign
communications.

Podesta did not remember receiving the spear-phishing email until later
when he was informed by his staff at the time. His recollection was that

he was told byl |that the password had been changed and he

b6 -4

was provided the new password. Podesta did not recall seeing the b7C -4

underlying email exchange with | | and security deciding to

change the password and he doesn't recall seeing the spear-phishing email.
Podesta did not think he would have clicked on the link as it was not
suspicious for others to access his account at that time.

In early June 2016, Podesta learned of the Democratic National Committee
(DNC) hack days after the California primary election and just before the

Washington Post article came outl | b6 -4
I Ialso told Podesta b7c_-4
that the suspected actors were Russian. Podesta recalled that when the bL7E -4

story came out, DCLeaks was first to release documents and emails, then
GUCCIFER 2.0, and then WikiLeaks published DNC leaked documents. Podesta
believed an archival copy of his email inbox was created at that time.

In late June 2016, some documents were leaked that didn't look like they
came from the DNC, including financial documents that only a couple of
people had access to. One or two of those documents were in Podesta's

Gmail account, some were in email account, and others in b6 -4

email accounts. Podesta recalled internal discussions b7C -4

in June 2016 that the campaign was trying to find out where some of the
leaked documents had originated. Podesta believed that these internal
discussions occurred on the HillaryClinton.com email service, hosted at
Office365, and that there may have been a 30 to 60 day retention policy on
these emails.

The Hillary For Bmerica (HFA) campaign brought in an outside firm to look
into any intrusion activity in the campaign. Podesta believed it to be
Mandiant and he was kept abreast of this but details were not reported to
him, as he was actively working the Vice Presidential Nominee selection
process at the time. Podesta believed that Mandiant was still
investigating when Trump stated "release those emails" in July. Mandiant
concluded that they could not find any evidence that HillaryClinton.com
was hacked and ended up conflicting out of the contract when they were
hired by Alfa bank.

In August 2016, Roger Stone said "it's Podesta's time in the barrel."”
Podesta recalled that at the time Stone was also going to Republican fund

UNCLASSIFIED/ /AFeve- FBI (20-cv-467)-775
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raising events and saying that there were more leaks about to come out.
Stone was claiming to be in touch with GUCCIFER 2.0 and Julian Assange.
After Manafort left the Trump campaign, Stone was touting there were more
leaks to come. When Stone made the "barrel" tweet, Podesta thought the
Trump campaign would start targeting him because he was HFA's counterpart
to Manafort.

The public press conference by Assange on October 4th 2016 seemed like a
big nothing at the time and Podesta recalled a twitter Re-Tweet from the

Trump campalgn supporting the press conference. Podesta believed iSC_?S
but didn't think his emails

would be next to be leaked.

During that time, the HFA campaign started a crisis team consisting of

about a dozen staff members to manage fallout from leaked emails.

[:::::]ran this team, which was dedicated to working fallout from leaked

emails for the entire month of October 2016. | | zgc_f4

On October 7th 2016 Podesta was at a debate preparation session in

Westchester. The campaign was either given a heads up or saw the release

of the ODNI report and the took a break to deal with fallout from that.

The same day, the Access Hollywood tape came out, whichl |saw b6 -4

during another break from the debate preparation. The HFA campaign was not b7C -4

given a heads up on the Access Hollywood tape. Shortly after, Podesta's
emails were leaked. Within five minutes of the leak,l |

notified Podesta of the release. They had no indication
before this that Podesta's emails would be leaked.

After Podesta's emails were leaked, the crisis team became larger and they
reviewed contents of Podesta's inbox to try to anticipate what the next
leak could contain and how to manage the fallout from such a leak. The
crisis team also reviewed emails that were leaked every day and determined
a strategy to deal with them. WikiLeaks released emails in batches with a
strategy to stretch out releases until the election, trying to have
something news worthy each day.

Podesta had only spoken with the FBI on the Sunday following the first
release of emails on WikiLeaks, which he believed to be October 15th 2016.
Podesta had a clear recollection of the day being a day of debate
preparation, with the Intelligence Committee Report releasing around noon.

UNCLASSIFIED/ /Foue- FBI (20-cv-467)-7706
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The Access Hollywood tape was released that day as well, and Podesta's
emails were released on WikiLeaks. The FBI contacted the campaign and
Podesta called back to the agent from the WFO office.

When his emails were released, Podesta realized that it was his entire
inbox when he saw that it was 50,000 emails released. Some of the campaign
emails were modified, but Podesta did not think that his emails were
modified.

Podesta recalls personal damage by the leak of his emails as being broad.

b6 -4,8
b7C -4,8

The main damage to the campaign wasl

Podesta had to do fence bé -4
b7C -4

mending both politically and personally.

UNCLASSIFIED/ /Foue FBI (20-cv-467)-777



ALL TM-ORMATIOH CNTATHED b6 -1

HEREIN 1S UNCLASSIFIED [ |smM-2589105 Serial 152 b7C -1

DATE n8-Ja-anz1 m‘t:mgrm
-1 of 1- b7E -7
FD-302 (Rev. 5-8-10)

UNCLASSIFIED//FoYe
FEDERAL BUREAU OF INVESTIGATION

Date of entry 07/19/2018

(U//Fe8e) On July 6, 2018, Attorney's Jeannie Rhee and L. Rush Atkinson
| confirmed

had a follow up call withl|
that Guccifer 2.0's WordPress site was created on 6/15/2016 at 13:44:54 b6 -5
b7C -5

UTC, but the first blog post titled "Guccifer 2.0 DNC's Servers Hacked By
a Lone Hacker" was not published until 6/15/2016 at 16:02:22 UTC. The
document attached in the 1A section was provided by WordPress.

UNCLASSIFIED/ /A=cUe-
Investigation on 07/06/2018 , Washington, District Of Columbia, United States (In Person)
b6 -1
e ¢ [__1-2589105 Duednfied  07/11/2018  b7C -1
b7E -7
by I I
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b7E -7
SECRET//ANOFORN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Foreign Dissemination Request (Rev. 11-11-14)

Title: (U) To reguest information from Date: 07/19/2018

cc: | |

From: CRIMINAL INVESTIGATIVE
I I b6 -1,2
Contact: | b7C -1,2
b7E -3,4,7,8,9,16

Approved By:l
David W Archey

Drafted By: | |

U1
Case ID #: [ |sM-2589105  ‘ga7 /8 | |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

FOREIGN DISSEMINATION LEGAL STATEMENT
(U//#68¥e) Pursuant to Attorney General Guidelines, for Domestic FBI
Operations (AGG-Dom), Part VI.B.l.d., the dissemination of the enclosed
information is in the interest of the national security of the United States.
The information is relevant to the recipient's authorized responsibilities,
its dissemination is consistent with the national security interests of the
United States, and the FBI has considered the effect such dissemination may
reasonably be expected to have on any identifiable U.S. person.

(U//F686) If required by policy, either the Office of the Chief Division
Counsel (CDC) or the Office of the General Counsel (OGC) has reviewed the
information contained in the enclosed communication. Passage of this
information is consistent with the standards for dissemination of U.S. person
information to foreign authorities as authorized in the AGG-Dom.

(U//#88e) The FBI will undertake reasonable steps to ensure that any
intelligence information that the FBI disseminates pursuant to this
authorization is not and will not be used for either assassination prohibited
under Executive Order 12333 or torture, as defined in U.S3. criminal law. To
this end, the FBI shall take the following actions:

___SEGRET/7NOEORN

FBI (20-cv-467)-779
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b7E -3,4,7

Title: (U) To request information froml

Re: M-2589105, 07/19/2018
L F

(1) (U) The FBI shall notify the recipient entity that unless otherwise
provided herein or expressly authorized by FBIHQ in a separate communication,
the information in this document is for intelligence and lead purposes only,
and the recipient's government may not use the information in any legal
proceedings, disseminate the information to any other government, person or
entity, or take any overt investigative steps (including but not limited to
formal legal process or direct contact with referenced persons/entities or
their associates) based on the information in this document;

(2) (U//6864 LEGAT shall coordinate as required by any applicable agreements
or memoranda of understanding prior to the dissemination of the information
in the tearline; and

(3) (U//APe¥e+ LEGAT shall report to the FBIHQ operational division and
International Operations Division any indication that the recipient entity to
which this information has been provided did not honor the caveat regarding
use or dissemination of this information, or used the information for either
assassination or torture.

Synopsis: (U//=69e) To document request for information toI |

b6 -2

b7C -2
b7D -5
b7E -4

eason: 1.4 (c)

Multiple
classify On: 31231

Administrative Notes:

Tearline has FISA information: No
Tearline has USPER information: No
Tearline requires legal review: No

Tearline has USPER FISA-acquired
information: No

AD or DAD has pre-approved the
USPER FISA-acquired information: No

Harms Analysis Required: N/A

Details:

SEC FORN

FBI (20-cv-467)-780
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Title: (U) To request information froml

Re: | bM—2589105, 07/19/2018

(U/ /+#68e) The Special Counsel's Office (SCO) is investigating Russian
interference in the 2016 U.S. Presidential Election and has identified
financial transactions, funded through a wvariety of wvirtual currency

payment methods, which are of investigative interest.

(U/ /#e8e) Specifically, the SCO has identified numerous bitcoin
paymentsl which were b7E -4

utilized to fund illegal computer intrusion activities, including the
purchase of infrastructure and VPN access that would anonymize the

true source of the transactions.

(U/ /8899 Due to the sensitive nature of this investigation, the SCO

requests an urgent response to this request. The SCO respectfully
requestsl
b6 -2
b7Cc -2
b7D -5
b7E -4
L
(U/ /+e886) The SCO respectfully requests
b7D -5
b7E -4

FBI (20-cv-467)-781
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Title: (U) |

Re: M-2589105, 07/19/2018
Lk

Dissemination directly by HQ
substantive desk without LEGAT action: No

Dissemination Countries:

b7D -5

(U) UNLESS OTHERWISE PROVIDED HEREIN OR EXPRESSLY AUTHORIZED BY
FEDERAL BUREAU OF INVESTIGATION (FBI) HEADQUARTERS IN A SEPARATE
COMMUNICATION, THE INFORMATION IN THIS DOCUMENT IS FOR INTELLIGENCE
AND LEAD PURPOSES ONLY, AND YOUR GOVERNMENT MAY NOT USE THE
INFORMATION IN ANY LEGAL PROCEEDINGS, DISSEMINATE THE INFORMATION TO
ANY OTHER GOVERNMENT, PERSON OR ENTITY, OR TAKE ANY OVERT
INVESTIGATIVE STEPS (INCLUDING BUT NOT LIMITED TO FORMAL LEGAL PROCESS
OR DIRECT CONTACT WITH REFERENCED PERSONS/ENTITIES OR THEIR
ASSOCIATES) BASED ON THE INFORMATION IN THIS DOCUMENT.

(U) b7E -3,4

(U/ AFe8€ey The Federal Bureau of Investigation (FBI) is investigating a
computer intrusion that involves the exploitation, infection, and
exfiltration of data from numerous victim systems. The FBI has
identified financial transactions, funded through a variety of wvirtual

currency payment methods, which are of investigative interest.

(U/ /e85 Specifically, the FBI has identified numerous bitcoin
payments | which were b7E -4

utilized to fund illegal computer intrusion activities, including the
purchase of infrastructure and VPN access that would anonymize the

true source of the transactions.

(U/ A8y Due to the sensitive nature of this investigation, the FBI

requests an urgent response to this request. The FBI respectfully

requestsl b7D -5
b7E -4

FBI (20-cv-467)-782
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Title: (U) |
Re: I FM—2589105, 07/19/2018
b6 -2
b7C -2
b7E -4
° | |
(U/ /88ey The FBI respectfully requests | |
b7D -5
b7E -4
(U/ /869 The FBI appreciates your assistance with this matter.
UNCLASSIFIED/ /FeBerRET—Fe—555 |:|
———————————————————————————— End Tearline-————-—-—————————————————————— b6 -1
b7C -1
(U/ /P88 Ouestions regarding this communication should be directed b7D -5
to | | b7E -9

*
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FEDERAL BUREAU OF INVESTIGATION

Date of entry 07/19/2018

On May 10th 2018 10:00 AM, at the office of Democratic Congressional
Campaign Committee's legal counsel, Perkins Coie, 700 Thirteenth Street
Northwest, Suite 600, Washington, District of Columbia 20005,| |

| pate of Birth (poB) | |
|was interviewed by employees of the Special

Counsel's Office. In attendance were Perkins Coie Attorneyl |

Perkins Coie Attorney| | Federal Bureau of Investigation b6 -1.4.5
Special Agentl | Federal Bureau of Investigation Management b»7¢c -1,4,5
and Program Analystl |Special Counsel Attorney Jessica

Romero, Special Counsel Attorney Lawrence Rush Atkinson V, and Special
Counsel Attorney Heather Alpino. After being advised of the identity of
the interview agents, and purpose of the interview,[::::::::]stated the
following:

[:::::::]was contracted by the Democratic Congressional Campaign Committee

(DCCC) temporarily duringl I
| | while contracted to the

DCCC,l |worked on the main floor of the DCCC located at 430 South
Capitol St Southeast, Washington, District of Columbia, 20003. During the b6 -4,5
Summer of 2016, the DCCC and Democratic National Committee (DNC) shared a b7C -4,5

floor of the building.l |mainly worked in a cubicle on the main
floor,l | although he did work from

home on occasion. | |
[::::::] There was another person in charge of the | | team, who
was comprised of approximatelyft:]or more persons.

[did not work from home much, but did recall a day 230_55
that the entire District of Columbia Metro system shut down and much of
the office had to work from home.[:::::::]also worked from home toward
the end of his contract with the DCCC.
While working at DCCC,[:::::::]worked on a few different projects, two of
these projects used the Vertica server, hosted at the DNC, that contained b6 -5
voter polling information. The person that managed the Vertica server was b7C -5
Investigation on 05/10/2018 4 Washington, District Of Columbia, United States (In Person)
b6 -1
vies L FM-2589105 Date drafied 05/10/2018 b7C -1
b7E -7

byl I

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency. FBI (2 O-cw-467 ) -784




bé -5
b7C -5
b7E -7

SM-2589105 Serial 154

FD-302a (Rev. 05-08-10)

I:|SM—2589105

Continuation of FD-302 of (U) Interview Ofl |
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, On , Page

| In order to access the Vertica server,
Iwould have to log into the DNC Virtual Private Network (VPN).
|VPN credentials were different from his credentials to access
the DCCC Windows domain.
factor authentication via a smart phone application.

b6 -5
b7C -5

also recollected that there was two
There was also

another credential for the Vertica server that began withl |

however‘[:::::::]could not recall the rest of the username.l |

stated that as far as he knows, the Vertica system was only comprised of a

production server and had no testing or staging instances.

[:::::::]was assigned a laptop running Microsoft Windows by the DCCC, but

it remained in the office at all times. As he was a contractor, he was not

permitted to take his work assigned laptop home,
DCCC were permitted to do so.l

with any other employees. When working from home,
did not

whereas employees of the

did not share his work computer b6 -5
he would use his b7C -5

personal Chromebook. recall connecting via Remote Desktop

Protocol to any DCCC or DNC computers
was not assigned a smart phone by the
had the Microsoft Outlook application
access his DCCC email.

from home through the VPN.[:::::::]

DCCC, but believed that he may have
installed on his personal phone to

[ 1

the summer of 2016.

did not recall any suspicious emails arriving in his inbox during

However,l

| did recall an episode where the

personl

may have clicked on a spear-phishing

email in April 2016. At that time,

does not recall the man's name,

support.

Technical Support came rushing in.

only that he worked in political

When asked if he recalledl

stated that he

recognized the name and may have interacted with her in regards to

[::::::::]He believed that [:::::::::]helped with administrative tasks.

When asked if he recalledl

stated that he did not

recognize her name.

b6 -5
b7C -5

b6 -5
b7C -5

b6 -4,5
b7C -4,5

b6 -4,5
b7C -4,5
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FEDERAL BUREAU OF INVESTIGATION

Date of entry 07/19/2018

On May 10th 2018 10:00 AM, at the office of Democratic Congressional
Campaign Committee's legal counsel, Perkins Coie, 700 Thirteenth Street
Northwest, Suite 600, Washington, District of Columbia 20005,| |

|Date of Birth (DOB)I |was interviewed by
employees of the Special Counsel's Office. In attendance were Perkins Coie
Attorneyl |Perkins Coie Attorneyl |Federal b6 -1,4,5
Bureau of Investigation Special Agentl IFederal Bureau of b7c -1,4,5
Investigation Management and Program Analystl ISpecial

Counsel Attorney Jessica Romero, Special Counsel Attorney Lawrence Rush
Atkinson V, and Special Counsel Attorney Heather Alpino. After being
advised of the identity of the interview agents, and purpose of the

interview,[:::::::]stated the following:

b5 per DOJ/OIP
b6 -5
b7C -5

b5 per DOJ/OIP
b6 -4,5
b7C -4,5

b5 per DOJ/OIP

b6 -5

b7C -5
Investigation on 05/10/2018 4 Washington, District Of Columbia, United States (In Person) b6 -1
Fies 512589105 Datcdrficd  05/10/2018 b7c -1

byl I
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b5 per DOJ/OIP
b6 -5
b7C -5

b5 per DOJ/OIP
b6 -5
b7C -5

b5 per DOJ/OIP
be -5
b7C -5

b5 per DOJ/OIP
be -5
b7C -5

| b5 per DOJ/OIP
b6 -5
b7C -5

FBI (20-cv-467)-787
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b5 per DOJ/OIP
b6 -4,5
b7C -4,5

|
b5 per DOJ/OIP

b6 -5
b7C -5

b5 per DOJ/OIP
b6 -4,5
b7C -4,5

b5 per DOJ/OIP
b6 -4,5
b7C -4,5

b5 per DOJ/OIP
b6 -4,5

b7C -4,5

|
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FEDERAL BUREAU OF INVESTIGATION

Date of entry 07/19/2018

On May 10th 2018 11:00 AM, at the office of Democratic Congressional
Campaign Committee's legal counsel, Perkins Coie, 700 Thirteenth Street
Northwest, Suite 600, Washington, District of Columbia 20005,| |
|at Hillary for America, Date of Birth (DOB)

I Social Security Numberl |was interviewed by
employees of the Special Counsel's Office. In attendance were Perkins Coie

Attorney | Perkins Coie Attorney | | Federal bé -1,4,8

Bureau of Investigation Special Agentl |Federal Bureau of b7C -1,4,8
Investigation Management and Program Analyst | | special

Counsel Attorney Jessica Romero, Special Counsel Attorney Lawrence Rush
Atkinson V, and Special Counsel Attorney Heather Alpino. After being
advised of the identity of the interview agents, and purpose of the

interview,[:::::]stated the following:

b6 -4,8
b7C -4,8
|had several email accounts
b6 -8
b7C -8
Investigation on 05/10/2018 4 Washington, District Of Columbia, United States (In Person)
b6 -1
File # | |5M‘2589105 Date drafted  05/10/2018 b7c -1
b7E -7

byI
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Continuation of FD-302of (U) Interview of on 05/10/2018  pye. 2 of 4
b6 -8
b7C -8
Password change policy for HFA accounts were automated and forced[:::::]
to change his password on a regular basis.l |
b6 -8
b7C -8
[AGENT NOTE:[:::::]was shown a series of printed emails and asked to bé -8
verify their authenticity] b7C -8
b6 -8
b7C -8
b6 -8
b7C -8

| an FBI Special Agent reached out to E:::::]via

phone to arrange an in-person meeting. | |

[ | could not make it back to Washington, DC to meet the

agent in the FBI field office. FBI made arrangements for two local agents b6 -1,8
in | |  »7c -1,8
| |[pbelieved the name of one of the FBI Agents in

Orlando to be Special Agentl |At this meeting, signed

forms consenting to imaging of his phone and laptop.[::EEEE};glvided the

FBI with the password to his personal email account so that the FBI could

monitor his account for malicious activity. After this meeting,[::::::]was

handed off to an Agent out of DC whose names[:::::]<jid not recall. The

FBI (20-cv-467)-790
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Continuation of FD-302 of (U) Interview of [:::::::::] ,On 05/10/2018 ,Page 3 of 4
FBI called back once to ask for the two factor verification code sent to
his phone so that they could access the account. The FBI followed up with
emails once or twice.
b6 -8
b7C -8
be -8
b7C -8
b6 -4,8
b7C -4,8
b6 -3,8 per FBI/USSS
b7C -3,8 per FBI/USSS

b6 -4,8
b7C -4,8

bé -8
b7C -8

b6 -8
b7C -8

After his emails and documents were leaked,

b6 -8
b7C -8

FBI (20-cv-467)-791
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SM-2589105 Serial 157 b7c -1
DATE 08-24-2021 By[ Iwsice Lot o, bIE -7
UNCLASSIFIED/ AEoUe—
FEDERAL BUREAU OF INVESTIGATION
Date of entry 07/20/2018
On May 11th 2018 12:00 PM, at | |

| oS b6 -1,4,8

b7Cc -1,4,8

interviewed by employees of the Special Counsel's Office. In attendance

were
F

Attorney

|Attorney| |

ederal Bureau of Investigation Special Agent I I
Federal Bureau of Investigation Management and Program Analystl |
[:::::::]and Special Counsel Attorney Jessica Romero. After being advised

of the identity of the interview agents,

[:::::::]stated the following:

and purpose of the interview,

b5 per DOJ/OIP
b6 -8
b7C -8

b5 per DOJ/OIP
be -8
b7C -8

b5 per DOJ/OIP
b6 -8
b7C -8

]

UNCLASSIFIED/ [EoUe

Investigation on

File# ___J5M-2589105

05/11/2018

at

United States (In Person)

b6 -1,8
Date drafted 05/11/2018 b7C -1,8
b7E -7

byl
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1
b5 per DOJ/OIP

b6 -8
b7C -8

b5 per DOJ/OIP
b6 -4,8
b7C -4,8

b5 per DOJ/OIP
bé -8
b7B -8

b5 per DOJ/OIP
b6 -8
b7C -8

b5 per DOJ/OIP
b6 -4,8
b7C -4,8

b5 per DOJ/OIP
b6 -8
b7C -8

|

UNCLASSIFIED/ /EoUe-
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FEDERAL BUREAU OF INVESTIGATION

Date of entry 07/20/2018

On May 10th 2018 2:30 PM, at the office of Democratic Congressional
Campaign Committee's legal counsel, Perkins Coie, 700 Thirteenth Street
Northwest, Suite 600, Washington, District of Columbia 20005, [::::]
[ |at Hillary for America, was

interviewed by employees of the Special Counsel's Office. In attendance

b6 -1,4,8
were Perkins Coie Attorneyl |Perk1ns Coie Attorneyl | b7C -1.4.8
[:::::::]Federal Bureau of Investigation Special Agentl o
Federal Bureau of Investigation Management and Program Analystl |
[:::::::]Special Counsel Attorney Jessica Romero, and Special Counsel
Attorney Heather Alpino. After being advised of the identity of the
interviewing agents, and purpose of the interview,l :stated the
following:

|She volunteered for the campaign of
Hillary for America (HFA) as [ | b6 -8
While working as a volunteer b7C -8

|leveraged her personal devices for internet connectivity.

After the New Hampshire primary election in early 2016, [:::::::]began
working full time for the campaign as an unpaid volunteer working as a

| primary emails during 2016 were

I She checked her
email on personal and work computers; a MacBook Air and MacBook Pro. b6 -8
[:::::::]also checked her personal email on her iPhone 6s and her work b7C -8

laptop provided by [::::::] During 2016, [:::::::]estimated that she

changed her password every three months, whenever the company enforced the

password change policy. At the time, she was not leveraging two factor
authentication on her accounts, but never shared her passwords with others.

[:::::::]recalled that she was spear-phished in March of 2016, around 6:00
AM in the morning, and that the spear email looked legit. She thought that
it looked as if it was from Gmail, having the large "G" and all the colors
of the Google logo. She clicked on the link that took her to a page to

b6 -8
enter her old password and a new password, she then hit enter. After p7C -8
receiving the email, E:::::::]thought something about it was suspicious,
so she went to her laptop and called a friend. Her friend told her to look
Investigation on 05/10/2018 4 Washington, District Of Columbia, United States (In Person)
b6 -1
File # [ fm-2589105 Date drafied 05/10/2018 e -1
b7E -7

byl I

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency. FBI (25} - 467) 795



FD-302a (Rev. 05-08-10) [ JsM-2589105 Serial 158 b6 8
b7C -8

I:|SM—2589105 b7E -7

Continuation of FD-302 of (U) INTERVIEW OFI on 05/10/2018 Page 2 of 2

at the extension of the URL where she realized it was not a legitimate
email. After the fact, she received a lot of emails in Cyrillic and

Spanish.

|found out that her emails were being leaked in late June 2016,
|from The Smoking

Gun calledl |and informed her that Guccifer 2.0 had contacted him

about leaked emails fronlt:::::::::]email account.[::::::]asked[:::::::] b6 -4,8

if she wanted to comment for the story he was writing on the leaking of b7Cc -4,8
her emails. posted some of the emails on The Smoking Gun prior to
DCLeaks. went on DCLeaks early on, but did not go through all of

her emails, just clicking through a few.

felt that the leaking of her emails was a gross violation of

privacy, | After the

leak of her emails,l |changed her bank accounts, contacted friends, bé -8

and notified her boss that they would be seeing an article about her soon. b7C -8

Afterwards, she still volunteered for the campaign, even as she received

harassing emails, calls, and twitter messages.

[Agent Note: [:::::::]was shown a series of printed emails and asked to ch_aa

verify their authenticity]

[:::::::]recalled that she received the first in her Gmail account on b6 -8

March 15th 2016. She recognized the folks on the "To", "From", and "CC" p7C -8

lines.

[:::::::]recognized the second email sent on February 20th 2016,

recognizing the email and correspondents.

[:::::::] recognized the email sent on May 19th 2015 and recipients. b6 -8
b7C -8

[:::::::] recognized the email sent on February 1léth 2016, including
attachments attachments.

FBI (20-cv-467)-796
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REASON: 1.8 (C) [ IsM-2589105 Serial 159 ALL INEORMATION CONTAINED
Mm {5) bl -1
FEDERAL BUREAU OF INVESTIGATION :2 :i
Electronic Communication b7C -1
b7E -7,15
Title: (S//4F Date: 07/23/2018

[ 1

From: CYBER
Contact: I

Approved By: | |

Drafted By: bl -1
rafte v | I b1 -1
be -1
PN e— " L
b7E -7,9,15,16
T 1 sl

[ [rM-2589105 o/ /) | |

Il SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

18
bl -1
b3 -2
b7E -15

WANGFGRI« N

[ ]
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[ JsM-2589105 Serial 159

bl -1
18 b3 -2
MW b7E -7,15
Title: (S/ A
Re: U/r/23/20106
15)
bl -1
b3 -2
b7E -15
Synopsis: (S/AH (8)
: 1.4 (b)
T Multiple
Sour
eclassify On: 204312
Enclosure(s): Enclosed are the following items:
1. (S/ /4% bl -1
b3 -2
2. (S//MH b7E -15
Details:
(S/ /A
bl -1
b3 -2
b7E -15
*
bl -1
M/ﬁefema (3 b3 -2
b7E -15
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SM-2589105 Serial 160 casstrrep By: wstee [ |

BEasilE: 1 & (0
DECLASSHIFEY O, 12-31-2043

FD-1036 (Rev. 10-16-2009) NATE: 09-23-2021
'SECRET/ /HNerord 18 b1 -1
b3 -2
FEDERAL BUREAU OF INVESTIGATION b6 -1
ALL TNFORMATION CONTAINED
: Import Form b7C -1
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN CITHERWISE b7E -7,15
Form Type: EMAIL - Email Date: 07/25/2018
Title: (S/ /48] ,
|
bl -1
b3 -2
Approved By: | | b6 -1
b7C -1
Drafted By: | | b7E -4,7,15,16
case ID #: [ JsM-2589105 (UIPS/ aery | }

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

_Svnopsis: (S//NF[ |

Derived From«FBI NSIC CG
sify On: 204

*

b1l -1
T b3 -2
Mﬁmﬁx@: W) b7E -15
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DECLASSTRIED BY. mstec [ ] b6 -1
ON 08-24-2021 [ kM-2589105 Serial 161 b7C -1

b7E -7
FD-1057 (Rev. 5-8-10)
§E€§ET/fORCON%N6FSRN'
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//¥886) Reguest to expand case file Date: 07/25/2018
access

From: SCO
SCO Team

Contact:

Approved By: David W Archey

b6 -1
b7C -1
Drafted By.l | bTE -7,9,16
Case ID #: Eu-2589105- éUjE’sQ /e | |
| SPECIAL COUNSEL MATTERS;
. lv-2589105 g/ A | |
flIl"  SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U//#e8€) Reguest to expand case file access
classify On: 20431
Enclosure(s): Enclosed are the following items:
1. (U/Ae8e) SCO GRU indictment
Details:
On July 13, 2016, the Special Counsel’s Office (SCO) indicted 12 GRU
(Russian Federation Main Intelligence Directorate of the General
Staff) officers for conspiracy to commit computer crimes, aggravated
identity theft and money laundering. SCO will remain case manager for
this indicted case and any additional evidence of interference in the
2016 U.S. Presidential Election by these GRU officers and theilir co- b7E -6,7,8,16

conspirators until further notice. The case file

' lsm-2589105) | |
W@Reew-nemmi—

FBI (20-cv-467)-800



[ ¥M-2589105 Serial 161

b7E -7
SECRET/ [ORGON/NOFORN-
Title: (U//#e8e+ Request to expand case file access
Re: [___Jem-2589109 | 07/25/2018
b7E -3

sﬁ-ﬁ/ [ORSON/NOEORN
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[ kM-2589105 Serial 161

b7E -7
Title: (U//#886) Request to expand case file access
Re: [ pm-2589109d | 07/25/2018
b7E -3,16
b7E -3
b7E -3,6
b7E -3,8

S T/ /ORESON/NOFORN-
g
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EF:E{@/%@RG@HM bTE =7
Title: (U//Pe5S) Request to expand case file access
Re: [ Jsm-258910f ] 07/25/2018
b6 -1,3
b7C -1,3

MET//eReeNﬁeFeRN-
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b7E -7
s}&@T//eReeNﬁeFem-
Title: (U//#e8S) Request to expand case file access
Re: [ JM-258910f ] 07/25/2018
b6 -3
b7C -3

*

E@R@/eﬁeewe%m-
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. be -1
HEREIN 18 mmolossTeiin I:ISM—2589105 Serial 162 b7C -1
DATE DB-24-2021 BY[  |Nsicc
b7E -7
(Rev. 07-21-2011)
UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Serial Moved to Another Case

Action Performed By: Action Date: 07/27/2018 bé -1
b7C -1
Original Form Type: FD-302 b7E -7

From Case ID #: I:lSM—2589105

To Case ID #: I:lSM—2589105|:|

Justification: Transfer (Incorrect filing): Lead 10 from I:|SM—
2589105 contains justification for serial transfer.

*

N

UNCLASSIFIED
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Classlalell 5y Hallo :

BEASCH | 4 O
ODECLASEI VY DH: 12-31-2043

FD-1057 (Rev. 5-8-10) DATE: O9-na-zam
'SECRET/ /OREONANOFORN (8) bl -1
) b3 -2
FEDERAL BUREAU OF INVESTIGATION b6 -1
b7C -1
ALL THICEMRTION COHTAINED Electronic Communication
HEHEIN T UNCLASSTEIRY EurEDy b7E -7,15
WHERE SHOWN OTHERWISE
Title: (S//ﬁfl | Date: 07/26/2018
bl -1
cc: | | b3 -2
) be -1
b7C -1
From: SCO b7E -4,6,9,15
SCO Team
Contact:
Approved By:
Drafted By: I I
- W
Case ID #: FM—2589105— TsHACE) | |
SPECIAL COUNSEL MATTERS;
(8)
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, = | bl -1
1551 . b3 -2
b7A -1
b7E -3,7,15,16
(s/ /%8 | |
(s/ /35 | |
— | —O ] o
ifS} I eee— | i :1
¥ (S/7LN'E‘)
i
T (U) RESTRICTED - Access Denied
i‘ ? ————————————————————————————————————————

[:::]SM—2589105

1) (¢ Aee) |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

}gmﬂmngﬁeReeN+NefeRﬁ

N

& bl -1
b3 -2
bTE -15
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SM-2589105 Serial 163 b1 -1

b3 -2
) b7E -4,6,7,15

SECRET/ fOREONANOFORN

[}

Title- (S eaﬂ
Re: I FM—2589qu I 07/26/2018
(3]
bl -1
b3 -2
b7E -15
Svnopsis:  (5/ /A bl -1
b3 -2

b7E -4,6,15

Enclosure(s): Enclosed are the following items:

1. (s//wH

e

bl -1
b3 -2

b7E -4,15
(5/ Aot

Details:
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[ JsM-2589105 Serial 163 b1 -1

18] b3 -2
EEEREEZ/eReeNfNeE%ﬁa |8 b7E -4,6,7,15
Title: (S/ /T
~Rer |_____FM-7589109____ [07726/2018
{35)
bl -1
b3 -2

b7E -6,7,15

(S/ /3%

bl -1
b3 -2
1151 b6 -1
b7c -1
b7E -6,8

These individuals already have access \{

*

bl -1
b3 -2

[OREENANOECRN .
> Y i b7E -15

[}
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: \ b6 -1
HEREIN IS UNCLASSIFIED [ JsM-2589105 Serial 164 b7e -1
DATE DB-24-2021 EY[::::::::]NEI&&
b7E -7
(Rev. 07-21-2011)
UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Serial Moved to Another Case

Action Performed By: Action Date: 07/30/2018

Original Form Type: Foreign Dissemination Request

b6 -1

b7C -1

From Case ID #: [SM-2589105 L7E 7
To Case ID #: SM—2589105|:|

Justification: Transfer (Incorrect filing): Lead 11 from I:|SM—
2589105 contains justification for serial transfer.

*

N

UNCLASSIFIED
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b6 -1
HERRIN 15 1m0 lasaiiinn I:lSM—2589105 Serial 165 b7C -1
DATE DE-24-2021 BY :lmrm BIE -7
(Rev. 07-21-2011)
UNCLASSIFIED
FEDERAL BUREAU OF INVESTIGATION
Serial Moved to Another Case
Action Performed By:| Action Date: 07/30/2018
Original Form Type: FD-302
b6 -1
From Case ID #: SM-2589105 b7 -1
To Case ID #: SM—2589105|:| b7E -7

Justification: Transfer (Incorrect filing): Lead 11 from :SM—
2589105 contains justification for serial transfer.

*

N

UNCLASSIFIED
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ALL TM-ORMATIOH CNTATHED

HEREIN 15 UMCLAASLEIED SM-2589105 Serial 166 b6 -1
DATE 08-24-2021 BY NSICC
FD-302 (Rev. 5-8-10) -1 of 2- l;;; —3
UNCLASSIFIED/ /Foyge-

FEDERAL BUREAU OF INVESTIGATION

Date of entry 07/30/2018

On May 30th 2018 10:00 AM, at the Office of Democratic Congressional
Campaign Committee's legal counsel, Perkins Coie, 700 Thirteenth Street

Northwest, Suite 600, Washington, District of Columbia 20005, I:I
| |at Hillary For America, Date of Birth bé -1,4,5

was interviewed by b7C -1,4,5
In attendance were Perkins Coie

(DOB) |
employees of the Special Counsel's Office.
Attorneyl |Federal Bureau of Investigation Special Agent

I Federal Bureau of Investigation Management and Program
Analystl Iand Special Counsel Attorney Jessica Romero.
After being advised of the identity of the interviewing agents, and

purpose of the interview, I:Istated the following:

b6 -5
b7C -5

bé -5
b7C -5

UNCLASSIFIED/ fFeue-

Investigation on 05/30/2018 4 Washington, District Of Columbia, United States (In Person)
b6 -1

File # | |SM_2589105 Date drafed 05/30/2018 b7C -1
b7E -7

by I I
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency. FBI (2 O-cw-467 ) -811




SM-2589105 Serial 166

FD-302a (Rev. 05-08-10)

b6 -5
UNCLASSIFIED/ /EoUe b7c -5
bTE -7
[::::FM—2589105
Continuation of FD-302of (U) Interview of I con 05/30/2018  pyee 2 of 2
b6 -5
b7C -5
b6 -5
b7C -5
b6 -4,5
b7C -4,5
b6 -5
b7C -5
b6 -5
b7C -5

UNCLASSIFIED/ /AFeye FBI (20-cv-467)-812



ALl mmumuation coaaten b6 -1
e [ Jsm-2589105 Serial 167 b
DATE n8-J8-3071 BY :'ygrm

-1 of 2- b7E -7

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 07/30/2018

On May 10th 2018 4:00 PM, at the office of Democratic Congressional
Campaign Committee's legal counsel, Perkins Coie, 700 Thirteenth Street

Northwest, Suite 600, Washington, District of Columbia 20005, I:I
| was interviewed by

employees of the Special Counsel's Office. In attendance were Perkins Coie

Attorneyl | Perkins coie Associate | | Federal igc_1i4t’188
Bureau of Investigation Special Agent | | Federal Bureau of T
Investigation Management and Program Analyst I I Special
Counsel Attorney Jessica Romero, and Special Counsel Attorney Heather
Alpino. After being advised of the identity of the interviewing agents,
and purpose of the interview, I:|stated the following:
b6 -8
b7C -8
b6 -8
b7C -8
b6 -8
b7C -8
Investigation on 05/10/2018 4 Washington, District Of Columbia, United States (In Person)
b6 -1
File # | |SM—2589105 Date drafted 05/10/2018 b7C -1
b7E -7

byl I

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency. FBI (2 O-cw-467 ) -813



FD-302a (Rev. 05-08-10) SM-2589105 Serial 167

b6 -8
b7C -8

b7E -7
[ Jm-2589105
Continuation of FD-302 of (U) Interview Ofl | on 05/10/2018  pyee 2 of 2

bé -8
b7C -8
b6 -4,8
b7C -4,8
b6 -8
b7C -8
b6 -8
b7C -8
b6 -8
b7C -8
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ALL TM-ORMATIOH CNTATHED

b6 -1
HEREIN IS OLans i RD SM-2589105 Serial 168
OATE 08-24-2021 BY :lmrm bic -1
FD-302 (Rev. 5-8-10) -1 of 6- b7E -7
UNCLASSIFIED/ /Fede-
FEDERAL BUREAU OF INVESTIGATION
Date of entry 07/30/2018
On May 30th 2018 11:00 AM, at the office of Democratic Congressional
Campaign Committee's legal counsel, Perkins Coie, 700 Thirteenth Street
Northwest, Suite 600, Washington, District of Columbia 20005, I:l
| | Democratic National Committee,
Date of Birth (DOB) | |was interviewed by
employees of the Special Counsel's Office. In attendance were Perkins Coie b6 -5
Attorney | | Perkins Coie Attorney | | Federal b7C -5
Bureau of Investigation Special Agentl | Federal Bureau of
Investigation Management and Program Analystl |and Special
Counsel Attorney |After being advised of the identity of
the interviewing agents, and purpose of the interview, I:lstated the
following:

b5 DOJ/OIP
I be o5

b7C -5

b5 per DOJ/OIP
b6 -5
b7C -5

b5 per DOJ/OIP
b7E -4

UNCLASSIFIED/ /FoUe-

Investigation on 05/30/2018 4 Washington, District Of Columbia, United States (In Person)

File # | |SM_2589105 Date drafted  05/30/2018 b6 -1
I b7C -1
by b7E -7

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency. FBI (2 O-cw-467 ) -815
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I:|SM—2589105

Continuation of FD-302 of (U) Interview of

[ IsM-2589105 Serial 168

UNCLASSIFIED/ Areve-

, On

05/30/2018

, Page

b6 -5
b7C -5
b7E -7

2 of 6

b5 per DOJ/OIP
b7E -4

b5 per DOJ/OIP
b7E -4

b5 per DOJ/OIP
b7E -4

b5 per DOJ/OIP
b7E -4

UNCLASSIFIED/ fEoYe
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FD-302a (Rev. 05-08-10) b6 -5
b7C -5
UNCLASSIFIED/ [FoYO b7E -7
SM-2589105
Continuation of FD-302 of (U) Interview of | On 05/30/2018 Page 3 of 6

b5 per DOJ/OIP

b6 -4,5
b7C -4,5
b7E -4

b5 per DOJ/OIP

b6 -5
b7C -5
b7E -4

b5 per DOJ/OIP
b7E -4

b5 per DOJ/OIP

b6 -5
b7C -5
b7E -4

UNCLASSIFIED/ /FeUo- FBI (20-cv-467}-817



FD-302a (Rev. 05-08-10)

[ JsM-2589105 Serial 168

[ Jsm-2589105

Continuation of FD-302 of

(U)

UNCLASSIFIED/ /fFrovcr

Interview of |

, On

05/30/2018

, Page

b6 -5
b7C -5
b7E -7

4 of ©

b5 per DOJ/OIP
b6 -5
b7C -5

b5 per DOJ/OIP
b6 -5
b7C -5

]

b5 per DOJ/OIP
b6 -5
b7C -5
b7E -4

b5 per DOJ/OIP
b6 -4,5
b7C -4,5

b5 per DOJ/OIP
b6 -5
b7C -5
b7E -4

b5 per DOJ/OIP
b6 -5,9

b7C -5,¢9

b7E -4

UNCLASSIFIED/ fEoYe—
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FD-302a (Rev. 05-08-10) b6 -5
b7C -5
UNCLASSIFIED/ /AFeye- b7E -7

[ Jem-2589105

Continuation of FD-302of (U) Interview of | on 05/30/2018  pe 5 of 6

b5 per DOJ/OIP

b6 -4,5
b7C -4,5
b7E -4

b5 per DOJ/OIP
b7E -4

b5 per DOJ/OIP

b6 -5,9
b7C -5,9
b7E -4

b5 per DOJ/OIP

b6 -5
b7C -5
b7E -4

1
b5 per DOJ/OIP
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b7E -4

UNCLASSIFIED/ /Feye- FBI (20-cv-467)-819



[ kM-2589105 Serial 168

FD-302a (Rev. 05-08-10) b6 -5
b7C -5
UNCLASSIFIED/ Aroue— b7E -7

I:ISM—2589105

Continuation of FD-302of (U) Interview of | |

—

b5 per DOJ/OIP

on 05/30/2018 py. 6 of 6

b6 -5

b7C -5

b7E -4

|

b5 per DOJ/OIP
b6 -5

b7C -5

b7E -4

b5 per DOJ/OIP

b6 -5
b7C -5
b7E -4

b5 per DOJ/OIP
b7E -4

b5 per DOJ/OIP

b7E -4
|

b5 per DOJ/OIP
b7E -4

UNCLASSIFIED/ EOUe~ FBI (20-cv-467)-820



pECLassTFIED BY: Nszee [ b6 -1

ON 03-D2-2021 SM~2589105 Serial 170 b7C -1

b7E -7
FD-1057 (Rev. 5-8-10) E rOF/eR

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) July 13, 2018 Indictment Date: 08/02/2018

From: SCO
SCO Team
Contact:

Approved By:I b6 -1
b7C -1
b7E -7,9,16

Drafted By:l |

Case ID #: [ |sM-2589105 -

fU?ﬂ SPECIAL COUNSEL MATTERS;
‘ SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) To document the July 13, 2018 Indictment.

FBI NSIC CG

eclassify On: 50X

Enclosure(s): Enclosed are the following items:
1. (U) July 13, 2018 Indictment

Details:

The purpose of this EC is to document the July 13, 2018 Indictment.

In or around 2016, the Russian Federation ("Russia") operated a
military intelligence agency called the Main Intelligence Directorate
of the General Staff ("GRU"). The GRU had multiple units, including
Units 26165 and 74455, engaged in cyber operations that involved the
staged releases of documents stolen through computer intrusions. These
units conducted large-scale cyber operations to interfere with the

2016 U.S. presidential election.

On July 13, 2018, a Federal Grand Jury in the District of Columbia
granted an indictment on 12 members of the GRU for the following
charges (Document Number 1:18-cr-00215-ABJ):

_ SECRET7NQEORN

FBI (20-cv-467)-823



[ sM-2589105 Serial 170
SECRETAAIQFORN

Title: (U) July 13, 2018 Indictment

Re: M-2589105, 08/02/2018
[ F

b7E -7

Title 18, United States Code, Sections 371 and 3559(g) (1): Conspiracy

to Commit Offence or to Defraud United States

Title 18, United States Code, Section 1028A (a) (1) and 2:
Aggravated TIdentity Theft

Title 18, United States Code, Section 1956(h): Laundering of Monetary

Instruments

Title 18, United States Code, Sections 371: Conspiracy to Commit
Offence or to Defraud United States

*

FBI (20-cv-467)-824
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B uB-24-2le1

[ IsM-2589105 Serial 171 b7C -1

b7E -7

FD-1057 (Rev. 5-8-10) = =

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//Eeue) | | Date: 08/03/2018

From: SCO
SCO Team
Contact:

Approved By:l |

b6 -1
b7C -1
Drafted By: | | b7E -4,7,9,16
case 1D #: [ pm-2589105 (U} Ay A |
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U//#659
Re
Derived
Sources
D 1
Reference: |:|SM—2589105 Serial 148
Enclosure(s): Enclosed are the following items: b7E -4,7

1]

Details:

b6 -1
b7C -1
b7E -4

FBI (20-cv-467)-825
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SirvereTonT
Title: (U//PeYS) |

Re: [ |M-2589105, 08/03/2018

bL7E -4,7

*
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b6 -1
oM OB-24-2021 |:|SM—2589105 Serial 172 b7C -1

b7E -7
SECRET//NOFORN
FEDERAL BUREAU OF INVESTIGATION

Import Form

FD-1036 (Rev. 10-16-2009)

Form Type: LHM - Letter Head Memorandum Date: 08/09/2018

Title: (U//F686) MLAT response from| |

Approved By:l |

b6 -1
b7C -1
Drafted By: | | b7D -5

b7E -4,7,16

%Uﬁ SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Case ID #: I:|SM—2589105

Synopsis: (U//S89e) MLAT response from |
Enclosure(s): Enclosed are the following items: b7D -5
1. (U/AeBe) MLAT request and cover letter for response fronl[:::::::] b7E -4
2. (U/ me8ey MLAT request and cover letter for response fronl[::::::]

Derived
20090615

assify On: 204312

*

SEC ORN

FBI (20-cv-467)-827
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HEREIN I¢ UNCLASSIFIED [ JsmM-2589105 serial 173

DATE n8-J8-3071 BY |:| NEILG
-1 of 1-

FD-302 (Rev. 5-8-10)

UNCLASSIFIED//Foye

FEDERAL BUREAU OF INVESTIGATION

Date of entry 08/09/2018

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury proceeding. The
information may not be disseminated within or outside the FBI, except as provided for
under Federal Rule of Criminal Procedure 6(e) (3), wherein disclosure may be made to:
(1) an attorney for the government for use in performing that attorney's official
duties; or (2) any government personnel that an attorney for the government considers

necessary to assist in performing that attorney's official duties.

| Special Counsel Attorney,

On Friday June 15 2018, |
contacted| |via email to request clarification of b3 -1
H |to a Grand Jury Subpoena b6 -3,9
On Monday June 18 b7C -3,9
2018, | |indicated thatl on the Grand Jury response in

question was Attached in 1A is a digital copy of the

email exchange.

UNCLASSIFIED/ /EOUe-
Investigation on 06/19/2018 4 Washington, District Of Columbia, United States (Email)
b6 -1
File # | sM-2589105 Date drafied 08/09/2018 b7C -1
b7E -7

by I I
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not ]
to be distributed outside your agency. FBI (2 O-cv-467 ) -528




SM-2589105 Serial 174 ... 21

HECLEBGGIEY OH 12512013

FD-1057 (Rev. 5-8-10) DATE: beozzezazi
EEE%E@Z?NOTORN 18) bl -1
b3 -2
FEDERAL BUREAU OF INVESTIGATION b6 -1
AL TwromeTIon chwrann Elootronio © ioati b7C -1
BenETR TH UNPIASSTRIED wueEDy ecironic Communiocation
WHEEE Do DTHERWISE b7E -7,15
Title: LS Qﬁd Date: 08/10/2018
From: SCO
SCO Team zg ‘;
Contact: | b6 -1
b7C -1

Approved By: | | b7E -7,9,15,16

Drafted By: | |

Case ID #: [ |sm-2589105  Delyaem |

1] SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (S//A¥

ReZ 1.4 (c

Deri From: NSIC CG

Declassify On: 20281231
Reference: SM—-2589105 Serial 159

bl -1

Enclosure(s): Enclosed are the following items: b3 -2
1. (S//‘N‘E b7E —7,15
Details:
*

bl -1

EEEREEZ/NGFGRN m b3 -2
2 b7E -15

FBI (20-cv-467)-8290



DEC LSS0 T8D By HWET I I b6 -1
ON 08-30-2021 [ lsM-2589105 Serial 175 b7C -1
FD-1057 (Rev. 5-8-10) PTE T
SECRET//NOFORN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Documentation in Support of Date: 08/12/2018
Indictment 1:18-cr-00215-ABJ

From: SCO
SCO Team

Contact: | |

Approved By:
pp v | b6 -1

b7Cc -1
Drafted By: | | b7E -7,9,16

Case ID #: [:::]SM—2589105ﬁBf”}é/%NP)| |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) To document information in support of indictment U.S.
v. Viktor Borisovich Netysksho, et al (Case 1:18-cr-00215, District of
Columbia).

Enclosure(s): Enclosed are the following items:

b7E -4

FBI (20-cv-467)-830



[ JsM-2589105 Serial 175

b7E -7
M«-

Title: (U) Documentation in Support of Indictment 1:18-cr-00215-ABJ
Re: [___ JwM-2589105, 08/12/2018

b7E -4

Details:

FBI investigative personnel and DOJ attorneys assigned bo[::::]SM—

2589105 identified and provided the attached documents as support for

indictment U.S. v. Viktor Borisovich Netysksho, et al (Case 1:18-cr- b7E -4,7
00215, District of Columbia) .|

*

FBI (20-cv-467)-831



DEPLAGSTYIED BY . werre |:| b6 -1

oN 09-22-2021 [ 1sM-2589105 Serial 176 b7C -1

b7E -7
FD-1036 (Rev. 10-16-2009) = ~
FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: FD-71A Date: 08/06/2018

Title:UI |E—Tip: Cyber Information Related to the
United States Election Matters. (HQ)

Approved By: | |

be -1

b7C -1
Drafted By: | | b7E -4,6,7,16
Case ID #: %H}'Cé """ A |

Synopsis: U DOCUMENT SYNOPSIS CREATED ON 08-06-2018 07:12 PM-

submitted an online tip to the FBI
Public Access Line (PAL) Unit via tips.fbi.gov, regarding cyber
information related to the United States election matters, to include

voting systems and registration databases. b6 -5
b7C -5
Date Submitted: 07/18/2018 09:38:46 AM b7E -4

Transaction Number:l

Submitted Text:

Tipster Information
First Name:

Middle Name:

Last Name:

Phone:

Email:

Address:

City:

S RN

FBI (20-cv-467)-832



SM-2589105 Serial 176

b6 -1
“SECREEA/NGFORN _ b7C -1
. . ) b7E -4,6,7
Title: UI IE—Tlp: Cyber Information Related to the
United States Election Matters. (HQ)
Re: | |os/06/2018
Zip:
Country:l |
bé -5
b7C -5
b7E -4
b3 -2
b6 -4
b7a -1
b7C -4
b7E -4,6,7

son: 1.4(b)

BI NSIC CG

FBI (20-cv-467)-833
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b6 -1
b7C -1
SECRET#ANOFORN _ b7E -4,6,7
Title: Ul |E—Tip: Cyber Information Related to the
United States Election Matters. (HQ)
Re: | | 08/06/2018
*

 SECRET/#NGEQRN

FBI (20-cv-467)-834
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HEBRIN 12 UNCLARSTFIRD I:lSM—2589105 Serial 177

DATE DB8-24-2021 BY I:l NSIOC
-1 of 5-

FD-302 (Rev. 5-8-10)

UNCLASSIFIED/ /FOoUo-

FEDERAL BUREAU OF INVESTIGATION

Date of entry 08/21/2018

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury proceeding. The
information may not be disseminated within or outside the FBI, except as provided for
under Federal Rule of Criminal Procedure 6(e) (3), wherein disclosure may be made to:
(1) an attorney for the government for use in performing that attorney's official
duties; or (2) any government personnel that an attorney for the government considers
necessary to assist in performing that attorney's official duties.

FINANCIAL RECORDS (NOT OBTAINED VIA NATIONAL SECURITY LETTER)
Information herein includes financial records obtained from a financial institution
(or information obtained from the financial records) not obtained using a national
security letter. Neither records nor information therein may be disseminated outside
the FBI, except as authorized by the Right to Financial Privacy Act (RFPA). Under the
RFPA, financial records (or information therein) may be transferred to another
government agency, but only if the transferring agency certifies in writing that there
is reason to believe that the records (or information therein) are relevant to a
legitimate law enforcement inquiry, intelligence or counterintelligence activity,
investigation, or analysis related to international terrorism within the jurisdiction
of the receiving agency, and the transferring agency provides a copy of the
certification and notice to the customer affiliated with the financial records. Such
notice may be delayed by court order.

(U//EeBe) On| |

responded to Grand Jury subpoenas containing the following
b3 -1
b6 -2
b7C -2
b7E -4,7
UNCLASSIFIED/ /Feve
Investigation on 08/09/2018 4 Washington, District Of Columbia, United States (In Person)
b6 -1
piley _5M-2589105 Datedrafied  08/09/2018  b7C -1
b7E -7

byI I

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency. FBI (2 O-cv-467 ) -835



[ Fv-2583105 Serial 177

UNCLASSIFIED/ /FO¥O-

| |SM—2589105 b3 -1

b6 -2
b7C -2
Continuation of FD-302 o ,on 08/09/2018  ppe 2 0f 5 p7E -4

b7E -7
FD-302a (Rev. 05-08-10)

b3 -1
b6 -2
b7C -2
b7E -4

UNCLASSIFIED/ /Fode FBI (20-cv-467)-8306



SM-2588105 Seriagl 177

FD-302a (Rev. 05-08-10) b7E -7
UNCLASSIFIED/ /Feye-
[ Jsm-2589105
Continuation of FD-302 of ,on 08/09/2018  pe 3 of 5 b3 -1
b6 -2
b7C -2
b7E -4
(U/fﬁaﬁﬁl responded to Grand Jury
subpoenasg|
b3 -1
b6 -2
b7C -2
b7E -4,7

UNCLASSIFIED/ /Feuo- FBI (20-cv-467)-837



I:lg}.ﬁ—2589105 Serial 177

FD-302a (Rev. 05-08-10) b7E -7
UNCLASSIFIED/ [Fote-
[ Jsm-2589105
Continuation of FD-302 of ,on 08/09/2018  pe 4 of 5 b3 -1
b6 -2
b7C -2
b7E -4

UNCLASSIFIED/ /Feuo- FBI (20-cv-467)-838



SM-2588105 Seriagl 177

FD-302a (Rev. 05-08-10) b7E -7
UNCLASSIFIED/ /FO¥e-
SM-2589105
Continuation of FD-302 of ,on 08/09/2018  pue 5 of 5 b3 -1
b6 -2
b7C -2
b7E -4

UNCLASSIFIED/ /Feue FBI (20-cv-467)-839



e I:l b6 -1
b7C -1

ON Dg-24-2021 SM~-2589105 Serial 178
b7E -7

FD-1057 (Rev. 5-8-10) @ @

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: Date: 08/24/2018

From: CRIMINAL INVESTIGATIVE
Contact:

b6 -1,2
b7C -1,2
b7E -4,7,9,16

Approved By:

Drafted By:

Case ID #: I:|SM—2 589105 “%‘U‘)“"jﬁ/ /) |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U)I

Multiple

classify On: 20431

Enclosure(s): Enclosed are the following items:

b6 -2
b7C -2
b7E -4

Details:

FBI (20-cv-467)-840



[ lsM-2589105 Serial 178 b6 -2
b7C -2

__SECRET//HOFORN- b7E -4,7

Title: (U) |
Re: | |sM-2589105, 08/24/2018

b3 -2
b6 -2
b7C -2
b7E -4,7

b6 -2
b7C -2
b7E -4

(U) According to 2703 (d) Order Returns from

OTHER -Sealed
b3 -2

b6 -2

b7C -2

b7E -4,7

b6 -2
b7C -2
b7E -4

SECRET//NOFCRN

FBI (20-cv-467)-841



[ kM-2589105 Serial 178 b6 -2

b7C -2

SE ORN b7E -4,7

Title: (U) |
Re: | |sM-2589105, 08/24/2018

(U/ =ce-) Based on the review of search warrant return forl I

OTHER -Sealed

b6 -2
b7C -2
b7E -4,6,7

*

SEC ORN

FBI (20-cv-467)-842



DECILESSTIFIED HY: HETIG | | b6 -1
o 09-02-2021 [ kM-2589105 Serial 179 b7C -1

b7E -7
FD-1057 (Rev. 5-8-10)
SECRET/#NGEORN
FEDERAL BUREAU OF INVESTIGATION
Electronic Communication
Title: Date: 08/24/2018
From: CRIMINAL INVESTIGATIVE
Contact:
b6 -1,2
b7C -1,2

Approved By:

b7E -4,7,9,16

Drafted By:

Case ID #: [ JsM-2589105 D&/ /e |

i SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) To document

Enclosure(s): Enclosed are the following items:

bé -2
b7C -2
b7E -4

FBI (20-cv-467)-843



[ BM-2589105 Serial 179
b6 -2

SECRETRGRORY b7C -2
b7E -4,7
Title: (U)|
Re: I:|SM—2589105, 08/24/201¢8

b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4
(U/ /=86 Based on the search warrant return
b6 -2
b7C -2
b7E -4,8

FBI (20-cv-467)-844



[ |sM-2589105 Serial 179
b6 -2

m @ b7C -2
b7E -4,7
Title: (U)|

Re: | |SM—2589105, 08/24/2018

b6 -2
b7C -2
b7E -4,6
b3 -2
b6 -2
b7C -2
b7E -4,7

b6 -2

b7C -2

b7E -4,6,8

b6 -2

b7Cc -2

b7E -4,6,8

FBI (20-cv-467)-845



[ sM-2589105 Serial 179

SE RN

b6 -2
b7C -2
b7E -4,7

Title: (U)|

Re: | FM—2589105, 08/24/2018

b6 -2
b7C -2
b7E -4

b6 -2
b7C -2
b7E -4,6

b6 -2
b7C -2
b7E -4,6

b6 -2
b7C -2
b7E -4

SEC RN

FBI (20-cv-467)-846



[ kM-2589105 Serial 179
be -2

b7C -2
gﬁeégi//uegﬁﬁ&+ b7E -4,7

Title: (U)]

Re: | lSM—2589lO5, 08/24/2018

*

FBI (20-cv-467)-847
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HEREIN 17 UNCLASSIFIED I:ISM—2589105 Serial 181

DATE D9-02-2021 BY :lzmrm
-1 of 12-

FD-302 (Rev. 5-8-10)

UNCLASSIFIED/ /Fode-

FEDERAL BUREAU OF INVESTIGATION

Date of entry 08/28/2018

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury proceeding. The
information may not be disseminated within or outside the FBI, except as provided for
under Federal Rule of Criminal Procedure 6(e) (3), wherein disclosure may be made to:
(1) an attorney for the government for use in performing that attorney's official
duties; or (2) any government personnel that an attorney for the government considers
necessary to assist in performing that attorney's official duties.

FINANCIAL RECORDS (NOT OBTAINED VIA NATIONAL SECURITY LETTER)
Information herein includes financial records obtained from a financial institution
(or information obtained from the financial records) not obtained using a national
security letter. Neither records nor information therein may be disseminated outside
the FBI, except as authorized by the Right to Financial Privacy Act (RFPA). Under the
RFPA, financial records (or information therein) may be transferred to another
government agency, but only if the transferring agency certifies in writing that there
is reason to believe that the records (or information therein) are relevant to a
legitimate law enforcement inquiry, intelligence or counterintelligence activity,
investigation, or analysis related to international terrorism within the jurisdiction
of the receiving agency, and the transferring agency provides a copy of the
certification and notice to the customer affiliated with the financial records. Such
notice may be delayed by court order.

b6 -2
b7C -2
b7E -3,4
UNCLASSIFIED/ /Feue-
Investigation on 08/09/2018 4 Washington, District Of Columbia, United States (In Person)
File # | |sM-2589105 Date drafied 08/09/2018 b6 -1
b7C -1
I b7E -7

byI

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency. FBI (2 O-cv-467 ) -840




FD-302a (Rev. 05-08-10)

SM-2589105

[ Jsv-258%105 serial 181

UNCLASSIFIED/ /FO¥e-

Continuation of FD-302 of

I

,On

08/09/2018

» Page

bTE -7
2 of 12
° b6 -2

b7C -2
b7E -3,4
b6 -2
b7C -2
bTE -3,4
b6 -2
b7C -2
bTE -3,4

UNCLASSIFIED/ /AFoye-

FBI (20-cv-467)-850



[ Jsm-2589105 serial 181
b7E -7

FD-302a (Rev. 05-08-10) UNCLASSIFIED/ /.

I:|SM—2589105

Continuation of FD-302 of ,on 08/09/2018  pge 3 of 12

OTHER -Sealed

bl -1

b3 -2

b6 -2

(U/ /6869 On or aboutl | b7A —1"
1

(see| | search warrant records fb7C -2
It b7E -3,4,7

b6 -2,8
b7C -2,8
b7E -3,4,7

b3 -1
b6 -2
b7C -2
b7E -3,4

b6 -2
b7C -2
b7E -3,4

b3 -1

b6 -2

b7C -2
b7E -3,4,7

UNCLASSIFIED/ /Fouo- FBI (20-cv-467)-851



[ Jsm-2585105 Serial 181

FD-302a (Rev. 05-08-10) b7E -7
UNCLASSIFIED/ /fFoue
SM-2589105
Continuation of FD-302 of ,on 08/09/2018  pue 4 of 123 3
b6 -2
b7C -2
b7E -3,4,7
b7E -4
b6 -2
b7C -2
b7E -3,4

UNCLASSIFIED/ /FOUo- FBI (20-cv-467)-852



SM-25898105 Sexrisl 181

b7E -7

FD-302a (Rev. 05-08-10) UNCLASSIFIED/ /

SM-2589105

on 08/09/2018 pye 5 of 12 o _,

Continuation of FD-302 of
b7C -2
b7E -3,4
R
,,,,,,, OTHER -Sealed
' bl -1
b3 -2
b6 -2
b7A -1
b7C -2
b7E -3,4,7
|
OTHER -Sealed
b6 -2
b7C -2
b7E -3,4

UNCLASSIFIED/ /Foue FBI (20-cv-467}-853



FD-302a (Rev. 05-08-10)

[ Jsm-2589105

Continuation of FD-302 of

|:|SM~2589105 Serial 181

UNCLASSIFIED/ AFQUe-

,On

08/09/2018

b7E -7

6 of 12

OTHER -Sealed
bée -2

b7C -2

b7E -3,4

OTHER -Sealed
b6 -2

b7C -2

b7E -4,7

OTHER -Sealed
bl -1

b3 -1,2

b6 -2

b7a -1

b7C -2

b7E -4,7

OTHER -Sealed
b6 -2

b7C -2

b7E -3,4

UNCLASSIFIED/ /Foye-

FBT (20-cv-467)-854



[ Jsm-2589105 serial 181
b7E -7

FD-302a (Rev. 05-08-10) UNCLASSIFIED//Feue-

[ Jem-2589105

on 08/09/2018 p. 7 of 12

Continuation of FD-302 of

OTHER -Sealed

b6 -2
b7C -2
b7E -3,4

OTHER -Sealed
bl -1

: b3 -1,2
e b6 -2

b7C -2

b7E -3,4,7

b

UNCLASSIFIED//Foeue- FBI (20-cv-467)-855



[ sM-2589105 Serial 181

b7E -7
FD-302a (Rev. 05-08-10)
UNCLASSIFIED/ /FOoUe-
[ Jsm-2589105

Continuation of FD-302 of ,on 08/09/2018  pg.c 8 of 12
b3 -1
b6 -2
b7C -2
b7E -3,4

UNCLASSIFIED/ /Foue- FBI (20-cv-467)-856



[ Jem-2589105 serial 181

UNCLASSIFIED/ /fFOUYS-

b7E -7
FD-302a (Rev. 05-08-10)

I:|SM—2589105

Continuation of FD-302 of ,on 08/09/2018  pae 9 of 12

b3 -1
b6 -2
b7C -2
b7E -3,4

b6 -2
b7C -2
b7E -3,4

UNCLASSIFIED/ /Foue- FBI (20-cv-467)-857



[ JsM-2589105 Serial 181

UNCLASSIFIED/ /FOUO-

b7E -7

FD-302a (Rev. 05-08-10)

| bM—2589105

Continuation of FD-302 of ,on 08/09/2018  pue 10 of 12 o ,
b7C -2
b7E -3,4

OTHER -Sealed
b6 -2

b7C -2

b7E -4,7

(U//#88€y Per Grand Jury subpoena

b3 -1
b6 -2
b7C -2
b7E -3,4,7

b3 -1

b6 -2
b7C -2
b7E -3,4

UNCLASSIFIED/ /Feue- FBI (Z0-cv-467)-858



[ JsM-2583105 Serial 181

b7E -7
FD-302a (Rev. 05-08-10) UNCLASSIFIED/ /
[ sm-2589105

Continuation of FD-302 of ,on 08/09/2018  ppee 11 of 12
b3 -1
b6 -2
b7C -2
b7E -3,4

UNCLASSIFIED/ /FOU6 FBI (20-cv-467)-859



[ |mM-2585105 Serial 181

UNCLASSIFIED/ /FPO¥o-

b7E -7
FD-302a (Rev. 05-08-10)

[ Jsm-2s89105

b3 -1

Continuation of FD-302 of ,on 08/09/2018  pge 12 of 12 b6 -2
b7C -2

b7E -3,4

b6 -2
b7C -2
b7E -3,4

b3 -1

b6 -2

b7C -2
b7E -3,4,7

UNCLASSIFIED/ /Foue FBI (20-cv-467)-860



2L M Tl TN RN bt -1
BERETN TS UNCLASSTEIED GM-2589105 Serial 182 b7C -1

DATE 0g-p2-2021 By[ | msicc bTE -7
-1 of 3-
FD-302 (Rev. 5-8-10)

UNCLASSIFIED//Fove

FEDERAL BUREAU OF INVESTIGATION

Date of entry 08/30/2018

- OTHER -Sealed
b6 -2

b7C -2

b7E -4,7

OTHER -Sealed

b6 -2
b7C -2
b7E -4,7

OTHER -Sealed

b6 -2
b7Cc -2
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

UNCLASSIFIED/ /Foue-
Investigation on 08/09/2018 , Washington, District Of Columbia, United States (In Person) b6 -1
File# [__M-2589105 Date drafed  08/09/2018 b7C -1
b7E -7

oy | |

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency. FBI (2 O-cw-467 ) -861




SM-2589105 Serial 182

FD-302a (Rev. 05-08-10) b7E -7

UNCLASSIFIED/ /Fove
| |SM—2589105

.on 08/09/2018 2 of 3

T OTHER -Sealed
b6 -2

b7Cc -2

b7E -4

Continuation of FD-302 of , Page

UNCLASSIFIED/ /Foue- FBI (20-cv-467)-862



[ |sM-2589105 Serial 182

FD-302a (Rev. 05-08-10) UNCLASSIFIED//Tove-

| |SM—2589105

b7E -7

On 08/09/2018 . Page 3 of 3
OTHER -Sealed

Continuation of FD-302 of

b6 -2
b7C -2
b7E -4

UNCLASSIFIED//Foue FBI (20-cv-467)-863



FD-1057 (Rev. 5-8-10)

[ IsM-2589105 Serial 183 b | I

SESRET/ [ROFOR

DECLASEIFY W 12-51-2043
LateE: U8-2:-2021

{2

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

ALL TNCRMATIOH CCNTATHED
HEBEIN I&5 UNCILASSIFIED BExCE DT
WHERE SHUWHN CTHERWISE

Title: (S//A4# |

From:

J Date: 09/05,b1 -1
b3 -2
b6 -1,2
b7C -1,2

b7E -7,11,15

Contact:

Approved By:l

Drafted By:

my Case ID #:

| bl -1
b3 -2
b6 -1
| b7c -1

b7E -4,7,8,9,15,16

(3)

ESM— 2589105 (I} Pa/aee) | |

SPECIAL, COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
(s |

(s)] |

3]

bl -1
b3 -2
b7E -15

FBI (20-cv-467)-864



) . bl -1
Title: (S AHF)'I b3 -2
! b6 -2
Re: 09/05/2018 b7C -2
b7E -4,7,11,15
18]
T
Derived
Sourc
classify On: 204312
Reference: SM-2589105 Serial 146 bl -1
SM—-2589105 Serial 159 b3 -2
b6 -2
b7C -2
Enclosure(s): Enclosed are the following items: b7E -4,7,11,15
1. » v | e
. al
{5
Details:
(S/ /A
bl -1
(S/ /e b3 -2
b6 -2
b7C -2

b7E -4,11,15

(S/ /A

e

EEE%EIZANGPORN  §)

FBI (20-cv-467)-865



[ JM-2589105 Serial 183

. bl -1
SECRET/ ANOPORN l@;) b3 -2
Title: (S/AF) isc_fz
b7E -4,11,7,15
Re: 09/05/2018
(s / b
(s/ /aem] .
bl -1
b3 -2
b6 -1,2,8
b7C -1,2,8
b7E -4,11,15
(S/ A I
*

bl -1
b3 -2
b7E -15

FBI (20-cv-467)-866



[ IsM-2589105 Serial 184 cussterso Br: wsice [

REASCH -
FD-1057 (Rev. 5-8-10) DECLASSIFY ON- 12-31-2043
M/—NOP@RA:I . DATE: D9-22-2021
{5 bl -1
FEDERAL BUREAU OF INVESTIGATION 22 ‘i
AL Imﬁﬁm CONTALNED Electronic Communication b7C -1
HEREIN IS UNCLASSIFIED EXCEDT
WHERE SHOWN OTHERWISE b7E -7,15
Title: (S//4%)] Date: 09/05/2018
From:
Contact:
bl -1
Approved By:I | b3 -2
b6 -1,2
b7C -1,2
Drafted By: | | b7E -4,7,8,9,11,15,16
Case ID #: | 3 (8)
L5:7 R
| [SM-2589105 iﬁTfP§/ﬁN%W |
' SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
o (8)
L s

¥t
{a)

bl -1
b3 -2
b7E -15

Sporag/ meren___| o

o

FBI (20-cv-467)-867



[ ]sM-2589105 Serial 184

SESRET/ AROFORY (5] _

Title: (S é&gﬁH b3 -2
b6 -2

b7Cc -2
Re: 09/05/2018 b7E -4,7,11,15
(5]
Svnonsis: (S -FJ-F'-\I J

Derived
Sources

assify On: 204312

Reference: ij
SM-2589105 Serial 146 ' bl -1
SM-2589105 Serial 159 b3 -2
b6 -2
b7C -2

Enclosure(s): Enclosed are the following items:

b7E -4,7,11,15
1. (S /A

Details:

(S/ A

bl -1
gs/;‘N—EI b3

b7E -4,11,15

(S/ /At

S T/ /[AROFORN

FBI (20-cv-467)-868



SM-2589105 Serial 184 bl -1

b3 -2
SESRET/ /NeFor b6 -2
2 L/ (2] p7C -2
Title:  (S/ /A% b7E -4,7,15
Re: 09/05/2018
[ Q LI
bl -1
b3 -2
b6 -2
b7C -2
b7E -4,6,11,15
(S/ /5 "
i
*
bl -1
b3 -2
S / AIOFORN 1 b7E -15
3

FBI (20-cv-467)-869



kM-2589105 Serial 185 R

BEastl 1 4 0

ODECLASSIFY UM 1031 2043

FD-1057 (Rev. 5-8-10) LDATE: 0S-2=2-2021
SECRET/ HeFoR: gk bl -1
b3 -2
FEDERAL BUREAU OF INVESTIGATION b6 -1
okl EHWTIW CONIA L A Electronic Communication b7C -1
HEREIN I8 HCIASS1FIED BRUERT b7E -7.15
WHERE SHUWH UTHERWISE ‘
Title: (S %Ed I Date: 09/06/2018
From:
- bl -1
Contact: b3 -2
b6 -1,2
Approved By: I I b7C -1,2

b7E -4,7,8,9,11,15,16

Drafted By: | |

| 2589105 (U} D4/ Ay |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

{5} case ID #: | (s)

. (S)
e B (S)
5%'5'!
| bl -1
SESRET/ /NOFORN 15 b3 -2
b7E -15

FBI (20-cv-467)-870



[ kM-2589105 Serial 185

M/m

Li5]

SM-2589105 Serial 159

Enclosure(s): Enclosed are the following items:

bl -1
Title: (5/per| : 18) b3 -2
| . b6 -2
Re: 09/06/2018 b7c -2
b7E -4,7,11,15
4
—Sunangcic LS =)
Re
Derived F
Sources
De
Reference: SM-2589105 Serial 146

b7E -4,7
—————
Details:
(s/ v | bl -1
b3 -2
b7E -15

[ ]

FBI (20-cv-467)-871



[ JsM-2589105 Serial 185

bl -1
) b3 -2
:§ESRE§ZfNefefm 18] b6 -2
Title: (S/ A p7c -2
1tle T b7E -4,7,11,15
Re: 09/06/2018
4
(3] bl -1
b3 -2
b7E -15
(S/ /R
bl -1
b3 -2
b6 -2
b7C -2
b7E -4,11,15
(5 /8]

(s /7]
bl -1
b3 -2
(S /7 —b6 -2
b7Cc -2
b7E -4,11,15
(S #N%4
bl -1
(S = ! b3 -2
6 -2
b7C -2

b7E -4,11,15

“SESRET/ /NOEORN (5}

FBI (20-cv-467)-872



[ M-2589105 Serial 185 bl -1

b3 -2

18 b6 -2
}ﬁﬁzﬁﬂiZfNefeRN e b7C -2

b7E -4,7,11,15

Title: (S/ At

Re: 09/06/2018
bl -1
b3 -2
(S/ 71T b7E -4,11,15
(S/ A
bl -1
b3 -2
b6 -2
b7C -2
b7E -4,8,11,15
*
bl -1
S /A OFORN 115 b3 -2
b7E -15

FBI (20-cv-467)-873



DEpiAEs TR TEY Y NeEe |:| b6 -1
[ M-2589105 Serial 186 b7C -1

B 08-0z2-2021

b7E -7
FD-1057 (Rev. 5-8-10)
_SECRET/-/NOEORN
FEDERAL BUREAU OF INVESTIGATION
Electronic Communication

Title: Date: 09/06/2018
From: CRIMINAL INVESTIGATIVE

Contact:
Approved By:I
Drafted By: b6 -1,2

b7C -1,2

b7E -4,7,9,16

case ID #: [ |sM-2589105 {U)pstaer) |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U//Peﬂeﬁl

Enclosure(s): FEnclosed are the following items:

b6 -2
b7C -2
b7E -4
Details:
be -2
b7C -2
b7E -4

SECRETL/NOFORN

FBI (20-cv-467)-874



SM-2589105 Serial 186 b6 -2
b7C -2

SECREF/ANOFORN b7E -4,7

Title: (U)|
Re: | FM-2589105, 09/06/2018

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

SE

FBI (20-cv-467)-875



[ Mm-2589105 Serial 186

SE ORN

b6 -2
b7C -2
b7E -4,7

Title: (U) |
Re: | f11-2589105, 09/06/2018

*

FBI (20-cv-467)-876



DEPLAGSTYIED BY . werre I:l b6 -1

DN 09-02-2021 SM~-2589105 Serial 187 b7C -1

bTE -7
FD-1057 (Rev. 5-8-10)
SECRET7/NOEORN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//&e56)| Date: 09/12/2018

From: SCO
SCO Team
Contact: | | b6 -1
b7C -1
b7E -4,7,9,16

Approved By:l |

Drafted By: I I

case ID #: [ Jsm-2589105 {01 pswsme) |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U//%%%EHI

Derived
Sources

assify On: 204312

Enclosure(s): Enclosed are the following items:

b3 -4
b6 -4
b7C -4
b7E -4

Details:

FBI (20-cv-467)-877



[ sM-2589105 Serial 187
b7E -4,7

SECRET/7ROEORN

Title: (U//-E'@-H-@?l

Re: M-2589105, 09/12/2018
L_F

OTHER -Sealed
b3 -4
b7E -4

*

_SECRETA/NOFORN

FBI (20-cv-467)-878



DECLASSTRIED BY  NeTro |:| b6 -1

B 09-02-2021 [ ]smM-2589105 Serial 188 b7c -1
FD-1057 (Rev. 5-8-10) b7E -7

_SECREF/ANOEFORN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//®e8e) Identifying the latest email in Date: 09/12/2018
leaked John Podesta emails

From: SCO
SCO Team
Contact:

Approved By: | |

b6 -1
b7C -1
Drafted By: | | b7E -7,9,16
Case ID #: [ |sM-2589105 Tl |
{§j SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U//#688) Identifying the latest email in leaked John
Podesta emails
eason: 1.4 (b)
Derive : I NSIC CG
Declassify On: 20430320
Details:
On 07/11/2018, writer reviewed emails from
leaked by WikiLeaks to determined the date and time of the last email
contained in the leaks. This was done in an effort to determine the b6 -4.8
timeline the last activity by actors within John Podesta's email b7C —;,8

account. It was found that the latest email was sent from

with timestamp Mon, 21

Mar 2016 08:44:45 -0400 (EDT).

*

FBI (20-cv-467)-879



bé -1

ALL INEURMATION CCMTRTEED
ENBETN 13 M LA=51FTEL SM~2589105 Serial 189 b7C -1
b7E -7

BAVE HG-nso2ac Bv |:| netre
-1 of 1-

FD-302 (Rev. 5-8-10)

UNCLASSIFIED/ /Febe

FEDERAL BUREAU OF INVESTIGATION
Date of entry 09/19/2018

b6 -1
b7C -1
b7E -4

b6 -1
b7C -1
b7E -4

b7E -4

UNCLASSIFIED/ /FoUe-

06/19/2018 4, Washington, District Of Columbia, United States (In Person) b6 -1
b7C -1

09/19/2018
/19/ b7E -7

Investigation on
File # | |SM_ 2589105 Date drafted

by I
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency. FBI (2 O-cw-467 ) -880




DECLASSIFIED BY: Ns1ce [ 1 b6 -1

B 08-0z2-2021

[ JsM-2589105 Serial 190 b7C -1

b7E -7

FD-1057 (Rev. 5-8-10)

SECREE//NOFORN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//Fe8e) | Date: 09/19/2018

From: SCO
SCO Team

Contact:

Approved By: I I

b6 -1,2
b7C -1,2
Drafted By: | | b7E -4,7,9,16
Case ID #: [ |sM-2589105 P& e |
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U//F@H@)l
Derived E . FBI NSIC CG
assify On: 20
Reference:
b7E -4,7
Enclosure(s): Enclosed are the following items:
Details:
On July 10 2018, writer performed open source research to establish
b6 -2
b7C -2
b7E -4

SEC ORN

FBI (20-cv-467)-881



[ M-2589105 Serial 190
bé -2

SEC RN b7C -2
b7E -4,7

Title: (U//Peve) | |
Re: [ |sM-2589105, 09/19/2018

bée -2
b7Cc -2
b7E -4

*

FBI (20-cv-467)-882



ALL INPORMATION CONTATHED

HEREIN 1S UNCLASSIFIED [ Jsm-2589105 Serial 191

DATE D9-02-2021 Emt[::::::::]marﬁm
FD-302 (Rev. 5-8-10)

-1 of 5-

UNCLASSIFIED/ /Foue

FEDERAL BUREAU OF INVESTIGATION

Date of entry 09/20/2018

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury proceeding. The
information may not be disseminated within or outside the FBI, except as provided for
under Federal Rule of Criminal Procedure 6(e) (3), wherein disclosure may be made to:
(1) an attorney for the government for use in performing that attorney's official
duties; or (2) any government personnel that an attorney for the government considers
necessary to assist in performing that attorney's official duties.

FINANCIAL RECORDS (NOT OBTAINED VIA NATIONAL SECURITY LETTER)
Information herein includes financial records obtained from a financial institution
(or information obtained from the financial records) not obtained using a national
security letter. Neither records nor information therein may be disseminated outside
the FBI, except as authorized by the Right to Financial Privacy Act (RFPA). Under the
RFPA, financial records (or information therein) may be transferred to another
government agency, but only if the transferring agency certifies in writing that there
is reason to believe that the records (or information therein) are relevant to a
legitimate law enforcement inquiry, intelligence or counterintelligence activity,
investigation, or analysis related to international terrorism within the jurisdiction
of the receiving agency, and the transferring agency provides a copy of the
certification and notice to the customer affiliated with the financial records. Such
notice may be delayed by court order.

bl -1

b3 -1,2
b6 -2,8
b7A -1
b7C -2,8
b7E -4,7

UNCLASSIFIED/ /FOUo bl -1

b3 -2

Investigatonon 08/21/2018 4 Washington, District Of Columbia, United States (In Person) :SA_ll
File# | m-2589105, Lo Date drafied 08/21/2018 b7Cc -1
™ b7E -7

byl I

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency. FBI (2 O-cv-467 ) -883



FD-302a (Rev. 05-08-10)

| |SM—2589105

b7E -7

[ JsmM-2585105 Serial 191

UNCLASSIFIED/ /FOve-

Continuation of FD-302 of

08/21/2018 2 of 5

,On , Page

bl -1
b3 -2

b6 -2
b7C -2
b7E -4,7

OTHER -Sealed
bl -1

b3 -1,2

b6 -2

b7A -1

b7C -2

b7E -4,7

UNCLASSIFIED/ /Fede- FBI (20-cv-467)-884



FD-302a (Rev. 05-08-10)

[ Jsm-2585105 Serial 191

b7E -7
UNCLASSIFIED/ /Foye-
[ Jsm-2589105

Continuation of FD-302 of ,on 08/21/2018  pe 3 of 5 b3 -1
b6 -2
b7C -2
b7E -4

UNCLASSIFIED/ /Feue

FBI (20-cv-467)-885



FD-302a (Rev. 05-08-10)

| lSM—2589105

[ [v-2585105 Serial 151
b7E -7

UNCLASSIFIED/ /Fo¥e-

Continuation of FD-302 of

4 of 5

on 08/21/2018  py

b3 -1
b6 -2

b7C -2
bL7E -4

b3 -1
b6 -2
b7C -2
b7E -4

UNCLASSIFIED/ /Fode FBI (Z0-Cv-467)-886



FD-302a (Rev. 05-08-10)

[ JsM-2589105 Serial 191

b7E -7
UNCLASSIFIED/ /FOYe
[ Jsm-2589105
Continuation of FD-302 of ,on 08/21/2018  pe 5 of 5
b3 -1
bé -2
b7C -2
b7E -4

UNCLASSIFIED/ /FOUe-

FBI (20-cv-467)-887



:ISM—2589105 Seriasl 192 b7E -7

EED%E@Z/NeFeRN++5&s
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

FD-1057 (Rev. 5-8-10)

Title: (U//P6¥6+ Analysis of] | Date: 09/20/2018

ClLasslslill 5y Hallo :

BEascH. 1. 4 (0

From: SCO DEClesstey oW 12-31 --nas
SCO Team DaTe: 09-22-2n214
Contact: BLL THFPOEMATION (UHTH HED

Henviw 12 umidszsiaae paowon
WHERE SHUWN DHERMIsE
Approved By: I b6 -1
b7C -1
I b7E -4,7,9,16

Drafted By: |

case ID #: [ |sM-2589105 T | |

_~"SPECTAL COUNSEL MATTERS;
i SENSITIVE INVESTIGATIVE MATTER

FINANCIAL RECORDS (NOT OBTAINED VIA NATIONAL SECURITY LETTER)
Information herein includes financial records obtained from a financial
institution (or information obtained from the financial records) not obtained
using a national security letter. Neither records nor information therein may
be disseminated outside the FBI, except as authorized by the Right to
Financial Privacy Act (RFPA). Under the RFPA, financial records (or
information therein) may be transferred to another government agency, but
only if the transferring agency certifies in writing that there is reason to
believe that the records (or information therein) are relevant to a
legitimate law enforcement inquiry, intelligence or counterintelligence
activity, investigation, or analysis related to international terrorism
within the jurisdiction of the receiving agency, and the transferring agency
provides a copy of the certification and notice to the customer affiliated
with the financial records. Such notice may be delayed by court order.

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury
proceeding. The information may not be disseminated within or outside the
FBI, except as provided for under Federal Rule of Criminal Procedure 6(e) (3),
wherein disclosure may be made to: (1) an attorney for the government for use
in performing that attorney's official duties; or (2) any government
personnel that an attorney for the government considers necessary to assist
in performing that attorney's official duties.

SECRET/ /NOFORN//EBE-

FBI (20-cv-467)-888



[ kv-2585105 Serial 192

b7E -4,7
SESRET/ /NeFORN//EES
Title: (U/APOBOY Analysis of|
Re: [ JsM-2589105, 09/20/2018
b7E -3,4
eclassify On: 204312
Enclosure(s): Enclosed are the following items:
1. (u//pevor| |
| I b7E -4
Details:
(U) Background
bl -1
s 7 b3 -2
{8) b7a -1

b7E -3,4,7,16

b7E -4

FBI (20-cv-467)-889



s .

[ JsM-2585105 serial 192

b7E -4,7
SECRET/ /NOFORN//HES-
Title: (U//M©86} Analysis of|
| |
Re: | FM—2589105, 09/20/2018
b7E -4
> —_—
(8)
bl -1
b3 -2
b7A -1
b7E -4,7,16
:g;saﬂngﬂefeRﬂffiﬁﬁr

FBI (20-cv-467)-890



[ Jem-2589105 Serial 132

b7E -4,7
_SECRET / /NOFORN/FEES-
Title: (U/ AFEHEY Analysis ofl
Re: SM-2589105, 09/20/2018
b7E -4,7
(U) Material Handling
,,,,,,,,,,,,,,,,,,, Fm bl _1
""""" ! b3 -2
b7E -4,16
(U//FE8€) Foreign Dissemination Request (FDR) information is provided
only for intelligence and lead purposes. It cannot be used in any
court proceeding or affidavit.
b7E -3,4,8
b7E -4

FBI (20-cv-467)-891



[ Jsm-2589105 Serial 192

b7E -4,7
_SEGRET/ ANOFORN//EBE-
Title: (U/A6¥6e4 Analysis ofl
Re: SM-2589105, 09/20/2018
b7E -4,7
bl -1
b3 -2
b7E -4,16

FBI (20-cv-467)-892



e

Title:

[ Jem-2589105 serial 192

_SEGRET/ /NOFORN//LES

/ FPOBE) Analysis ofl

SM—2589105, 09/20/2018

b7E -4,7
b7E -4

b6 -2
b7C -2
b7D -6
b7E -4,7

bl -1

b3 -2

b6 -2

b7C -2

b7E -3,4,16

WMMH-LE&

FBI (20-cv-467)-893



[ Jsm-2589105 serial 192

b7E -4,7
MZ/‘N&FGRN#'I:ES-

Title: (U/ /6968y Analysis ofl

Re: | |SM—2589105, 09/20/2018
be -2
b7C -2
b7E -3,4

b7E -4

@m@fmpemﬁms—

FBI (20-cv-467)-894



SM-2588105 Serial 192

b7E -4,7
_SECRET/ /NOFORN//LES
Title: (U/AFEBEY BAnalysis ofl
Re: SM-2589105, 09/20/2018
b7E -4
¢

_SECRET/ /NOFORN/-/HES

FBI (20-cv-467)-895



DECLASSTFIED BY: Wsco [ ] b6 -1
oN 09-02-2021 [ ]sM-2589105 Serial 193 b7C -1

b7E -7
FD-1057 (Rev. 5-8-10) j\CRE @
S

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//¥886) Open source research onl:l Date: 09/20/2018

From: SCO

SCO Team
Contact:
b6 -1
Approved By:I | b7C -1

b7E -4,7,9,16

Drafted By:I I

Case ID #: [ ]sM-2589105 ‘%U'}~~~—>§/_N_E) |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U//#88&) Open source research onl |

Derived
€lassify On: 20431

Enclosure(s): Enclosed are the following items:

b7E -4

T

Details:

FBI (20-cv-467)-896



[ 1sM-2589105 Serial 193

b7E -4,7
SEC
Title: (U//#e8e) Open source research onl
Re: I:|SM—2589105, 09/20/2018
b6 -2
b7C -2
b7E -4
b6 -2
b7C -2
b7E -4

FBI (20-cv-467)-897



[ km-2589105 Serial 193

b7E -4,7
Title: (U/ /#8896 Open source research onl
Re: I:|SM—2589105, 09/20/2018
b6 -2
b7C -2
b7E -4
b6 -2
b7C -2
b7E -4

*

SECRETAAMOFORN

FBI (20-cv-467)-898



I:lSM-ZSSQlGS Serial 194 Clasoisivn oy Moo I:l

BELGLM 1 4 (0

FD-1036 (Rev. 10-16-2009) CECLASETIEFY OM: 12-31-2043
- eV. - -
BATE: DE-sg-ocnnd
SESRET/ /MNOESRY bl -1
4] b3 -2
FEDERAL BUREAU OF INVESTIGATION b6 -1
ALL THSUEMETION ComTATaRT Import Form b7C -1
HERETH 15 UNDIABSTRIED Buowby b7E -7,15
WHERE SHOWH OTHERWISE
Form Type: EMAIL - Email Date: 09/21/2018
Title: (S//¥H
Approved By: | |
bl -1
b3 -2
Drafted By: | | b6 -1
b7c -1
Case ID #: I:|SM—2589 05 M/-N—E) | b7E -7,15,16
i SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
_Svpnobsis: (S AN-F—J
assify On: 20431
*

bl -1
W/N@F@E |11 b1 -1

b7E -15

FBI (20-cv-467)-899



DECILESSTIFIED HY: HETIG :

ON 03-02-2021 [ JsM-2589105 Serial 195 be -1
FD-1057 (Rev. 5-8-10) b7E -7
SEBﬁET//NGFGFﬁP

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//FEHE) Open Source research on Date: 09/24/2018

From: SCO

SCO Team
Contact:
Approved By: I I b6 -1,2
b7C -1,2
Drafted By: | | b7E -4,7,9,16
case ID #: [ |sM-2589105 e |
4l SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U/e8e-) To document open source research performed on
bl -1
Reference] \55? b3 -2
i b7E -7
Enclosure(s): Enclosed are the following items:
b6 -2
b7C -2
b7E -4

Details:

FBI (20-cv-467)-900



[ JsM-2589105 Serial 195

b6 -2
SECRETL/NOFORN b7C -2
b7E -4,7

Title: (U/ /Fe8e) Open Source research onl
Re: [ JsM-2589105, 09/24/2018

b6 -2
b7C -2
b7E -4
b6 -2
b7Cc -2
b7E -4

FBI (20-cv-467)-901



[ sM-2589105 Serial 195

SEC ORN b6 -2
b7C -2
Title: (U//FeHS) Open Source research onl b7E -7

Re: [ |sM-2589105, 09/24/2018

bé -2
b7C -2
b7E -4
b6 -2
b7C -2
b7E -4

*

FBI (20-cv-467)-902



ALL INFORMATICN CONTATNED
HEBRIN 12 UNCLARSTFIRD I:lSl‘~ﬁ—2589105 Serial 15%6

BAYE He-nsopan mf:l netre
-1 of 4-

FD-302 (Rev. 5-8-10)

UNCLASSIFIED/ /Fouo-

FEDERAL BUREAU OF INVESTIGATION

Date of entry 10/01/2018

FEDERAL GRAND JURY INFORMATION
This document contains information pertaining to a federal grand jury proceeding. The
information may not be disseminated within or outside the FBI, except as provided for
under Federal Rule of Criminal Procedure 6(e) (3), wherein disclosure may be made to:
(1) an attorney for the government for use in performing that attorney's official
duties; or (2) any government personnel that an attorney for the government considers
necessary to assist in performing that attorney's official duties.

FINANCIAL RECORDS (NOT OBTAINED VIA NATIONAL SECURITY LETTER)
Information herein includes financial records obtained from a financial institution
(or information obtained from the financial records) not obtained using a national
security letter. Neither records nor information therein may be disseminated outside
the FBI, except as authorized by the Right to Financial Privacy Act (RFPA). Under the
RFPA, financial records (or information therein) may be transferred to another
government agency, but only if the transferring agency certifies in writing that there
is reason to believe that the records (or information therein) are relevant to a
legitimate law enforcement inquiry, intelligence or counterintelligence activity,
investigation, or analysis related to international terrorism within the jurisdiction
of the receiving agency, and the transferring agency provides a copy of the
certification and notice to the customer affiliated with the financial records. Such
notice may be delayed by court order.
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