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HEBEIN IS UNCLASSIFIED
DATE 09-g8-z021 By[ | NSICG
FD-302 (Rev. 5-8-10) -1 of 2- b7E -7

UNCLASSIFIED//Fove

FEDERAL BUREAU OF INVESTIGATION
Date of entry 03/26/2018

On January 18th 2018, a 2703 (d) Court Order OTHER -Sealed

was sent to b6 -2
b7C -2
b7E -4

UNCLASSIFIED/ /Foue-

b6 -1
b7C -1
03/23/2018 b7E -7,8

Investigationon  01/29/2018 at | | United states (Email)

File # | lSM_ 2589105 Date drafted

by I I
This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not
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to be distributed outside your agency.



[ IsM-2589105 Serial 21
b7E -7

FD-302a (Rev. 05-08-10)
UNCLASSIFIED//Foue

I:lSM—2589lO5

(U//FE¥e) 2703 (d)
on 01/29/2018 pu. 2 of 2

ConﬁnuaﬁonofFIL302of| |

OTHER -Sealed
b6 -2
b7C -2
b7E -4

Order Returns from

UNCLASSIFIED/ /EoUe- FBI (20-cv-467)-312



DECiResieaEn By menon |:|

oM 0%-08-2021 |:|SM~2589105 Serial 22

be -1
FD-1036 (Rev. 10-16-2009) b7C -1
SESRET/ /NOFORN- b7E -7
FEDERAL BUREAU OF INVESTIGATION
Import Form
Form Type: OTHER - Other Date: 03/26/2018
Title: (U) | |
Approved By: | |
b6 -1,2
b7C -1,2

Drafted By:l

Case ID #: I:|SM—2589105
il

P e |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

b7E -4,7,16

Synopsis: (U)I

¢

assify On: 20431

“SECSRET/ /NOFORN-

FBI (20-cv-467)-313
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BEREIR 15 UNLLAaS il I:lSM-2589105 Serial 23 b6 -1

BATE HG-ne-2ani m‘t:'mmm b7C -1
FD-302 (Rev. 5-8-10) -1 of 5- b7E -7

UNCLASSIFIED/ /fFReUe-
FEDERAL BUREAU OF INVESTIGATION

Date of entry 03/27/2018

(U/ /Fee) Sh | conducted a review of 2$c_:—L:,L22
|and found the following: b7E _4,

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -2,4
b7C -2,4
b7E -4

OTHER -Sealed
b6 -2
b7C -2
b7E -4
UNCLASSIFIED/ [BoYer
Investigation on 03/21/2018 4 Washington, District Of Columbia, United States (In Person) b6 -1
File # | |5M‘2589105 Date drafied 03/23/2018 b7C -1
b7E -7
by |

This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not
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to be distributed outside your agency.



SM-2589105 Serial 23

FD-302a (Rev. 05-08-10)
b7E -7
UNCLASSIFIED/ /FoUe

:ISM—2589105

Continuation of FD-302 of (U/ /re8e) I I

on 03/21/2018 py. 2 of 5

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -2
b7Cc -2
b7E -4

UNCLASSIFIED/ AFoye- FBI (20-cv-467)-315
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UNCLASSIFIED/ AFeye-

FD-302a (Rev. 05-08-10)
b7E -7

I:|SM—2589105

QmmmmmnMFD302M‘(U//f@U@)| I

on 03/21/2018 py. 3 of 5

OTHER -Sealed

b6 -2
— b7C -2
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

UNCLASSIFIED/ /AFeve FBI (20-cv-467)-316



[ JsM-2589105 Seriaf 23

FD-302a (Rev. 05-08-10)
b7E -7
UNCLASSIFIED/ /EoUe

[ Ju-2589105

Continuation of FD-302 of (U/ /Eeue) I

On 03/21/2018  Page 4 of 5
OTHER -Sealed

—_— b6 -2
b7C -2
b7E -4

OTHER -Sealed
b6 -2
b7C -2
b7E -4

b6 -2
b7C -2
b7E -4

UNCLASSIFIED/ /FoUc- FBI (20-cv-467)-317



[ IsM-2589105 Serial 23

FD-302a (Rev. 05-08-10)
b7E -7
UNCLASSIFIED/ AFoue-
[ m-2589105

Continuation of FD-302 of (U/ AF68&9 con 03/21/2018  ppe 5 0of 5
b6 -2
p7C -2

b7E -4

UNCLASSIFIED/ /[Foue- FBI (20-cv-467)-318



DECiResieaEn By menon |:|
B BE-Besatsl SM~2589105 Serial 24 b6 -1
b7C -1
FD-1036 (Rev. 10-16-2009) b7E -7
UNCLASSIFIED/ /Eoue-

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: FD-1023 Date: 03/28/2018
Title: (U) | |
Approved By: | | b6 -1
b7C -1
b7D -2
Drafted By: | | b7E -7,16
case D #: [ |sM-2589105 /A |
o -~ SPECIAL COUNSEL MATTERS;
iU:l SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U) CHS Provided further information on
b7D -3
L &4
UNCLASSIFIED/ [EoUe

FBI (20-cv-467)-319



DECILESSTIFIED HY: HETIG

o 03-03-2021 [ [ IsM-2589105 Seriaf 25 b6 -1

b7C -1
FD-1036 (Rev. 10-16-2009) -
UNCLASSIFIED/ /FebYe- b7E -7

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: FD-1023 Date: 03/28/2018
Title: (U) |
b6 -1
A d By:
pproved By b7C -1
b7D -2
Drafted By: | | b7E -7,16
Case ID #: [ ]sM-2589105 el
'HF SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U) CHS Provided further information onl
b7D -3
L &4
UNCLASSIFIED/ /Febe-

FBI (20-cv-467)-320



ALL TNFORMATION CONTATNED b6 -1
HEREIN 5 UNCLASSIEIED SM-~2589105 Serial 26 b7C -1

DATE nS-De-2n71 BY |:|zmmc:
-1 of 5- b7E -7
FD-302 (Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 03/28/2018

On 03/23/2018, ssa | | reviewed return material from
federal search warrant in relation tol |
I OTHER -Sealed
b6 -1,2
b7C -1,2
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4
Washington, District Of Columbia, United States (, Other
Investigation on 03/23/2018 at I b6 -1
b7C -1
Fite # | pr-2589105 Date drafied  03/23/2018 b7E -4,7

byl |

This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency. FEI ( 25}-@!—46?}'32 i




FD-302a Rev. 03-08-10) [ IsM-2589105 Serial 26 o

[:::]SM—2589105

Continuation of FD-302 of (U) I I ,On

03/23/2018 2 of 5

, Page

OTHER -Sealed
b6 -2
b7C -2
b7E -4

|
OTHER -Sealed

b6 -2
b7C -2
b7E -4

OT&ER -Sealed
b6 -2
b7C -2
b7E -4

OTHER -Sealed
bl -1
T b3 -1,2
e E - 1
b7A -1
b7C -2
b7E -4,7

OTHER -Sealed
5 bl -1

b3 -1,2

b6 -2

b7A -1

b7C -2

b7E -4,7

FBI (20-cv-467)-322
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[ Jsw-2589105

[ bM-2589105 Serial 26

Continuation of FD-302 of (U)l

,On

03/23/2018

, Page

b7E -7

3 of 5
OTHER -Sealed

b6 -2
b7C -2

b7E -4

OTHER -Sealed
b6 -2,4

b7C -2,4

b7E -4

OTHER -Sealed
b6 -2
b7C -2
b7E -4

OTHER -Sealed
bl -1

b3 -2

b6 -2

b7A -1

b7C -2

b7E -4,7

FBI (20-cv-467)-323



[ IsM-2589105 Serial 26 b7E -7

FD-302a (Rev. 05-08-10)

[ Jem-2589105

Continuation of FD-302 of (U)I

On 03/23/2018  Page 4 of 5
OTHER -Sealed

b6 -2

b7C -2

b7E -4
b6 -1,2
b7C -1,2
b7E -4

b6 -2

b7C -2
b7E -4
b6 -2
b7C -2
b7E -4
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ALL THAUHEMATION CNTETHED
HEREIN 1S UNCLASSTFIED I:lSM_2589105 Serial 27 b6 -1
DATE 08-285-2021 BY NSICG b7C -1
FD-302 (Rev. 5-8-10) -1 ot 5- b7E -7
FEDERAL BUREAU OF INVESTIGATION

Date of entry 03/28/2018

on 03/26/2018, SSA | | reviewed a production return from

Search Warrantl

OTHER -Sealed

b6 -1,2,4
b7C -1,2,4
b7E -4

OTHER -Sealed

b6 -2
b7Cc -2
b7E -4

OTHER -Sealed

be -1
Washington, District Of Columbia, United States (, Other b7C -1
Investigation on 03/26/2018 atl b7E -4,7
File # | SM-2589105 Date drafied | 03/26/2018

by | |
This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not
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to be distributed outside your agency.
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[ Jsu-2589105
Continuation of FD-302 of (U) SearchWarrantl |Review _On 03/26/2018 Page 2 ©f 5
OTHER -Sealed
b6 -2,4
b7C -2,4
b7E -4
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SM~2589105 Serial 27 b7E -7

FD-302a (Rev. 05-08-10)

I:|SM—2589105

Continuation of FD-302 of (U) SearchWarrantl |Review _On 03/26/2018 Page 3 ©of 5

OTHER -Sealed
b6 -2,4

b7C -2,4

b7E -4

FBI (20-cv-467)-328



FD-302a (Rev. 05-08-10)

[ Jsm-2589105

Continuation of FD-302 of (U) SearchWarrantl |Review

SM~2589105 Serial 27

03/26/2018

b7E -7

page 4 Of 5

OTHER -Sealed
b6 -2,4

b7C -2,4

b7E -4

OTHER -Sealed
bl -1

b3 -2

b6 -2

b7a -1

b7C -2

b7E -4,7

OTHER -Sealed
bl -1

b3 -2

b6 -2

b7A -1

b7C -2

b7E -4,7

FBI (20-cv-467)-3290



SM~2589105 Serial 27 b7E -7

FD-302a (Rev. 05-08-10)

I:|SM—2589105

Continuation of FD-302 of (U) SearchWarrant[:::::]Review on 03/26/2018 page O ©Of 5
OTHER -Sealed

bl -1
b3 -2
b6 -2
The 2703 (d) LeT UL | b7a -1

'E"S"? ,,,,,,,,,,, b7C -2
b7E -4,7

OTHER -Sealed
b6 -2
b7C -2
b7E -4

FBI (20-cv-467)-330



ALL TM-ORMATIOH CNTATHED
HEBEIN 158 UM LASSTIEIED
LAate De-26-2021 HY Hali G

FD-302 Rev. 5-8-10)

SM-~2589105 Serial 28

-1 of 2-

UNCLASSIFIED/ /Fove-

FEDERAL BUREAU OF INVESTIGATION

Date of entry

b6 -1
b7C -1
b7E -7

03/29/2018

OTHER -Sealed
b6 -2

(AGENT NOTE: I:ISM—2589105 Serial 21 was created with an incorrect
b7C -2

attachment.

The attachment included herein is the correct attachment) bTE -4.7

(U//e8&) On January 18th 2018, a 2703 (d) Court Order

| was sent tol

UNCLASSIFIED/ AEcUe

Investigationon  03/28/2018 5 I

IUnited States (Email)

b6 -1
b7C -1

Date drafted

byI I

03/28/2018 b7E -7,8

This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency.
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SM-~2589105 Serial 28 b7E -7

FD-302a (Rev. 05-08-10)

UNCLASSIFIED/ /FO¥e

[ Jem-2589105

(U/e8e3 2703 (d) Order Returns from

Continuation of FD-302 of . On 2 of 2
OTHER -Sealed

b6 -2

b7C -2

b7E -4

03/28/2018  pyge

UNCLASSIFIED/ fEGYe FBI (20-cv-467)-332



FD-1057 (Rev. 5-8-10)

SM-2589105 Serial 29

b7E -7
EEER@//-@RG@N—/N@FGRN-
FEDERAL BUREAU OF INVESTIGATION
Electronic Communication
. . . b7E -6
Title: (U//#€8€) CD/0OGC Authorization for Date: 03/30/2018
Access for Special Counsel Office Federal
Prosecutor ALL THPOEMATION THTAINELL
HEpzEiW 185 UMD L 28513 18D B BT
WHEEE SHIGH DTHEEWIEE
From: SCO
4CO Team Clasgreien By mstee [ 1
BEREIE. 1 .2 (0}
Contact: DECLASSIFY ON: 12-31-2043
DAaTE:. O3-15-2021
Approved By: | | b6 -1
MILLER KAREN DAVIS bTC -1
b7E -7,9
Drafted By: | |
Case ID #: [::::]SM—2589105 (U) RESTRICTED - Access Denied
Synopsis: (U//F88e) To provide Deputy Assistant Director, FBI-SM and
Section Chief, 0OGC/National Security and Cyber Law Branch (NSCLB)
concurrence for a Special Counsel Office Federal Prosecutor to access BTE -6
classify On: 204312
Details:
n%)ﬁyANP) FBI-SM, which is assigned to support the Special Counsel's
Office (SCO), seeks to document FBI-SM Deputy Assistant Director (DAD)
approval, and obtain NSCLB Section Chief (SC) approval, for federal bl -1
prosecutor accessl |This request seeks access to all b3 -2
,,,,, current and future dockets associated with the captioned case,l | b6 -3
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, b7A -1
b7C -3
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, for federal prosecutor | [ bTE -3,6,7

'SESRET/ /ORSON /NOFORN

FBI (20-cv-467)-333



[ ]sM-2589105 Serial 29

SESRET/ /OREON/NOFORN bTE -6,7

Title: (U/ /e8e) CD/0OGC Authorization for Access for Special
Counsel Office Federal Prosecutor

Re: I:|SM—2589105, 03/30/2018

,Mbé//ﬁﬁ) FBI-SM asserts an operational necessity for the access. The
federal prosecutor identified above is assigned to the SCO and is
integrated with FBI-SM. Access 1is requested for the duration of the

prosecutor's involvement with the SCO.

bl -1
b3 -2
b6 -3
b7C -3
b7E -12

bl -1

b3 -2

b6 -3
b7C -3
b7E -6,12

bl -1
b3 -2
b7E -12

SESRET/ fORCON/ROFORN

FBI (20-cv-467)-334



[ ]sM-2589105 Serial 29 b7E -7

S T/ [ORCON/NOFORN
SESRET,

Title: (U//#e8e) CD/0OGC Authorization for Access for Special

Counsel Office Federal Prosecutor b7E -6,7
Re: [____ |sM-2589105, 03/30/2018
(3] b1 -1
b3 -2
b7E -12
(U/ /e8e) DAD David Archey was verbally briefed on and approved
prosecutorl |access on 3/27. In DAD David b6 -1,3
Archey's absence, A/DAD | | will sign this EC. b7Cc -1,3
b7E -6

¢

S T/ /fOREON/NOESRN

FBI (20-cv-467)-335



SM-~-2589105 Serial 30 b7E -7
FD-1057 (Rev. 5-8-10)
“SESRET/ /OREON/NOFORN-
FEDERAL BUREAU OF INVESTIGATION
Electronic Communication
Title: (U//F68%&) CD/0OGC Authorization for Date: 03/30/2018 b7E -6
| . |Access for Special Counsel R x. T
Office Federal Prosecutor UYEFIN 7= NI ASTTIRIND Wiioow
WHEHE SHIRH DTHEHWI SR
From: SCO ciassreren mv: mstee [
SCO Team Beaatm 1 o4 0
Contact: DECLAaEsIFY OB 12-31-2043
) DAaTE: Da-15-2001
Approved By: | | b6 -1
MILLER KAREN DAVIS b7C -1
b7E -7,9
Drafted By: | |
Case ID #: [:::]SM—2589105 (U) RESTRICTED - Access Denied
Synopsis: (U//#68&) To provide Deputy Assistant Director,
Counterintelligence Division (CD), and Deputy General Counsel,
National Security and Cyber Law Branch (NSCLB), Office of the General
Counsel (OGC), concurrence for a Special Counsel Office Federal
Prosecutor to accessl in support of the captioned case. b7E -6
ssify On: 2043
Details: bl -1
b3 -2
%Hi """"""""" }é/%&?) The FBI Investigative Team assigned to support the Special b6 -3
‘ g g PP P b7A -1
Counsel Office's (SCO) investigations seeks document CD DAD approval, b7C -3
and seek NSCLB SC approval for federal prosecutor access to b7E -3,6,7
This request seeks access to all collection related to the
captioned case,l }fm
rrrrrrr TOr rederal prosecutor -
,,,,,,,,,,,,,, ,}gyﬁNE) The FBI Investigative Team asserts an operational necessity

for the access. The federal prosecutor identified above is

assigned to the captioned investigation and is integrated into the

‘SESRET/ /ORCON/NOFORN-

FBI (20-cv-467)-336



SM-2589105 Serial 30 b7E -7

S T / /-ORGGN-/-NOFSRN-
SESRET,

Title: (U//Ee8e) CD/0OGC Authorization for Access for b7E -6,7
Special Counsel Office Federal Prosecutor

Re: [ JsM-2589105, 03/30/2018

FBI Investigative Team. Access 1s requested for the duration of any

potential prosecution.

— (5

bl -1
b3 -2
b6 -3
b7C -3
b7E -12
bl -1
b3 -2
b7E -12
bl -1
b3 -2
b7E -12

'SESRET/ fFOREON/NOFORN

FBI (20-cv-467)-337



SM-2589105 Serial 30 b7E -7

SESRET/ /ORCON /HOFORN

Title: (U/ A8 CD/OGC Authorization for Access for

Special Counsel Office Federal Prosecutor b7E -6,7
Re: [ JsM-2589105, 03/30/2018
(U/ /86) DAD David Archey was verbally briefed on and approved
prosecutorl |receiving access on 3/27. In DAD David igc_ii33
Archey's absence, A/DADI Iwill sign this EC. bIE -6
L &4
S T/ [CRCON /NOFORN-

FBI (20-cv-467)-338



SM-~2589105 Serial 31

b7E -7
FD-1057 (Rev. 5-8-10)

"SESRET/ ANCECRM
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Case support request regarding DNC

Date: 04/03/2018
analysis
ALl INFUBMATION CRTATNED

BEEEIM T: UMD IRESTRIRD Raieoy
cc - (OST) WHERE PEOWH UTHERWIGE
(UC)
CLASSIPIED By Ha1oh [:::::::::]
BEASON 14 o3 b6 -1
DEClasstey oM 1231040 b7C -1
DATE: Da-dn-Tnzl b7E -8
From: CYBER
Contact: |
Approved By:l |
be -1
Drafted By: | | b7C -1
b7E -7,9,16
case ID #: [ JsM-2589105 U o |

|

SPECIAL COUNSEL MATTERS;

SENSITIVE INVESTIGATIVE MATTER
SM-2589105- {[I}(X%/ /a42) | |

¥

HACK

SPECIAL COUNSEL MATTERS;

“EAW—ENFORCEMENT—SENS I T/

This information is
tribal,

roperty of the FBI and ma
or local government la

Further distribution witho
should be tak

ributed to state,
icials with a need-to-know.

is prohibited.
nsure this information is store
at precludes unauthorized access.

authoriza

Precautions

r destroyed in a

Synopsis: (U//+e8e) The Special Counsel's Office requests additional

analysis in supporting of ongoing investigation regarding DNC
intrusions.

Derived
Securit

assify On: 2028123

'SESRET/ ANGFORN

FBI (20-cv-467)-339



SM-~2589105 Serial 31

SpsReT) Areroms

Title: (U) Case support request regarding DNC analysis
Re: [ JsM-2589105, 04/03/2018

Reference: ~i

[}

Details:

Indicates required information.

1. (U//Fe¥e) General

1.1 *Request POC

b7E -7
bl -1
b3 -2
b7E -7
b6 -1
b7C -1
b7E -9
b7E -4,8

_SECRET/ Atororst

FBI (20-cv-467)-340



SM-2589105 Serial 31 b7E 7

SESRET/ AtoForet

Title: (U) Case support request regarding DNC analysis
Re: [ |sM-2589105, 04/03/2018

b7E -3,4,8

S T/ AOFORN-

FBI (20-cv-467)-341



SM-2589105 Serial 31 L7E -7

SESRET/ /NOFORN

Title: (U) Case support request regarding DNC analysis
Re: I:|SM—2589105, 04/03/2018

b6 -8
b7C -8
b7E -3,4,8

SESRET/ /MOFORN

FBI (20-cv-467)-342



SM-2589105 Serial 31

'SECRET/ /ANOFORN b7E -7

Title: (U) Case support request regarding DNC analysis
Re: |:|SM—2589105, 04/03/2018

b7E -4,8

“SESRET/ /NOFORN

FBI (20-cv-467)-343



[ Jsm-2589105 Serial 31

b7E -7
SESRET/ ANCFORN
Title: (U) Case support request regarding DNC analysis
Re: [ |sM-2589105, 04/03/2018
b7E -4

“SESRET/ /NOFORN

FBI (20-cv-467)-344



SM-2589105 Serial 31

SESRET/ /3OFORN

Title: (U) Case support request regarding DNC analysis

Re: I:|SM—2589105, 04/03/2018

4. (U//F6Ye) Case Background

4.1 Case Title
SCO is investigating Russian
interference in the 2016 U.S.
Presidential Election through
the the theft of documents
obtained from computer

4.2 *Short case summary/overview
intrusions into facilities
belonging to persons or entities
tied to U.S. political groups
and the timed release of these
documents to the public.

SESRET/ /MNOFORN

b7E

b7E

b7E

-7

-4

-16

FBI (20-cv-467)-345



SM-~2589105 Serial 31

b7E -7
SESRET/ /NOFORN
Title: (U) Case support request regarding DNC analysis
Re: I:|SM—2589105, 04/03/2018
g
bl -1
b3 -2
b7a -1
b7E -4,7,8

“SESRET/ ANOFORN

FBI (20-cv-467)-346



[ sM-2589105 Seriaf 31
SESRET/ /NeFer b7E -7

Title: (U) Case support request regarding DNC analysis
Re: [ |M-2589105, 04/03/2018

5. (U//#eU8) Field Office Information

5.1 Primary Field Office SM (SCO)

5.2 Headquarters Program Manager | N/A

5.3 *Primary Case Agent
b6 -1
b7C -1

5.4 Additional Contact

Information

6. (U//EeBe)Additional Information: Use the section below to

expand upon the answers provided above. Please identify the topic

you are addressing when providing the additional details below.

In order to properly specify SCO needs related to this request

and minimize excess efforts by SCO plans on maintaining

regular weekly contact with the POC to limit analysis to

specific SCO needs. Such contact would be through SCO SA b6 -1
b7C -1

l | b7E -8

“SECRET / ROFORN

FBI (20-cv-467)-347
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“SESRET/ /MOFORN bTE -7

Title: (U) Case support request regarding DNC analysis
Re: [ |smM-2589105, 04/03/2018

¢

_SEGRET/ AVoFOR

10
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[ IsM-2589105 Serial 32 b1 -1

b3 -2
FD-1057 (Rev. 5-8-10)
I b7E -7,15
Esa@meseml: 18

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U//Fe8e) To document predication of Date: 04/03/2018
additional subjects.

From: SCO

SCO Team ALL THFCRMATION CONTATNED
HERETN IS UNCLASSIFIED EXCEDRT
Contact: WHERE SHOWN OTHERWISE
CLASSTFIED BY Wetco I:l
Approved By: Beasim 1 & i

DECLAESIFY UH 12310043
HATE: O08-1h-200]1

David W Archey
b6 -1
| b7C -1
b7E -7,9,16

Drafted By:l

Case ID #: [ |sM-2589105 ([} &/ /A |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U//+e8e) To document predication of additional subjects.

assify On: 202812

éﬂj Details:

x>€/ﬁNE) The captioned investigation was initially opened to
investigate unknown subjects who may have distributed to Guccifer 2.0
and Wikileaks, in an unauthorized manner, electronic communications
obtained by the Russian Government through the illegal hacking of U.S.
Democratic Party-associated individuals and entities (to include, but
not limited to, the Democratic National Committee, or DNC; the
Democratic Congressional Campaign Committee, or DCCC; and/or various

members of Hillary Clinton’s presidential campaign). | |

bl -1
b3 -2
b7E -3,15

W/ /NOEORMN

2

FBI (20-cv-467)-349



[ IsM-2589105 Serial 32

b1 -1
'SESRET/ /NeFeR b3 -2
(5] b7E -7,15
Title: (U//#e8e) To document predication of additional subjects.
Re: [ |sM-2589105, 04/03/2018
bl -1
"""""""" b3 -2
777777777777 b7A -1
iE:l b7E -3,7
(U/ /Pe8e) Subsequent to the opening of the captioned investigation,
the Special Counsel's Office (SCO) assessed the importance of
combining various investigative lines into a joint conspiracy
investigation related to Russian interference in the 2016 U.S.
Presidential Election through a number of computer intrusions and
public releases of documents obtained from those criminal
intrusions. For tracking purposes, SCO investigation into additional
actors involved in this conspiracy will be documented in this
investigative file for the following predicated subjects:
(U//B=ee) Hackers
(u/ /eene) |
b7E -4
(U/ /Pe8e) The SCO 1s incorporating computer intrusion activities
related to 2016 U.S. Presidential Election interference by these
subjects, referred to as FANCY BEAR, into the captioned investigation.
(U/ /e8¥e) Guccifer 2.0
(U/ /FPe8e) A day after Crowdstrike released its report about the DNC
instrusions, an individual utilizing the moniker "Guccifer 2.0" set up
a wordpress.com account and posted information refuting Crowdstrike's
claims by stating that Guccifer 2.0 was the "lone hacker" responsible
for the intrusions. Guccifer 2.0 posted portions of the hacked
“SESRET/ /NoFeRy bl -1
NS b3 -2
2 b7E -15

FBI (20-cv-467)-350



SM-2589105 Serial 32

bl -1
! b3 -2
_SESRET/ /HEFoR) 18] b7E 7,15

Title: (U/ /#e86) To document predication of additional subjects.
Re: [ |sM-2589105, 04/03/2018

documents from DNC on his wordpress.com page as evidence of his/her
guilt.

(U/ fme8e-) Guccifer 2.0 continued to post alleged, hacked DNC documents
on his wordpress.com website, advertising the postings on

Twitter. Additionally, Guccifer 2.0 identified that he/she was
sharing documents he/she obtained from the DCCC through WikiLeaks.

b7E -4
(U/ e8e) Campaign advisor Roger Stone engaged in communications with
Guccifer 2.0 as noted in the opening EC.
(U/ AEe8e) The SCO 1s incorporating Guccifer 2.0 into a conspiracy
related to the public release of stolen files obtained during illicit
computer intrusions for the purpose of interfering in the 2016 U.S.
Presidential Election.
(U//#e8e) DCLeaks
{3 A |
: : : bl -1
%Srwﬁww+f””” | The first posting on the DCLeaks webslite occurred b3 -2

during June 2016. Portions of the data posted appear to be linked to b7E -3,7,15

victims of earlier spearphishing campaigns, including John Podesta,

_SESRET/ /NoroR mn

!

3
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[ kMm-2589105 serial 32 b1 -1

b3 -2
| b7E -7,15
SECRET/ /MNoFoRe 15

Title: (U/ /+#e86) To document predication of additional subjects.

Re: [::::FM—2589105, 04/03/2018

5 bl -1
b3 -2
b7A -1
b7E -3,4,7
b7E -4

(U/ /o) The SCO is incorporating DCLeaks into a conspiracy related
to the public release of stolen files obtained during illicit computer
intrusions for the purpose of interfering in the 2016 U.S.

Presidential Election.

b6 -2
b7C -2
b7E -3
(U/ /Pe8e) The SCO is adding the above discussed known subjects and
unknown subjects associated with the conspiracy to interfere in the
2016 U.S. Presidential Election through computer intrusions and
bl -1
“SESRET/ /3Norory |, b3 -2
18] b7E -15

4

FBI (20-cv-467)-352



[ kM-2589105 Serial 32

b1 -1
SESRET/ /NoFeR] N3 b3 -2
g y b7E -7,15
Title: (U/ /=e8e) To document predication of additional subjects.
Re: [ |sM-2589105, 04/03/2018
release of stolen documents obtained through those intrusions. These

additional subjects include, but are not limited to, individuals

identified as FANCY BEAR actors involved in intrusions of the DNC and

b6 -2
DCCC and spears related to various presidential campaign associates, b7C -2
Guccifer 2.0, DCLeaks, b7E -3

¢

bl -1
_SEeRET/ fvorer] ) b3 -2

b7E -15

J—
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ALL IMIURMATIUN UNTRAINED

HEREIN IS UNCLASSIEIED SM-2589105 Serial 33 b6 -1

LATE 0O8-185-2021 HBY NallG b7C -1
-1 of 1-

b7E -7

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/04/2018

b7E -4
Analysis
b7E -4
Washington, District Of Columbia, United States (Email, In b6 -1
Investigation on 03/29/2018 4 Person) b7C -1
b7E -7
03/29/2018

Date drafted

File # I:|SM—2589105
by |

This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not
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to be distributed outside your agency.
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HEREIN 15 UNCLASSIEIRD SM~2589105 Serial 34 b6 -1
DATE O8%-i8-2n71 m‘t:'mmm

-1 of 3- b7Cc -1

b7E -7

FD-302 Rev. 5-8-10)

FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/04/2018

Summary:
Analysis: b7E -4
b7E -4
b6 -4

b7C -4

b7E -4

b7E -4

Investigation on 03/28/2018 4 Washington, District Of Columbia, United States (Email) b6 -1

File # | |5M‘2589105 Date drafied 03/28/2018 b7C -1

b7E -7

by |
This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not

FBI (20-cv-467)-355

to be distributed outside your agency.



[ IsM-2589105 Serial 34

FD-302a (Rev. 05-08-10)
SM—-2589105 b7E -4,7

(W) | |

Continuation of FD-302 of on 03/28/2018  py. 2 of 3

b7E -4
b6 -4

b7C -4
b7E -4
b6 -4

b7C -4
b7E -4
b7E -4
b6 -4

b7C -4
b7E -4
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FD-302a ( 0)
Rfﬁ[‘swz&ssmo&s b7E 4.7

) | |

Continuation of FD-302 of on 03/28/2018  py. 3 of 3

b7E -4
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DECLaSSIFIED BY: Nstoo [ ] b6 -1
ON 03-15-2021 [ lsmM-2589105 Serial 35 b7C -1

b7E -7
FD-1057 (Rev. 5-8-10)
M//—N@F—ORN—
FEDERAL BUREAU OF INVESTIGATION
Electronic Communication
Title: (U) To document the request and approval Date: 04/04/2018
of additional case funds.
cc: |
From: SCO
Contact: |
Approved By: ASAC | b6 -1
b7C -1

b7E -7,9,16
Drafted By: | |

Case ID #: | | (U) Special Counsel's Office;
Administrative Matters

SM-2589105 {[]}p&/ AFF) |
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) The Special Counsel's Office requested an additional
|which was approved by Section Chief

Lori Welch.

b7E -4,16,17

assify On: 20281

_SECRET/ /NOFORN

FBI (20-cv-467)-358



[ sM-2589105 Serial 35

b7E -7
_SECRET/ ANOFORMN
Title: (U) To document the request and approval of additional case
funds.
Re: | | 04/04/2018
b7E -4,17
_SEGRET/ /NOFORN

FBI (20-cv-467)-359



[ IsM-2589105 Serial 35
_SEGRET/ /NOFORN

b7E -7

Title: (U) To document the request and approval of additional case
funds.
Re: | | 04/04/2018
In summary, would result
in significant value to SCO investigations regarding the hacks of the
DNC and DCCC, as well as the strategic release of hacked documents, to b7E -4,17
interfere in the 2016 U.S. Presidential Election. This info would
expedite and enhance SCO investigative efforts related to this broad
investigation.
ASAC conferred with Section Chief Lori Welch,
Counterintelligence Division, Budget Unit and the funding request has

b6 -1
been approved. | | bIC -1

b7E -4,17

¢

_SEERET/ [AHOFORN
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ALL IMIURMATIUN UNTRAINED
HEREIN IS UNCLASSIEIED SM-2589105 Serial 36 e 1

BAYE HG-t4-pan mt|:| netre
-1 of 1- b7Cc -1

FD-302 Rev. 5-8-10)
b7E -7

FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/04/2018

b6 -1,2

b7C -1,2
b7D -2,3
b7E -4,8

b7D -3
b7E -4,8

Investigation on 03/28/2018 4 Washington, District Of Columbia, United States (Email) b6 -1
04/03/2018 b7C -1

File # | |SM_2 589105 Date drafted bTE -7

by | |
This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not
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DECLASsTFRIED By msrec [ ] b6 -1
ON 09-17-2021 [ ]sM~2589105 Serial 37 b7C -1
b7E -7

FD-1036 (Rev. 10-16-2009)

“SECRET/ /NOEORN
FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: LHM - Letter Head Memorandum Date: 04/04/2018

Title: (U) MLAT tol

Approved By:l |

Drafted By:l |

b6 -1

b7c -1

case ID #: [ JsM-2589105- (U} D=/ A+ | | b7D -5
DCLEAKS SPECIAL COUNSEL MATTERS; b7E -3,4,7,8,16

[ Jsm-2589105 (U} P6/ M%) | |

SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

‘ M—2589105—§U&@g?fﬁﬁ)| |
SPECIAL COUNSEL MATTERS;

Synopsis: (U) For informational purposes, the attached MLAT is being
shared with| |

¢

TEGRET/ /NOFORN

FBI (20-cv-467)-362



DECILESSTIFIED HY: HETIG
ON 0g-25-2021 — [ [M-2589105 Serial 38 BS -1

FD-1036 (Rev. 10-16-2009) b7E -7

BSEERET/ ANOFORN
FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: LHM - Letter Head Memorandum Date: 04/04/2018

Title: (U) MLAT to |

Approved By:I |

Drafted By: I I b6 -1
b7C -1
Case ID #: : M—2589105—%gp“b&//NF)| | b7D -5

SPECIAL COUNSEL MATTERS; b7E -3,4,7,8,16

M-2589105 ([} D/ A#) | |
SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

SM-2589105- N/ AFF) | |
{ll” $PECIAL COUNSEL MATTERS;

Synopsis: (U) For informational purposes, the attached MLAT is being
shared withl

Derived
Security

¢

BEERET/ AtOFORN

FBI (20-cv-467)-363
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HEREIN IS UNCLASSIEIED [ kM-2589105 Serial 39 b6 -1

DATE D9-17-2021 BY NSICC b7Cc -1
FD-302 (Rev. 5-8-10) -1 of 2- b7E -7

FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/06/2018

OTHER -Sealed

b6 -2
b7C -2

b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4
Investigation on 03/28/2018 4, Washington, District Of Columbia, United States (Email)
pie# [___o1-2589105 Datcdrafied  03/28/2018 b6 -1
b7C -1
b7E -7

by | |
This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not

0 be distributed outside your agency.
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FD-302a (Rev. 05-08-10)

[ Jem-2589105

b7E -7

on 03/28/2018 py. 2 of 2

Continuation of FD-302 of OTHER -Sealed

b6 -2
b7C -2
b7E -4
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ALL IMIURMATIUN UNTRAINED
HEREIN IS UNCLASSIEIED SM-2589105 Serial 40 bs -1
C -

DATE 09-17-2021 BY NSICGC
FD-302 (Rev. 5-8-10) -1 of 9- b7E -7

FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/09/2018

On March 21, 2018, pursuant to a Search Warrant |
OTHER -Sealed

I I
b6 -1,2

On March 21, 2018, SAI Iconducted analysis ofI b7C -1,2
I b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed
b6 -2
b7C -2
b7E -4
Investigation on 03/21/2018 4,4 Washington, District Of Columbia, United States (Email) b6 -1
b7C -1
ey [__Jr-2589109 Date drafted  03/22/2018 b7E -7

by | |
This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency. FBI (2 O-cw-467 ) -366
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a (Rev ) b7E -7

[ Jem-2589105

Continuation of FD-302 of (U) I

On 03/21/2018  Page 2 of 9
OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -1,2
b7Cc -1,2
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4
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OTHER -Sealed

b6 -2,4
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b7E -7

 Page 4 of 9
OTHER -Sealed

b6 -2,8
b7C -2,8
b7E -4

FBI (20-cv-467)-369



SM-~2589105 Serial 40

FD-302a (Rev. 05-08-10)
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Continuation of FD-302 of (U) | ,On

b7E -7

03/21/2018  pye 5 of 9

OTHER -Sealed
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b7E -4

FBI (20-cv-467)-370



SM-2589105 Serial 40

FD-302a (Rev. 05-08-10)
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Continuation of FD-302 of (U) I
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OTHER -Sealed
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OTHER -Sealed
b6 -2,
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BATE Oo-tmaznny my ] b7C -1

FD-302 (Rev. 5-8-10) -1 of 15- b7E -7
UNCLASSIFIED/ /fFeue-

FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/09/2018

b6 -2

b7C -2

b7E -4

UNCLASSIFIED/ /FeUe-
Investigation on 03/22/2018 4 Washington, District Of Columbia, United States (In Person) b6 -1
b7C -1
04/09/2018

Date drafted /09/ b7E -7

by |
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FD-302 Rev. 5-8-10)
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'SESRET/ /HOFPORN

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Case support request regarding DCCC Date: 04/11/2018
analysis

aLL TR UM T IO (DHTATHED
HEBEIN 1o WHLIASGIRIED BEXCREDT
WHERE SHUWH DTHERWIGE

lABETEIEN BV N [:::::::::]
| Brazom 1 o4 i
el 7y (i 1--51 2047
DATE . 09-17-2021

From: CYBER
Contact: |

Approved By:l

Drafted By:l |
b6 -1
case 1D #: [ |oM-2589105 (T g/ /mm) | | b7C -1
SPECIAL COUNSEL MATTERS; b7E -7,9,16
SENSITIVE INVESTIGATIVE MATTER
[ Jsm-2589105-g17 <y /42 | |
HACK SPECIAL COUNSEL MATTERS;
Synopsis: (U//e8e) The Special Counsel's Office requests additional
analysis in supporting of ongoing investigation regarding DCCC
intrusions.
Derived
Security
bl -1
Reference: 235) b3 -2
‘ b7a -1
Details: b7E -7

* Indicates required information.

1. (U//EoYe) General

“SESRET/ /HoFoRM

FBI (20-cv-467)-399
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b7E -7
SECRET/ AICFORN
Title: (U) Case support request regarding DCCC analysis
Re: I:lSM—2589lO5, 04/11/2018

bé -1
. b7C -1
1.1 *Request POC b7E -9
b7E -3,4

“SESRET/ /NOFORN-

FBI (20-cv-467)-400
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SECRET/ ANOFORN
Title: (U) Case support request regarding DCCC analysis
Re: I:|SM—2589105, 04/11/2018
b7E -3,4,8

“SESRET/ /NOFORN
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Title: (U) Case support request regarding DCCC analysis
Re: I:|SM—2589105, 04/11/2018
b6 -8
b7C -8
b7E -3,4,8

S T/ ANOFORN
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Title: (U) Case support request regarding DCCC analysis
Re: [ |sM-2589105, 04/11/2018

b7E -4

SEGRET/ /NOFORN
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b7E -4

SECRET/ A0ECRN
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SECRET/ /NOECRN b7E -7

Title: (U) Case support request regarding DCCC analysis
Re: I:|SM—2589105, 04/11/2018

b7E -4

4. (U//E0U8) Case Background

4.1 Case Title b7E -16

SCO is investigating Russian
interference in the 2016 U.S.
Presidential Election through
the the theft of documents
obtained from computer

4.2 *Short case summary/overview
intrusions into facilities
belonging to persons or entities
tied to U.S. political groups

and the timed release of these

documents to the public.

SECRET/ /NOEORN-

FBI (20-cv-467)-405
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Title: (U) Case support request regarding DCCC analysis
Re: I:|SM—2589105, 04/11/2018

T e
L
it

bl -1
b3 -2
b7A -1
b7E -4,7

'SESRET/ /NoFer

FBI (20-cv-467)-406
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SECRET/ /NOFORN b7E -7

Title: (U) Case support request regarding DCCC analysis

Re: [___ JsM-2589105, 04/11/2018

5. (U//#e8©) Field Office Information

5.1 Primary Field Office SM (SCO)

5.2 Headquarters Program Manager | N/A

5.3 *Primary Case Agent
b6 -1
b7C -1

5.4 Additional Contact

Information

6. (U//FeYe)Additional Information: Use the section below to

expand upon the answers provided above. Please identify the topic

you are addressing when providing the additional details below.

In order to properly specify SCO needs related to this request

and minimize excess efforts by SCO plans on maintaining

regular weekly contact with the POC to limit analysis to

specific SCO needs. Such contact would be through SCO SAL[::::::] b6 -1

] b7e 8
b7E -8

“SESRET/ /ANOFORN

FBI (20-cv-467)-407
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Title: (U) Case support request regarding DCCC analysis
Re: [ ]sM-2589105, 04/11/2018

b7E -7

¢

FBI (20-cv-467)-408
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a o3-17-20 [sM-2589105 serial 44 be -1
b7C -1
Foreign Dissemination Request (Rev. 11-11-14) b7E -7

“SESRET/ /NOFORN
FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) | | Date: 04/17/2018
| |
cc: |
From: SCO be -1
SCO Team b7C -1
Contact: b7D -5

b7E -3,4,7,8,9,16

Approved By: David W Archey

Drafted By:l |

case ID #: [ Jem-2589105 D&/ |

SPECIAL COUNSEL MATTERS;
i SENSITIVE INVESTIGATIVE MATTER

FOREIGN DISSEMINATION LEGAL STATEMENT
(U//F6¥S) Pursuant to Attorney General Guidelines, for Domestic FBI
Operations (AGG-Dom), Part VI.B.l.d., the dissemination of the enclosed
information is in the interest of the national security of the United States.
The information is relevant to the recipient's authorized responsibilities,
its dissemination is consistent with the national security interests of the
United States, and the FBI has considered the effect such dissemination may
reasonably be expected to have on any identifiable U.S. person.

(U//Fe86) If required by policy, either the Office of the Chief Division
Counsel (CDC) or the Office of the General Counsel (OGC) has reviewed the
information contained in the enclosed communication. Passage of this
information is consistent with the standards for dissemination of U.S. person
information to foreign authorities as authorized in the AGG-Dom.

(U//#68¥e) The FBI will undertake reasonable steps to ensure that any
intelligence information that the FBI disseminates pursuant to this
authorization is not and will not be used for either assassination prohibited
under Executive Order 12333 or torture, as defined in U.S3. criminal law. To
this end, the FBI shall take the following actions:

(1) (U) The FBI shall notify the recipient entity that unless otherwise
provided herein or expressly authorized by FBIHQ in a separate communication,

“SEERET//MOFORN

FBI (20-cv-467)-400
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__SEGRET/ /NOFORN b7D -5

b7E -3,4,7,8

Title: (U) |

Re: | |SM—2589105, 04/17/2018

the information in this document is for intelligence and lead purposes only,
and the recipient's government may not use the information in any legal
proceedings, disseminate the information to any other government, person or
entity, or take any overt investigative steps (including but not limited to
formal legal process or direct contact with referenced persons/entities or
their associates) based on the information in this document;

(2) (U//&E68e) LEGAT shall coordinate as required by any applicable agreements
or memoranda of understanding prior to the dissemination of the information
in the tearline; and

(3) (U//Pe¥®) LEGAT shall report to the FBIHQ operational division and
International Operations Division any indication that the recipient entity to
which this information has been provided did not honor the caveat regarding
use or dissemination of this information, or used the information for either
assassination or torture.

Synopsis: (U) Information is being provided tol | b7D -5
I I b7E -3,4,8
assify On: 20431
Full Investigation Initiated: 02/21/2018
Administrative Notes:
Tearline has FISA information: No
Tearline has USPER information: No
Tearline requires legal review: No
Tearline has USPER FISA-acquired
information: No
AD or DAD has pre-approved the
USPER FISA-acquired information: No
Harms Analysis Required: N/A
Enclosure(s): Enclosed are the following items:
1. (u//wewe) | b7E -4
SESRET/ /NOFORN
2

FBI (20-cv-467)-410
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“SEGRET/ /NOFORN b7D -5
b7E -3,4,7,8

Title: (U)|

| |
Re: | |si-2589105, 04/17/2018

Details:

(U/ /#e8e) The Special Counsel's Office (SCO) is investigating Russian
interference in the 2016 U.S. Presidential Election and has identified
financing transactions, funded through a wvariety of wvirtual currency

payment methods, which are of interest to SCO investigative efforts.

(U/ /+e8e) Specifically, the SCO has identified numerous bitcoin

paymentsl which were bIE -4
utilized to fund illegal computer intrusion activities, including

purchase of infrastructure and VPN access that would anonymize the

true source of the criminal actors.

(U/ /+#e8€) Due to the sensitivities of the investigation, SCO requests
an urgent response to this request. SCO seeks assistance froml |

b6 -2
b7C -2
b7D -5
b7E -4,8

(U/ /#6856 SCO seeks the following information

b7E -4

“SEGRET/ /NOFORN

FBI (20-cv-467)-411
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“SECRET/ /NCFORN b7D -5

b7E -3,4,7,8

Title: (U) | |

Re: | ISM—2589105, 04/17/2018

b7E -4
——————————————————————— Tearline Admin Section--------—-—--"-"">"—-"—--——-
Dissemination directly by HQ
substantive desk without LEGAT action: No
Dissemination Countries: b7D -5

_SEERET/ /NOFORN

FBI (20-cv-467)-412
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“SPURET/ /NeFoRN b7D -5
// b7E -3,4,7,8

Title: (U) | |

I |
Re: | lsM-2589105, 04/17/2018

UNCLASSIFIED/ /Fede/REF—Fe—HSa, I:l b7D -5

(U) UNLESS OTHERWISE PROVIDED HEREIN OR EXPRESSLY AUTHORIZED BY
FEDERAL BUREAU OF INVESTIGATION (FBI) HEADQUARTERS IN A SEPARATE
COMMUNICATION, THE INFORMATION IN THIS DOCUMENT IS FOR INTELLIGENCE
AND LEAD PURPOSES ONLY, AND YOUR GOVERNMENT MAY NOT USE THE
INFORMATION IN ANY LEGAL PROCEEDINGS, DISSEMINATE THE INFORMATION TO
ANY OTHER GOVERNMENT, PERSON OR ENTITY, OR TAKE ANY OVERT
INVESTIGATIVE STEPS (INCLUDING BUT NOT LIMITED TO FORMAL LEGAL PROCESS
OR DIRECT CONTACT WITH REFERENCED PERSONS/ENTITIES OR THEIR
ASSOCIATES) BASED ON THE INFORMATION IN THIS DOCUMENT.

(U/ /ee8e) b7E -3,4

(U/ /Pe8€) The Special Counsel's Office (SCO) is investigating Russian
interference in the 2016 U.S. Presidential Election and has identified
financing transactions, funded through a wvariety of wvirtual currency

payment methods, which are of interest to SCO investigative efforts.

(U/ fe8e) Specifically, the SCO has identified numerous bitcoin
which were b7E -4

paymentsl
utilized to fund illegal computer intrusion activities, including

purchase of infrastructure and VPN access that would anonymize the

true source of the criminal actors.

(U/ APe8e) Due to the sensitivities of the investigation, SCO requests
an urgent response to this request. SCO seeks assistance froml |

b6 -2
b7C -2
b7D -5
b7E -4,8

SESRET/ /NOFORN

FBI (20-cv-467)-413



SM~2589105 Serial 44

b7D -5

_SEGRET/ /NOFORN b7E -3,4,7,8
Title: (U) |
[ |
Re: | |SM—2589105, 04/17/2018
(U/ /Eee) SCO seeks the following information
b7E -4

S T/ AOFORN-

FBI (20-cv-467)-414
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}Eeﬁaﬂ/ﬂem b7D -5

b7E -3,4,7,8
Title: (o) | |
| |
Re: | |SM—2589105, 04/17/2018

b7E -4
UNCLASSIFIED/ /e /REt—ro—tca-, [:::]
———————————————————————————— End Tearline--—-—-————-—--————————————————
b6 -1
(U/ /#6889 Questions regarding this communication should be directed b7C -1
to I b7D -5
L7E -9

¢

TSECSRET7/NOESRN

FBI (20-cv-467)-415
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ALL INPORMATION CONTATHED
HEREIN IS UNCLASSTEIED [ JsM-2589105 Serial 45
DATE D9-17-2021 BY L Lo 2 b7C -1
FD-302 (Rev. 5-8-10) -0 } b7E -7
UNCLASSIFIED/ /Fo¥e

FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/17/2018

b7E -3,4
b7E -4
b7E -4
b7E -4
UNCLASSIFIED/ [FeBO
Washington, District Of Columbia, United States (, Other
Investigationon 04/09/2018 o (Analysis)) b6 -1
Fies [___5M-2589105 Date draficd 04/09/2018 b7C -1
b7E -7

by I I
This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not

FBI (20-cv-467)-416

to be distributed outside your agency.
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FD-302a (Rev. 05-08-10)
b7E -7
UNCLASSIFIED/ /EoUe

| iSM—2589105

Continuation of FD-302 of on 04/09/2018  pyee 2 of 2

b7E -4
b7D -3

b3 -3
b7E -4,13

b3 -3
b7E -4,13

UNCLASSIFIED/ /Foue- FBI (20-cv-467)-417
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ALL INFORMATION CONTATNED

HEREIN IS UNCLASSIFIED [ IsM-2589105 Serial 46

DATE pe-17-2021 By[ |mWsIce 1 of 3. b7C -1
b7E -7

FD-302 Rev. 5-8-10)
UNCLASSIFIED/ /Fete

FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/17/2018

b7E -3,4

b7E -4

b7E -4

bé -2
b7C -2
b7E -4

b6 -2
b7C -2
b7E -4

UNCLASSIFIED/ /FeUe-

United States (In Person) b6 -1
b7C -1

04/09/2018 b7E -7

04/06/2018 4, Washington, District Of Columbia,

Investigation on

by I
This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not

FBI (20-cv-467)-418

Date drafted

to be distributed outside your agency.
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UNCLASSIFIED//Feue- b7E -7
[ Jew-2589105
Continuation of FD-302 of on 04/06/2018  py. 2 of 3
b6 -2
b7C -2
b7E -4
b7E -4
b6 -2
b7C -2
b7E -4
b6 -2
p7C -2
b7E -4

UNCLASSIFIED/ /Fouye- FBI (20-cv-467)-419
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UNCLASSIFIED/ /Fete
| |SM—2589105

Continuation of FD-302 of on 04/06/2018  p. 3 of 3
b6 -2
—_— b7C -2
b7E -4

UNCLASSIFIED/ /Foue- FBI (20-cv-467)-420



b6 -1

ELL THEoeaaTION cemimatewn

Es L P T [ IsM-2589105 Serial 47

DATE De-i7-2021 By [ Imsicc b7c -1
-1l of 4- b7E -7

FD-302 Rev. 5-8-10)
FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/18/2018

Summary:

On April 10, 2018, Special Agentl conducted review

of the following |

bé -1,2
b7C -1,2
b7E -4

OTHER -Sealed

b6 -2

b7C -2

b7E -4
Investigation on 04/10/2018 4 Washington, District Of Columbia, United States (Email) b6 -1
04/10/2018 b7c -1
b7E -7

File # :SM_ 2589105 Date drafted

by | |
This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not

FBI (20-cv-467)-421

to be distributed outside your agency.



FD-302a (Rev. 05-08-10)

[ Jem-2589105

Continuation of FD-302 of I

[ JsM-2589105 Seriaf 47

() |

I , On

04/10/2018

, Page

Based on the review of Search Warrant return for

b7E -7
2 of 4
OTHER -Sealed
b6 -2
b7C -2
b7E -4

|

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed

bée -2
b7Cc -2
b7E -4

OTHER -Sealed

b6 -2,4
b7C -2,4
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

FBI (20-cv-467)-422
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FD-302a (Rev. 05-08-10)

I:|SM—2589105

(v | |
| On 04/10/2018 Page 3 of 4
OTHER -Sealed
b6 -2
b7C -2
b7E -4

Continuation of FD-302 of I

OTHER -Sealed

b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -2
b7C -2
b7E -4

|

Based on the review of search warrant return for

OTHER -Sealed

b6 -2
b7C -2
b7E -4

FBI (20-cv-467)-423
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FD-302a (Rev. 05-08-10)

[ Jem-2589105

(u) | |
| on 04/10/2018 pu. 4 of 4

OTHER -Sealed

ConﬁnuaﬁonofFIL3020f|

b6 -2
b7C -2
b7E -4

Based on the review of search warrant return for

FBI (20-cv-467)-424



BECiRsmTeiEn Ay wmUe I:l b6 -1
on 03-17-2021 [ IsmM-2589105 Seriaf 48 b7C -1
b7E -7
FD-1057 (Rev. 5-8-10)
_SPCRET/ /NOFORN
FEDERAL BUREAU OF INVESTIGATION
Electronic Communication
Title: (U//F¥eHS) Open source materials from Date: 04/19/2018 b6 -2
I I b7C -2
b7E -4
From: SCO
SCO Team
Contact:
Approved By:l |
b6 -1
b7C -1
Drafted By: I I b7E -7,9,16
Case ID #: I:|SM—2589105 w,ﬂ,,,,pé//.p@)|
’ SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER
Synopsis: (U//F68€) To upload open source | ig _22
c -
I I b7E -4
Classify On: 20431231
Enclosure(s): Enclosed are the following items:
1. (U//+e56)
2. (U/ /Eoe)
3. (U/ /e b7E -4
4. (U//Pete)
5. (U/ /rete)
Details:
(U/ /Pe¥e) Enclosed in the 1A section of this document are b6 -2
b7C -2
b7E -4

S T/ ACFORN

FBI (20-cv-467)-425
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b6 -2
b7C -2
EESRE‘L’//‘NGFGRN‘ b7E -4,7

Title: (U/ /+#e8e) Open source materials from
Re: I:|SM—2589105, 04/19/2018

¢

_SECRET/ AHCFORN

FBI (20-cv-467)-426
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HEBEIN 1S UNCLASSIEIED M-2589105 Serial 49 -
DATE O8-17-2021 By[ wsice |:|S z;g _;

Letterhead Memorandum (Rev. 02-05-15)
UNCLASSIFIED/ froUc/REE—FO—USAr, b7E -7

United States Department of Justice

Federal Bureau of Investigation

Tracking #: [:::::::::] Office of the Legal Attaché

Case File #:38M-2589105 United States Embassy

Date: 20-Apr-2018

b7D -5
b7E -4,8,9

ATTN: Liaison Officer

(U) UNLESS OTHERWISE PROVIDED HEREIN OR EXPRESSLY AUTHORIZED BY
FEDERAL BUREAU OF INVESTIGATION (FBI) HEADQUARTERS IN A SEPARATE
COMMUNICATION, THE INFORMATION IN THIS DOCUMENT IS FOR INTELLIGENCE
AND LEAD PURPOSES ONLY, AND YOUR GOVERNMENT MAY NOT USE THE
INFORMATION IN ANY LEGAL PROCEEDINGS, DISSEMINATE THE INFORMATION TO
ANY OTHER GOVERNMENT, PERSON OR ENTITY, OR TAKE ANY OVERT
INVESTIGATIVE STEPS (INCLUDING BUT NOT LIMITED TO FORMAL LEGAL PROCESS
OR DIRECT CONTACT WITH REFERENCED PERSONS/ENTITIES OR THEIR
ASSOCIATES) BASED ON THE INFORMATION IN THIS DOCUMENT.

(U/ frese)

b7E -4
Enclosure(s): Enclosed are the following items:

1. (U//Ecue) |

(U/ /FOS) The Special Counsel's Office (SCO) is investigating Russian
interference in the 2016 U.S. Presidential Election and has identified
financing transactions, funded through a wvariety of wvirtual currency

payment methods, which are of interest to SCO investigative efforts.

UNCLASSIFIED/ /FOoUc/RE—FO—TSA, b7D -5

FBI (20-cv-467)-427



(U/ FPOTT)

[ kM-2589105 Serial 49

UNCLASSIFIED/ AFOUS/RET—FO—HaA,

Specifically, the SCO has identified numerous bitcoin

payments |

which were

utilized to fund illegal computer intrusion activities,

purchase of infrastructure and VPN access that would anonymize the

true source of the criminal actors.

(U/ /Peso)

an urgent

Due to the sensitivities of the investigation,

including

SCO redquests

response to this request.

(U/ P8  We also request
(U/ /Pe8€) SCO seeks the following information for
(U/ /e8e9 In addition, we reguest that

(U/ /=8¢y We appreciate your continued cooperation with these

requests.

UNCLASSIFIED/ AFOSe/REF—FO—HS3

2

Sincerely,

Assistant Legal Attaché

b7D -5
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Action Performed By: | | Action Date: 07/27/2018
Original Form Type: FD-302 bé -1
b7C -1
From Case ID #: [ |sM-2589105 b7E -7
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FEDERAL BUREAU OF INVESTIGATION

Serial Moved to Another Case

Action Performed By: | | Action Date: 07/27/2018

Original Form Type: FD-302

From Case ID #: I:ISM—2589105 b6 -1

b7C -1
To Case ID #: [ JsM-2589105 | BTE -7
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Action Performed By:l | Action Date: 07/27/2018
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-1 of 3- b7E -7

FD-302 Rev. 5-8-10)
FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/20/2018

Summary:

On April 9, 2018, Special Agent conducted review of

OTHER -Sealed

b6 -1,2
b7C -1,2
b7E -4

Based on the review of search warrant return for

Review:
OTHER -Sealed
b6 -2
b7C -2
b7E -4
. . . . . . b6 -1
Tnvestigation on 04/10/2018 4, Washington, District Of Columbia, United States (Email) b7C -1
File s | |sm-2589105 Date drafied 04/11/2018 b7E -7
o | |

This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not
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to be distributed outside your agency.
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Continuation of FD-302 of (U) |

On 04/10/2018  Page 2 of 3
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b6 -2
b7C -2
b7E -4

OTHER -Sealed

b6 -2,4
b7Cc -2,4
b7E -4

OTHER -Sealed

b6 -2
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b7E -4

OTHER -Sealed

b6 -2

b7C -2
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On April 18, 2018, Special Agentl | conducted review

OTHER -Sealed
b6 -1,2

b7C -1,2

b7E -4

OTHER -Sealed

b6 -2,4
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b6 -2
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Investigation on 04/18/2018 4, Washington, District Of Columbia, United States (Email) b6 -1
Fitle# L__J5M-2589105 Date draficd  04/18/2018 b7c -1

b7E -7

by I I

This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency.
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UNCLASSIFIED//Fe8e&

FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/23/2018

(U//Fe8€) The writer conducted research in FBI databases and open sources
which located the

of |
following:
be -2
b7C -2
b7E -4
(U//FeBe) Research:
(U//FOTS) Subpoena results froml Iprovided the following]
Y bl -1
b3 -1,2
b6 -2
b7A -1
b7C -2
b7E -4,7
UNCLASSIFIED/ /Feue-
Investigation on 04/19/2018 4, Washington, District Of Columbia, United States (In Person) b6 -1
b7C -1
File# ___JSM-2589105 Date drafed 04/19/2018 b7E -7
by I I

This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not
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7 of 10

This 2703 (d)

OTHER -Sealed

b6 -2
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b3 -2
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FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/23/2018

(U//+e8e) Searches of open sources and FBI databases located the following

b6 -2
b7C -2
b7E -4

(U//=e88) Research:

e

b1 -1

b3 -2,4
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b7E -7
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[ Jem-2589105
(U/ /Feue) | |
Continuation of FD-302 of D . On 04/20/2018 Page 2 of 6 b3 -4
b6 -2
b7a -1
b7C -2
b7E -4

(U//e8e) Subpoena results froml |provided the following

OTHER -Sealed

b6 -2
b7C -2
b7E -4

(U/%E@GG)' |provided 2703 (d) order results for |

OTHER -Sealed

b6 -2
b7C -2
b7E -4,6
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UNCLASSIFIED/ /Feue-
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On 04/20/2018  Page 3 of 6
OTHER -Sealed

Continuation of FD-302 of

bé -2
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b7E -4,6

OTHER -Sealed

b6 -2
b7C -2
b7E -4,6
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b7E -7
UNCLASSIFIED/ /Fove-

[ Jsm-2589105

(u//Fete | |
Continuation of FD-302 of ,On

04/20/2018 5 of 6

, Page
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b6 -2

b7C -2

b7E -4,6
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FEDERAL BUREAU OF INVESTIGATION
Date of entry 04/23/2018
(U//#e9e) Searches of open source and FBI databases identified the
followingl

b6 -2
b7C -2
b7E -4

(U/ /=088 Research:

(U/ /=68e-) Subpoena results from

OTHER -Sealed

b6 -2
b7C -2
b7E -4

UNCLASSIFIED/ /FeUe-
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Investigationon 04/20/2018 5 Washington,
| | b6 -1
File # SM7255510° Date drafted 04/20/2018 b7C -1
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by I I
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Continuation of FD-302 of (U//FE8&) on 04/20/2018 2 of 4
OTHER -Sealed
be -2
b7C -2

b7E -4

(U//Fe8e) Subpoena results froml

OTHER -Sealed

b6 -2
b7C -2
b7E -4
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[ Jem-2589105
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on 04/20/2018 pu. 3 of 4

OTHER -Sealed

b6 -2
b7C -2
bL7E -4

(U/ 6869 Subpoena results from | |

OTHER -Sealed

b6 -2
b7C -2
b7E -4

(U//#68e) Open sources identified the following

b7E -4
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b6 -2
b7C -2
b7E -4

UNCLASSIFIED/ /Foue FBI (20-cv-467)-455



ALL INFORMATION CONTATNED
HEREIN IS UNCLASSIFIED :lSM-ZSSQlOS Serial 58 b6 -1

BAYE He-17o2an m‘t:'mmm b7c -1

FD-302 (Rev. 5-8-10) -1 of 3- BTE -7
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FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/23/2018

(U//Fe8€) Searches of open source and FBI databases identified the

following

b6 -2
b7C -2
b7E -4

(U/ /FeBS) Research:

(U/ /e I obtained from a 2703(d) order served to
OTHER -Sealed
b3 -2
b6 -2
b7C -2
b7E -4,7
(U//Fe89e) Subpoena results from I
OTHER -Sealed
b6 -2
b7C -2
b7E -4
UNCLASSIFIED/ /EoUo-
Investigation on 04/20/2018 4, Washington, District Of Columbia, United States (In Person) b6 -1
b7C -1
Files L___JsM-2589105 Date draficd  04/20/2018 BTE -7

by I I
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FD-302a (Rev. 05-08-10)
b7E -7

UNCLASSIFIED/ /AFote-

[ Jem-2589105

OmmmmmndFDéozm‘(U//ESHG)| I

On 04/20/2018  Page 2 of 3
OTHER -Sealed

b6 -2
b7C -2
b7E -4

(U/ /4686 Subpoena results from | |

OTHER -Sealed

b6 -2
b7C -2
b7E -4

b6 -2
b7C -2
b7E -4
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FD-302a (Rev. 05-08-10
a (Rev ) b7E -7

[ Jsw-2589105

Continuation of FD-302 of (U/ /Fo58) ,On 04/20/2018 , Page 3 of 3 b6 -2
b7C -2
b7E -4

(U//e9e) Additional open source searches identified the following: bE -2

b7C -2
b7E -4
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UNCLASSIFIED/ /EoUe

FEDERAL BUREAU OF INVESTIGATION
Date of entry 04/23/2018

(U//#e5€) Research of open source and FBI databases identified the

followingl

b6 -2
b7C -2
b7E -4

(U/ /7e88) Research:

(U/ /=e5e) Subpoena results from
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b7C -2
b7E -4
UNCLASSIFIED/ /Feue
Investigation on 04/20/2018 4 Washington, District Of Columbia, United States (In Person) b6 -1
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(U/ /Peue) | |
Continuation of FD-302 of | | on 04/20/2018  pyee 2 of 4
OTHER -Sealed
b6 -2
b7C -2
b7E -4
(U//=e9e~ Subpoena results from
OTHER -Sealed
b6 -2|
b7C -2
b7E -4
(U//#e56) Open sources locatedl |
Subpoena results provided the followingl

| OTHER -Sealed
b3 -1
b6 -2
b7C -2
b7E -4
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UNCLASSIFIED//Foue-

[ Jsm-2589105
(U/ /meue | |

Continuation of FD-302 of | | on 04/20/2018  pye. 3 of 4

OTHER -Sealed
b3 -1
b6 -2
b7Cc -2
b7E -4

(U//Fe8e) Subpoena results from

OTHER -Sealed

b6 -2
b7C -2
b7E -4

b6 -2
b7C -2
b7E -4
(U//=0¥&) Lastly, open source research identified the following
b6 -2
b7C -2
b7E -4

UNCLASSIFIED/ /FoUe
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UNCLASSIFIED//Foye-

FEDERAL BUREAU OF INVESTIGATION
Date of entry 04/23/2018

(U//+#65e) Searches of open source and FBI databases identified the

following | |

b6 -2
b7C -2
b7E -4

(U/ /[Fe88) Research:

(U/ /468¥e) Subpoena results from

OTHER -Sealed
bl -1

b3 -1,2

b6 -2

b7A -1

b7C -2

b7E -4,7

UNCLASSIFIED/ /EQUGS

04/23/2018 4, Washington, District Of Columbia, United States (In Person)

Investigation on

pies 512589105 Date draficd  04/23/2018 b6 -1
b7C -1
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04/23/2018  Page 2 of 3
OTHER -Sealed
b3 -1
b6 -2
b7A -1
b7C -2
b7E -4

(U/ /#686) Subpoena results from| |

OTHER -Sealed
bl -1

b3 -1,2

b6 -2

b7A -1

b7C -2

b7E -4,7

(U/ /+e85e) Open sources identified the following

b7E -4

UNCLASSIFIED/ /Fo¥e- FBI (20-cv-467)-464



[ JsM-2589105 Serial 60

FD-302a (Rev. 05-08-10) b7E -7
UNCLASSIFIED/ /Fode-
[ Jsm-2589105
Contimution of FD-302 of U/ /688 | on 04/23/2018  ppe 3 of 3
b7C -2
b7E -4
_ b6 -2
b7C -2
b7E -4
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ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED [:::]SM~25891055eﬂa161 b6 -1

DATE 08-17-2021 BY NSICG b7C -1
-1 of 5- bTE -7

FD-302 Rev. 5-8-10)
UNCLASSIFIED/ /Fo¥e

FEDERAL BUREAU OF INVESTIGATION
Date of entry 04/24/2018

(U//#686) Searches of open source and FBI databases located the

following

b6 -2
b7C -2
b7E -4

(U//+8S) Research:

(U/ /e 2703(d) order results from
|
OTHER -Sealed
be -2
b7C -2
b7E -4,6

UNCLASSIFIED/ /FoB6&

District Of Columbia, United States (In Person)

Investigationon 04/24/2018 5 Washington,

| | b6 -1
File# Se58910° Date drafed 04/24/2018 b7C -1
by | | b7E -7
y

This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not

to be distributed outside your agency. ]
T FBI (20-cv-467)-466



[ sM-2589105 Serial 61

UNCLASSIFIED//Fove-

FD-302a (Rev. 05-08-10)
b7E -7

[::::]SM—2589105

Continuation of FD-302 of (U/ /#e59) ,On

04/24/2018  pye 2 of 5

OTHER -Sealed
b6 -2

b7C -2

b7E -4,6

b3 -2
b6 -2
b7C -2
b7D -3
b7E -4,7

bl -1
ﬁS) b3 -2,4
E— g b6 -2
b7A -1
b7C -2
b7E -4,7

OTHER -Sealed
bl -1
b3 -1,2
b6 -2
" p7a -1
é S j b7C -2
— b7E -4,7

UNCLASSIFIED/ /Foue »ﬁj/y
FBI (20-cv-467)-467




[ 1lsM-2589105 Serial 61

FD-302a (Rev. 05-08-10) b7E -7

UNCLASSIFIED/ /Fove

[ Jem-2589105

Contimation of FD-302 of (U//E6589 | |  on 04/24/2018 pue 3 of 5
OTHER -Sealed

b3 -1
b6 -2
b7A -1
b7C -2
b7E -4

(U/ APeHS) Subpoena results from

OTHER -Sealed

b6 -2
b7C -2
b7E -4

UNCLASSIFIED/ /Feve- FBI (20-cv-467)-468



[ ]sM-2589105 Serial 61
b7E -7

FD-302a (Rev. 05-08-10)

UNCLASSIFIED/ AFeYe
[ Jem-2589105
Continuation of FD-302 of (U//-Fe-H-e-)l I on 04/24/2018  ppe 4 0of 5
OTHER -Sealed
(U/ /#6869 Search warrant results from| | b6 -2
b7C -2
b7E -4,6

(U/ /6889 Open sources identified the following

bée -2
b7Cc -2
b7E -4

UNCLASSIFIED/ /FoUe FBI (20-cv-467)-469



[ lsM-2589105 Serial 61 bTE -7

FD-302a (Rev. 05-08-10)

UNCLASSIFIED/ /FoUe
[ Jsm-2589105
Continuation of FD-302 of (U/ /5688 on 04/24/2018 pp. 5 of 5 b6 -2
b7C -2
b7E -4

UNCLASSIFIED/ /FoUe- FBI (20-cv-467)-470
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ALL IMIURMATIUN UNTRAINED

HEREIN IS UNCLASSIEIED [ IsM-2589105 Serial 62

LATE O8-17-2021 HBY NallG b7C -1
-l ot 2- b7E -7

FD-302 Rev. 5-8-10)
FEDERAL BUREAU OF INVESTIGATION

Date of entry 04/24/2018

On April 19, 2018, Special Agent reviewed the

Search Warrant returns for

OTHER -Sealed
b6 -1,2,4
b7C -1,2,4
b7E -4,6
Investigation on 04/19/2018 4 Washington, District Of Columbia, United States (Email)
File # | |SM_2589105 Date drafed 04/19/2018 b6 -1
b7C -1
b7E -7

by I I
This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not
FBI (20-cv-467)-471

to be distributed outside your agency.




SM-~2589105 Serial 62 b7E -7

FD-302a (Rev. 05-08-10)

I:lSM—2589lO5

() | |
| on 04/19/2018 py. 2 of 2

OTHER -Sealed

ConﬁnuaﬁonofFIL3020f|

b6 -2,4
b7C -2,4
b7E -4,6

FBI (20-cv-467)-472



DECLAsETFTRD BY: WeIce [ ] b6 -1

ON 03-17-2021 [ 1sM-2589105 Serial 63 b7C -1

FD-1036 (Rev. 10-16-2009) b7E -7
_SEGRET/ /NOFoRN
FEDERAL BUREAU OF INVESTIGATION
Import Form

Form Type: OTHER - Other Date: 05/01/2018

Title: (U) |

Approved By:I I

Drafted By: | | b6 -1,2
b7C -1,2

b7E -4,7,16

Case ID #: [ |sM-2589105 W/ ) |

ﬂﬂ SPECIAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

Synopsis: (U) |

€classify On: 204312

¢

SESRET/ ARCFORN-

FBI (20-cv-467)-473



ALL TM-ORMATIOH CNTATHED

HERETN I8 UNCLASSIFIED |:|SM—2589105 Serial 64 b6 -1
DATE D9-17-2021 BY :lmmm

b7C -1
(Rev. 07-21-2011) b7E -7
UNCLASSIFIED
FEDERAL BUREAU OF INVESTIGATION
Serial Moved to Another Case
Action Performed By: | Action Date: 07/27/2018
Original Form Type: FD-302
b6 -1
From Case ID #: SM—-2589105 b7C -1
To Case ID #: sM-2589105 ] b7E -7

Justification: Transfer (Incorrect filing): Lead 10 from I:lSM—
2589105 contains justification for serial transfer.

¢

UNCLASSIFIED

FBI (20-cv-467)-474



ALL TM-ORMATIOH CNTATHED

HEREIN IS UNCLASSIFIED [ IsM-2589105 Serial 65 b6 -1
DATE 08-17-2021 BY NSICG b7C -1
-1 of 2- bTE -7

FD-302 (Rev. 5-8-10)

UNCLASSIFIED/ /Foue-

FEDERAL BUREAU OF INVESTIGATION

Date of entry 05/02/2018

(U) On April 20th 2018, the United States District Court for the District

of Columbia issued a Pen Register / Trap and Trace (PR/TT) for |
b3 -3
b6 -2
b7C -2
b7D -3
b7E -4,13
b3 -3
b6 -2
b7C -2

b7E -4,7,13

bl -1

"""""""""""""""""""""""""" b3 -2,3
777777777777777777777777777777777777777777777777777777777777777777777777777777777777 b6 -2
b7Aa -1
b7C -2

b7E -4,7,13

b3 -3
b6 -2
b7C -2
b7E -4,13
UNCLASSIFIED/ /FeUe-
Investigation on 05/01/2018 4, Washington, District Of Columbia, United States (In Person)
b6 -1
File # [ u-2589105 Date drafied | 05/02/2018 b7C -1
b7E -7
by I I

This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not
to be distributed outside your agency. FBI (2 O-cw-467 ) -475



[ JsM-2589105 Seriaf 65 b7E -7

FD-302a (Rev. 05-08-10)

UNCLASSIFIED/ /Foue-
[ Jem-2589105
Continuation of FD-302 of (U) Review of PR/TT | | . On 05/01/2018 Page 2 of 2b3 3
b6 -2
b7C -2
b7E -4,13

UNCLASSIFIED//FoUe FBI (20-cv-467)-476



DECLASSIFIED BY: msIco [ | b6 -1

ON 09-17-2021 [ IsM-2589105 Serial 66 b7C -1

] ] o b7E -7
Foreign Dissemination Request (Rev. 11-11-14)
“SEERET/ /NOFORN-
FEDERAL BUREAU OF INVESTIGATION
Electronic Communication
Title: (U//F68S) FDR tol |requestinq Date: 05/04/2018 b6 -1
b7C -1
b7D -5
b7E -3,4
CC:
From: SCO
SCO Team
Contact:
b6 -1

| b7C -1

Approved By:l b7E -7,9,16

Drafted By:l |

case ID #: [ |sM-2589105 {ll}-pg/ A |
SPECTAL COUNSEL MATTERS;
SENSITIVE INVESTIGATIVE MATTER

FOREIGN DISSEMINATION LEGAL STATEMENT
(U//#e¥®) Pursuant to Attorney General Guidelines, for Domestic FBI
Operations (AGG-Dom), Part VI.B.l.d., the dissemination of the enclosed
information is in the interest of the national security of the United States.
The information is relevant to the recipient's authorized responsibilities,
its dissemination is consistent with the national security interests of the
United States, and the FBI has considered the effect such dissemination may
reasonably be expected to have on any identifiable U.S. person.

(U//Ee8e) If required by policy, either the Office of the Chief Division
Counsel (CDC) or the Office of the General Counsel (OGC) has reviewed the
information contained in the enclosed communication. Passage of this
information is consistent with the standards for dissemination of U.S. person
information to foreign authorities as authorized in the AGG-Dom.

(U//6¥e) The FBI will undertake reasonable steps to ensure that any
intelligence information that the FBI disseminates pursuant to this
authorization is not and will not be used for either assassination prohibited
under Executive Order 12333 or torture, as defined in U.S3. criminal law. To
this end, the FBI shall take the following actions:

(1) (U) The FBI shall notify the recipient entity that unless otherwise

_SEERET/ [NOFORNF

FBI (20-cv-467)-477



[ ]sM-2589105 Serial 66
b7D -5
SEeRET/ /NOFORN- b7E -3,4,7

Title: (U//#€5e) FDR to[::::::]requestingl

Re: | |sM-2589105, 05/04/2018

provided herein or expressly authorized by FBIHQ in a separate communication,
the information in this document is for intelligence and lead purposes only,
and the recipient's government may not use the information in any legal
proceedings, disseminate the information to any other government, person or
entity, or take any overt investigative steps (including but not limited to
formal legal process or direct contact with referenced persons/entities or
their associates) based on the information in this document;

(2) (U//¥e¥6) LEGAT shall coordinate as required by any applicable agreements
or memoranda of understanding prior to the dissemination of the information
in the tearline; and

(3) (U/AFeY¥e) LEGAT shall report to the FBIHQ operational division and
International Operations Division any indication that the recipient entity to
which this information has been provided did not honor the caveat regarding
use or dissemination of this information, or used the information for either
assassination or torture.

Synopsis: (U//#68&) FDR request to [::::::]forl

b7D -5
b7E -2,3,4

assify On: 204312

Full Investigation Initiated: 02/21/2018

Administrative Notes:

Tearline has FISA information: No
Tearline has USPER information: No
Tearline requires legal review: No

Tearline has USPER FISA-acquired
information: No

AD or DAD has pre-approved the
USPER FISA-acquired information: No

Harms Analysis Required: N/A

Details:

SESRET/ ANCFORN

FBI (20-cv-467)-478



[ IsM-2589105 Serial 66

_BECRET/ fNOFORN
Title: (U//¥e8©) FDR to[:::::::]requestingl
[ ]

Re: I:|SM—2589105, 05/04/2018

b7D -5
b7E -3,4,7

(U/ /Pe8€) The Federal Bureau of Investigation (FBI), working with the
Special Counsel's Office, is conducting an investigation into criminal
violations of United States law concerning intrusions into the
computer network of a major U.S. political party and the public
release of that information. As part of the investigation, U.S.
authorities continue to investigate the individual(s) behind a

“spearphishing” campaign to steal the credentials of persons connected

with the 2016 U.S. presidential election,l | b7D -5

| b7E -3
IAn MLAT request dated February 20,

2018 was previously issued tol |for this investigation. However,

the FBI has developed additional facts and offenses and seeks the

supplemental assistance described below. A formal supplemental MLAT

request will follow.

b7D -5
b7E -4

b7E -4

(U/ /#08&) Due to the sensitive nature of this investigation and the
information contained herein, please keep this request confidential in

all respects and do not share its contents or its subject matter with

M/ HREFORN

3

FBI (20-cv-467)-479



SM-~-2589105 Serial 66

b7D -5
EESREI// b7E -3,4,7

Title: (U//#e8e) FDR to requestingl

Re: |SM—2589105, 05/04/2018

any private persons (including the subject of the investigation), or
any government officials whose knowledge is not absolutely necessary

for purposes of executing this request.
Background

(U/ e8€) On June 14, 2016, a U.S.-based network security company
published a report about its investigation of a series of intrusions
into the computer network of a Political Organization. According to
the Security Company, hackers linked to the Russian government

breached the Political Organization’s network in approximately April
2016.

(U/ /#e8e) On approximately June 2016, another U.S.-based network
security company published a series of analyses about attempts to
compromise both the work and personal email accounts of numerous
individuals involved in the 2016 U.S. presidential campaign, including
individuals affiliated with the Political Organization, through a
“spearphishing” operation. Spearphishing refers to the fraudulent
practice of sending an email that purports to be from a known or
trusted sender in order to induce the targeted victim to respond in a
desired manner, typically by clicking a malicious link or URL. This
second Security Company assessed that the perpetrators were operating
from Russia and were gathering information on behalf of the Russian

government.

(U/ /#6599 The perpetrators had a practice of using malicious domains

that mimicked legitimate domains.

b7E -4

SESRET/ /HOFORN

FBI (20-cv-467)-480



[ IsmM-2589105 Serial 66

b7D -5
b7E -3,4,7
“SECRET/ /NOFORN-
Title: (U//¥e5€) FDR to:requesting
Re: SM-2589105, 05/04/2018
b6 -2
b7C -2
b7E -4
b7E -4
“SESRET/ NOFORN

FBI (20-cv-467)-481



SM-~-2589105 Serial 66

b7D -5

W/ﬁepemq_ b7E -3,4,7

Title: (U//F€HS) FDR to [::::::]requestingl

Re: SM-2589105, 05/04/2018
b7E -3,4
b7D -5
b7E -4
Assistance Requested
(U//#e8e) In furtherance of the investigation detailed above, the FBI
requests assistance from in obtaining the b7D -5
following information: bTE -4
“SEGRET/ /NOEORN-

FBI (20-cv-467)-482



[ IsM-2589105 Serial 66
b7D -5

SECRET7 /NOFORN- b7E -3,4,7

Title: (U//¥€8e) FDR to I:Irequesting |

Re: SM-2589105, 05/04/2018
b6 -2
b7C -2
b7E -4
“SECRET/ /NOEORN-

FBI (20-cv-467)-483



[ kM-2589105 Serial 66
b7D -5

_SECRET/ /NOFORN b7E -3,4,7
Title: (U//#¥0) FDR to [::::::]requestingl

Re: M-2589105, 05/04/2018
| F

b6 -2
b7C -2
b7E -4

b7E -4

TSECRET/ /NOFORN

FBI (20-cv-467)-484



[ 1sM-2589105 Serial 66

b7D -5
b7E -3,4,7
SEESRET/ /NOFORN
Title: (U//#€8€) FDR to I:lrequestingl
Re: SM-2589105, 05/04/2018
b7E -4
——————————————————————— Tearline Admin Section--------—-—--"-"">"—-"—--——-
Dissemination directly by HQ
substantive desk without LEGAT action: No
Dissemination Countries:
b7D -5

UNCLASSIFIED//Feverrer—ee—tor, [ |

(U) UNLESS OTHERWISE PROVIDED HEREIN OR EXPRESSLY AUTHORIZED BY
FEDERAL BUREAU OF INVESTIGATION (FBI) HEADQUARTERS IN A SEPARATE
COMMUNICATION, THE INFORMATION IN THIS DOCUMENT IS FOR INTELLIGENCE
AND LEAD PURPOSES ONLY, AND YOUR GOVERNMENT MAY NOT USE THE
INFORMATION IN ANY LEGAL PROCEEDINGS, DISSEMINATE THE INFORMATION TO
ANY OTHER GOVERNMENT, PERSON OR ENTITY, OR TAKE ANY OVERT
INVESTIGATIVE STEPS (INCLUDING BUT NOT LIMITED TO FORMAL LEGAL PROCESS
OR DIRECT CONTACT WITH REFERENCED PERSONS/ENTITIES OR THEIR
ASSOCIATES) BASED ON THE INFORMATION IN THIS DOCUMENT.

_SEeRET/ AoFeRN

9

FBI (20-cv-467)-485



[ bM-2589105 Serial 66
b7D -5

b7E -3,4,7
“SEGRET/ /NOFORN
Title: (U//¥e885 FDR to [::::::]requestingl
Re: SM-2589105, 05/04/2018
b7E -4

(U/ /Fe8€) The Federal Bureau of Investigation (FBI) is conducting an

investigation into criminal violations of United States law concerning
intrusions into the computer network of a major U.S. political party

and the public release of that information. As part of the

investigation, U.S. authorities continue to investigate the individual

(s) behind a “spearphishing” campaign to steal the credentials of

persons connected with the 2016 U.S. presidential election,
b7D -5
| An MLAT request dated b7E -3
February 20, 2018 was previously issued tol |for this
investigation. However, the FBI has developed additional facts and
offenses and seeks the supplemental assistance described below. A
formal supplemental MLAT request will follow.
b7D -5
b7E -4
b7E -4
(U/ /Pe8e) Due to the sensitive nature of this investigation and the

information contained herein, please keep this request confidential in

all respects and do not share its contents or its subject matter with

“SEGRET7 /NOFORN-

10
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b7D -5

b7E -3,4,7
_SESRET/ fieFoR

Title: (U//&688) FDR to [::::::]requestingl

Re: SM-2589105, 05/04/2018

any private persons (including the subject of the investigation), or
any government officials whose knowledge is not absolutely necessary

for purposes of executing this request.
Background

(U//#e8e) On June 14, 2016, a U.S.-based network security company
published a report about its investigation of a series of intrusions
into the computer network of a Political Organization. According to
the Security Company, hackers linked to the Russian government
breached the Political Organization’s network in approximately April
2016.

(U/ /e8€y On approximately June 2016, another U.S.-based network
security company published a series of analyses about attempts to
compromise both the work and personal email accounts of numerous
individuals involved in the 2016 U.S. presidential campaign, including
individuals affiliated with the Political Organization, through a
“spearphishing” operation. Spearphishing refers to the fraudulent
practice of sending an email that purports to be from a known or
trusted sender in order to induce the targeted victim to respond in a
desired manner, typically by clicking a malicious link or URL. This
second Security Company assessed that the perpetrators were operating
from Russia and were gathering information on behalf of the Russian

government.

(U/ /#6888 The perpetrators had a practice of using malicious domains

that mimicked legitimate domains. |

b7E -4

“SECRET/ ANGFORN-

11
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b7D -5
b7E -3,4,7
“BEESRET/ /NOFORN-
Title: (U//#e8€) FDR to I:l requesting
Re: SM-2589105, 05/04/2018
b6 -2
b7C -2
b7E -4
b7E -4
_SECSRET/ /NOFOR+

12
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[ JsM-2589105 Serial 66

b7D -5
b7E -3,4,7
—SECRET/ /NOFOR¥
Title: (U//#886) FDR to[:::::::]requestingl
Re: [ |smM-2589105, 05/04/2018
b7E -3,4

b7D -5
b7E -4
Assistance Requested
(U/ /=e5e) In furtherance of the investigation detailed above, the FBI
requests assistance from in obtaining the b7D -5

following information:

_SEGRET/ AlOFORN

13
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b7D -5

b7E -3,4,7
_SEERET/ /NoFoRN

Title: (U//+Fe8e) FDR to I:l requesting

Re: M-2589105, 05/04/2018
b6 -2
b7C -2
b7E -4
“SECRET/ /NOFOR+

14
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SM-2589105 Serial 66

b7D -5
_SESRET/ /NOFORN b7E -3,4,7
Title: (U//&68e) FDR to I:lrequesting
Re: [:::]SM—2589105, 05/04/2018
b6 -2
b7C -2
b7E -4
b6 -2
b7C -2
b7E -4
b7E -4

SESRET/ /NOFORN-

15
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|:|SM~2589105 Serial 66

b7D -5
“SECRET/ ANOFORN P7E -3,4.7

Title: (U//=e8e) FDR to I:lrequestingl
Re: SM-2589105, 05/04/2018

b7E -4

UNCLASSIFIED/ /FeBe RET—Fc—05As D

———————————————————————————— End Tearline--—-—-————-—--———————————————— bé -1

b7C -1

b7D -5
(U//#e8e) Questions regarding this communication should be directed b7E -9
to |
L &4

_SECRET/ /NOFORN

16
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ALL TM-ORMATIOH CNTATHED
HEBEIN 18 UMOLASSTIEIED
LAatE 05-171-2021 HY

. [ JsM-2589105 Serial 67 b6 -1
-1 of 1- b7C -1
FD-302 (Rev. 5-8-10) b7E -7
FEDERAL BUREAU OF INVESTIGATION
Date of entry 05/06/2018
. . b6 -1,2,5
On April 26, 2018, Special Agentl contactedl | B7C -1.2.5
|regarding [ | b7E -4
b6 -1,2,5
b7C -1,2,5
b7E -4
b6 -1,2,5
b7C -1,2,5
b7E -4
Investigationon 04/30/2018 Washington, District Of Columbia, United States (Email)
bé -1
File | |s11-2589105 Date drafied 05/06/2018 b7e -1
b7E -7

byl

This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not ]
to be distributed outside your agency. FBI (2@'@‘467)‘493



ALL INFORMATION CONTAINED

HEREIN IS UNCLASSIFIED |:|SM~2589105 Serial 68 b6 -1

DATE 08-17-2021 BY NSICG b7C -1
FD-302 (Rev. 5-8-10) -1 of 1- BTE -7

FEDERAL BUREAU OF INVESTIGATION

Date of entry 05/06/2018

| | b3 -1
| |telephonically bé -1,2
contacted Special Agent | | and after being advised of the b7c -1,2
identity of the interviewing Agent,l |provided the following
information:
. . b3 -1
| |was served by the FBI with a grand jury subpoena b6 -2
to appear in Washington DC,I | bIC -2
b3 -1
b6 -2
b7C -2
b3 -1
b6 -1,2
b7C -1,2
b3 -1
b6 -1,2
b7C -1,2
Investigationon  04/16/2018 4 United States (Phone) b3 -1
- b6 -1
File # | |sm-2589105 Date drafied  04/24/2018 b7C -1
b7E -7
by I

This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not ]
to be distributed outside your agency. FBI (2@'@‘467)‘494



ALL IMIURMATIUN UNTRAINED
[ lsm-2589105 Serial 69 b6 -1
C -

HEBEIN 18 UM LASSTIEIED
LAatE 05-171-2021 HY Hali G 1 of 1
- o -
b7E -7

FD-302 Rev. 5-8-10)
FEDERAL BUREAU OF INVESTIGATION

Date of entry 05/06/2018

On May 5, 2018, I I voluntarily b6 -5
provided responses to the following email: p7C -5
b7E -4

On May 5, 2018, I:lprovided the following responses:

b6 -2,5
b7C -2,5
b7E -4

United States (Email)
b6 -1

05/06/2018 b7C -1
b7E -7

Investigation on 05/05/2018 4, Washington, District Of Columbia,

e __r-2589109

by | I
This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not ]
FBI (20-cv-467)-495

Date drafted

to be distributed outside your agency.
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ALL THAUHEMATION CNTETHED
HEREIN IS UNCLASSIFIED SM-2589105 Serial 70
DATE D9-17-2021 BY NSICG |:| b7C -1
FD-302 (Rev. 5-8-10) -1 of 2- b7E -7
FEDERAL BUREAU OF INVESTIGATION
Date of entry 05/06/2018
On May 3, 2018, voluntarily
provided responses to the following gquestions: b6 -2,5
b7C -2,5
b7E -4
On May 3, 2018,:|provided the following responses: b6 -4,5
b7C -4,5
b7E -4
Investigation on 05/03/2018 4 Washington, District Of Columbia, United States (Email)
b6 -1
File # | |sm-2589105 Date drafied 05/06/2018 b7C -1
b7E -7

by I I
This document contains neither recommendations nor conclusions of the FBI. It is the propetrty of the FBI and is loaned to your agency; it and its contents are not ]
FBI (20-cv-467)-496

to be distributed outside your agency.



[ ]sM-2589105 Serial 70
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FEDERAL BUREAU OF INVESTIGATION
Date of entry 05/07/2018

(U//#e8e RAnalysis of search warrant returns from

1
OTHER -Sealed

b6 -2
b7C -2
b7E -4

(U//FeY¥8) Analysis:

(U//+686e) Search warrant results from

OTHER -Sealed

b6 -2
b7C -2
b7E -4,7

UNCLASSIFIED/ AFeuBo-

District Of Columbia, United States (In Person)

Investigationon 05/07/2018 5 Washington,

File # | 2589105 Date drafied 05/07/2018 b6 -1
| | b7C -1

* b7E -7
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Letterhead Memorandum (Rev. 02-05-15) _
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United States Department of Justice

Federal Bureau of Investigation

Tracking #: [:::::::::] Office of the Legal Attaché

Case File #:38M-2589105 United States Embassy

Date: 07-May-2018

b7D -5
b7E -4,8,9

(U) UNLESS OTHERWISE PROVIDED HEREIN OR EXPRESSLY AUTHORIZED BY
FEDERAL BUREAU OF INVESTIGATION (FBI) HEADQUARTERS IN A SEPARATE
COMMUNICATION, THE INFORMATION IN THIS DOCUMENT IS FOR INTELLIGENCE
AND LEAD PURPOSES ONLY, AND YOUR GOVERNMENT MAY NOT USE THE
INFORMATION IN ANY LEGAL PROCEEDINGS, DISSEMINATE THE INFORMATION TO
ANY OTHER GOVERNMENT, PERSON OR ENTITY, OR TAKE ANY OVERT
INVESTIGATIVE STEPS (INCLUDING BUT NOT LIMITED TO FORMAL LEGAL PROCESS
OR DIRECT CONTACT WITH REFERENCED PERSONS/ENTITIES OR THEIR
ASSOCIATES) BASED ON THE INFORMATION IN THIS DOCUMENT.

(u/ /reve) | b7E -4

(U/ /FPe8e) The Federal Bureau of Investigation (FBI) is conducting an
investigation into criminal violations of United States law concerning

intrusions into the computer network of a major U.S. political party
and the public release of that information. As part of the
investigation, U.S. authorities continue to investigate the individual
(s) behind a “spearphishing” campaign to steal the credentials of
persons connected with the 2016 U.S. presidential election,l

| b7E -3

|An MLAT request dated
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February 20, 2018 was previously issued to[:::::::]for this
investigation. However, the FBI has developed additional facts and
offenses and seeks the supplemental assistance described below. A

formal supplemental MLAT request will follow.

(U/ /#68e) Due to the sensitive nature of this investigation and the
information contained herein, please keep this request confidential in
all respects and do not share its contents or its subject matter with
any private persons (including the subject of the investigation), or
any government officials whose knowledge is not absolutely necessary

for purposes of executing this request.

Background

(U//$€8e) On June 14, 2016, a U.S.-based network security company
published a report about its investigation of a series of intrusions
into the computer network of a Political Organization. According to
the Security Company, hackers linked to the Russian government
breached the Political Organization’s network in approximately April
2016.

(U/ /#e8e) The perpetrators had a practice of using malicious domains

that mimicked legitimate domains.
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Assistance Requested
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The FBI acknowledges that further information can be obtained wvia the
use of a Mutual Legal Assistance request which may be provided in the
future. Please direct any questions you may have regarding this matter
to the attention of Assistant Legal Attaché
Sincerely, b6 -1
b7C -1
b7E -9
Legal Attache
LINCLASSIFIED//LPeUeyLREi-—Te—U-SA—,I:l b7D -5
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