Item # Date uTC Conversation Participants Content Text Action ContentType
2457 9/21/2016| 18:07:18|From: cpape To: asands how are you? Message text/html
2458| 9/21/2016| 18:10:02|From: asands To: cpape pretty good! director level interest in the new case | just got so | am |Message text/html

basically halting on everything else and being Curtis's lackey. pretty
cool
2459 9/21/2016| 18:10:14|From: asands To: cpape | think he feels bad for me and threw me an interesing case Message text/html
2460] 9/21/2016| 18:10:18|From: asands To: cpape Il take it! Message text/html
2461] 9/21/2016| 18:11:16|From: cpape To: asands heck yes!!! congrats on that! Message text/html
2462 9/21/2016| 18:11:24|From: asands To: cpape yeah thanks Message text/html
2463 9/21/2016| 18:11:36)|From: asands To: cpape although | think leaving at 5 is out the window. haha Message text/html
2464 9/21/2016| 18:11:44|From: asands To: cpape but so far the day is working out Message text/html
2465] 9/21/2016| 18:12:27|From: cpape To: asands why is leaving at 5 out the window? Message text/html
2466] 9/21/2016| 18:17:39|From: asands To: cpape 7th floor interest!! Message text/html
2467| 9/21/2016| 18:18:13|From: cpape To: asands Ah... Fair enough, well at least the day is working out! Message text/html
3044| 9/22/2016| 19:09:35|From: jjhubiak To: asands MediaStart media:Audio
3048| 9/22/2016| 19:15:46|From: jjhubiak To: asands MediaEnd media:Audio
3183| 9/22/2016| 19:59:22|From: asands To: cmoravec |l got a tasking from HQ that is lighting my hair on fire Message text/html
3274 9/23/2016| 12:50:53|From: asands To: 2989902 @vtc MediaStart media:Audio
3277| 9/23/2016| 13:25:20|From: asands To: jjhubiak Response
3278| 9/23/2016| 13:25:20|From: asands To: jjhubiak Invite application/sdp
3279] 9/23/2016| 13:25:20|From: asands To: jjhubiak Response
3280| 9/23/2016| 13:25:20|From: asands To: jjhubiak Invite
3281 9/23/2016| 13:25:20|From: asands To: jjhubiak |good morning josh! Message text/html
3282| 9/23/2016| 13:25:20|From: asands To: jjhubiak MediaStart media:IM
3283| 9/23/2016| 13:26:06|From: asands To: jjhubiak central dynamics, the registrant for the trump-email.com domain, is [Message text/html
willing to cooperate with the FBI and provide logs, so | do not think
we will need to contact Listrak at all
3284| 9/23/2016| 13:26:31|From: asands To: jjhubiak Thanks for your help thus far and | appreciate any insights you have |Message text/html
moving forward
3285| 9/23/2016| 13:28:57|From: caheide To: asands Invite
3364| 9/23/2016| 13:53:49]|From: jjhubiak To: asands Invite
3365| 9/23/2016| 13:53:49|From: jjhubiak To: asands roger that, let me know if you need anything else. godaddy, we Message text/html
think, would have some good intel as well.
3366| 9/23/2016| 13:53:49]|From: jjhubiak To: asands Response
3367| 9/23/2016| 13:53:49]|From: jjhubiak To: asands MediaStart media:IM
3368| 9/23/2016| 13:53:49]|From: jjhubiak To: asands Invite application/sdp
3369| 9/23/2016| 13:53:49|From: jjhubiak To: asands Response
3378| 9/23/2016| 14:22:42|From: rmherbster To: sip:rmhdi spoke w the company again, give me a call when you can Message text/html
3379] 9/23/2016| 14:24:43|From: rmherbster To: asands |x Invite application/sdp
3380 9/23/2016| 14:25:00|From: rmherbster To: asands Response
3438| 9/23/2016| 15:31:28|From: asands To: jpientka MediaStart media:IM
3439| 9/23/2016| 15:31:28|From: asands To: jpientka Invite
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3440| 9/23/2016| 15:31:28|From: asands To: jpientka | have an update for you, please let me know when you have a Message text/html
minute to talk
3441| 9/23/2016| 15:31:28|From: asands To: jpientka Invite application/sdp
3442| 9/23/2016| 15:31:43|From: asands To: jpientka Response
3443| 9/23/2016| 15:31:43|From: asands To: jpientka Response
3444| 9/23/2016| 15:41:28]From: asands To: jpientka SessionEnd
3445| 9/23/2016| 15:41:28]From: asands To: jpientka SessionEnd
3446| 9/23/2016| 15:41:28]From: asands To: jpientka MediaEnd media:IM
3470 9/23/2016| 16:09:52|From: caheide To: asands Response
3471 9/23/2016| 16:09:52|From: caheide To: asands Response
3472 9/23/2016| 16:09:52|From: caheide To: asands MediaStart media:IM
3473 9/23/2016| 16:09:52|From: caheide To: asands Invite application/sdp
3474 9/23/2016| 16:09:52|From: caheide To: asands Invite
3475 9/23/2016| 16:09:52|From: caheide To: asands once we get that case opened, let's cut a lead to the MM division, |Message text/html
requesting assiting with the interview, etc.
3476| 9/23/2016| 16:10:06|From: caheide To: asands then they can cover it. we'll need to add them as case participants |Message text/html
and all that
3477 9/23/2016| 16:10:11|From: caheide To: asands SessionEnd
3478 9/23/2016| 16:10:11|From: caheide To: asands SessionEnd
3479 9/23/2016| 16:10:11|From: caheide To: asands SAC should be signing soon Message text/html
3480 9/23/2016| 16:10:11|From: caheide To: asands MediaEnd media:IM
3481 9/23/2016| 16:13:10]|From: rcgaynor To: asands MediaStart media:IM
3482| 9/23/2016| 16:13:10]|From: rcgaynor To: asands Invite
3483| 9/23/2016| 16:13:10|From: rcgaynor To: asands Invite application/sdp
3484| 9/23/2016| 16:13:10|From: rcgaynor To: asands Allison, hi, have a moment to lync? Message text/html
3485| 9/23/2016| 16:13:11]From: rcgaynor To: asands Response
3486| 9/23/2016| 16:13:11|From: rcgaynor To: asands Response
3487| 9/23/2016| 16:13:56|From: rcgaynor To: asands regarding VTC this morning Message text/html
3488| 9/23/2016| 16:18:21|From: rcgaynor To: asands Ok, | have to leave my desk. CD AD asked me to do a check-in on Message text/html
the server matter (any update) before a meeting he has this
afternoon where the information would be useful (Time TBD). | will
be back in 30 minutes or so to try and get in touch with you again.
3489| 9/23/2016| 16:28:21|From: rcgaynor To: asands MediaEnd media:IM
3490| 9/23/2016| 16:28:21|From: rcgaynor To: asands SessionEnd
3491| 9/23/2016| 16:28:21|From: rcgaynor To: asands SessionEnd
3492 9/23/2016| 16:43:41|From: asands To: caheide Invite application/sdp
3493 9/23/2016| 16:43:41|From: asands To: caheide Response
3494 9/23/2016| 16:43:41|From: asands To: caheide Invite
3495 9/23/2016| 16:43:41|From: asands To: caheide ok Message text/html
3496 9/23/2016| 16:43:41|From: asands To: caheide Response
3497 9/23/2016| 16:43:41|From: asands To: caheide MediaStart media:IM
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3498| 9/23/2016| 16:44:28|From: asands To: caheide | lifted the "logs" from the low side...Im going to ask Kyle to take a |Message text/html
log at them and write up an assessment for me so | can serial the
email from central dynamics too
3499 9/23/2016| 16:54:28|From: asands To: caheide SessionEnd
3500 9/23/2016| 16:54:28|From: asands To: caheide SessionEnd
3501 9/23/2016| 16:54:28|From: asands To: caheide MediaEnd media:IM
3502 9/23/2016| 18:55:51|From: caheide To: asands Invite application/sdp
3567| 9/26/2016| 13:51:55|From: cpape To: asands Hey boo! Message text/html
3568| 9/26/2016| 13:53:04]|From: asands To: cpape | apparently missed a call to HQ this morning at 8 Message text/html
3569| 9/26/2016| 13:53:13|From: asands To: cpape man, Im so tired too Message text/html
3570] 9/26/2016| 13:53:22|From: asands To: cpape dont let me volunteer for anything else Message text/html
3571| 9/26/2016| 13:53:24|From: asands To: cpape SessionEnd
3572| 9/26/2016| 13:53:24|From: asands To: cpape SessionEnd
3573| 9/26/2016| 13:53:24|From: asands To: cpape MediaEnd media:IM
3574| 9/26/2016| 13:54:05|From: cpape To: asands Invite application/sdp
3575| 9/26/2016| 13:54:05|From: cpape To: asands yes ma'am.. although | didn't think you were volunteering anyway. |Message text/html
3576| 9/26/2016| 13:54:05|From: cpape To: asands Response
3577| 9/26/2016| 13:54:05|From: cpape To: asands MediaStart media:IM
3578| 9/26/2016| 13:54:05|From: cpape To: asands Response
3579| 9/26/2016| 13:54:05|From: cpape To: asands Invite
3580| 9/26/2016| 13:54:10|From: cpape To: asands what was the call for?\ Message text/html
3581 9/26/2016| 13:54:50]From: rmherbster To: asands |just saw curtis' email on the low side Message text/html
3582| 9/26/2016| 13:54:53|From: asands To: cpape update to HQ on a big case Message text/html
3583| 9/26/2016| 13:54:58|From: asands To: cpape but | wasnt even on the invite Message text/html
3584| 9/26/2016| 13:55:08|From: asands To: cpape because even though Im the case agent | am still totally expendable [Message text/html
3585| 9/26/2016| 13:55:19|From: asands To: cpape but yet Im still in trouble for not being on it Message text/html
3586| 9/26/2016| 13:55:25|From: asands To: cpape and thus even more expendable Message text/html
3587| 9/26/2016| 13:55:31|From: asands To: cpape bad way to start the week Message text/html
3588| 9/26/2016| 13:55:35|From: rmherbster To: asands |i'll reach out for them again this morning, headed to a meeting right |Message text/html
now
3589 9/26/2016| 13:55:48]From: asands To: rmherbster |ok, give me a call if you have any guestions Message text/html
3590| 9/26/2016| 13:56:31|From: cpape To: asands wow... a whole lot of WTF in that situation... I'm sorry to hear that [Message text/html
3591 9/26/2016| 13:57:47|From: caheide To: asands Invite application/sdp
3592 9/26/2016| 13:57:47|From: caheide To: asands ok cool Message text/html
3677| 9/26/2016| 15:28:42]|From: asands To: jjhubiak Invite
3678| 9/26/2016| 15:28:42]From: asands To: jjhubiak Response
3679 9/26/2016| 15:28:42|From: asands To: jjhubiak Response
3680| 9/26/2016| 15:28:42]From: asands To: jjhubiak MediaStart media:IM
3681 9/26/2016| 15:28:42]|From: asands To: jjhubiak good morning Josh, you there? Message text/html
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3682| 9/26/2016| 15:28:42|From: asands To: jjhubiak Invite application/sdp
3683| 9/26/2016| 15:29:46|From: asands To: jjhubiak Im writing a justification for an NSL to GoDaddy and | would Message text/html
appreciate a sanity check. | havent sent an NSL to GoDaddy before
for anything but subscriber data and | want to be sure | am framing
my request correctly and requesting data that will actually be
helpful
3709| 9/26/2016| 15:32:11|From: jjhubiak To: asands i dont know if this is what you are referring to but basically, you Message text/html
want from GoDaddy all subscriber information, all domains and sub-
domains created by that subscriber, ip log history, billing
information that are related to the domain "trump-email.com"
3710| 9/26/2016| 15:34:43|From: asands To: jjhubiak yeah that helps, thanks :) Message text/html
3711| 9/26/2016| 15:35:00|From: asands To: jjhubiak also, NSL for lisktrak heading your way Message text/html
3712] 9/26/2016| 15:35:17|From: jjhubiak To: asands k, i will let harrisburg know Message text/html
3713| 9/26/2016| 15:35:28|From: asands To: jjhubiak the end user is willing to provide logs but they dont have what we [Message text/html
need.
3714] 9/26/2016| 15:35:40|From: jjhubiak To: asands roger that Message text/html
3715| 9/26/2016| 15:36:04|From: asands To: jjhubiak thanks Josh, very much appreciate your help and expertise Message text/html
3716| 9/26/2016| 15:36:19|From: jjhubiak To: asands no problem Message text/html
3717| 9/26/2016| 15:38:45|From: asands To: caheide do you want to read over this NSL justification? Message text/html
3726] 9/26/2016| 15:38:57|From: caheide To: asands you want me to? Message text/html
3727| 9/26/2016| 15:39:02|From: asands To: caheide yes :) Message text/html
3728 9/26/2016| 15:39:03|From: caheide To: asands :) Message text/html
3735| 9/26/2016| 16:06:25|From: asands To: caheide ok, NSLs are ready for your review whenever you have a minute Message text/html
3741 9/26/2016| 16:06:38|From: caheide To: asands ok. Message text/html
3877| 9/26/2016| 18:22:40|From: rmherbster To: asands |i just forwarded you an email from cendyn about one IP that was Message text/html
attempting to contact the server
3878| 9/26/2016| 18:22:50|From: rmherbster To: asands |the IP was blocked Message text/html
3879| 9/26/2016| 18:23:08|From: rmherbster To: asands |they're working on getting us whatever logs they have available Message text/html
3880| 9/26/2016| 18:25:42|From: asands To: rmherbster |ok great, thank you Message text/html
3881| 9/26/2016| 18:26:12|From: rmherbster To: asands |btw do you guys have a case # yet? Message text/html
3882| 9/26/2016| 18:26:23|From: asands To: rmherbster yes& Message text/html
3883| 9/26/2016| 18:26:40|From: asands To: rmherbster |l added you and jason manar as case participants and cut you a lead [Message text/html
to interview CD
3893| 9/26/2016| 18:27:15|From: rmherbster To: asands |ok cool thx. 302s coming your way. Message text/html
3905| 9/26/2016| 18:27:57|From: asands To: rmherbster |great Message text/html
3906| 9/26/2016| 18:28:03|From: asands To: rmherbster |anything else you need from us? Message text/html
3907| 9/26/2016| 18:28:45|From: rmherbster To: asands |do you want me to classify this as unclass/fouo or does it need to Message text/html
be secret?
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3908| 9/26/2016| 18:29:02|From: rmherbster To: asands |i'm on the crim squad, im not good w the whole classification thing |Message text/html
lol

3909| 9/26/2016| 18:29:13|From: dwkeiser To: asands Will do. I'll head up in a minute Message text/html

3910 9/26/2016| 18:39:02|From: rmherbster To: asands SessionEnd

3911 9/26/2016| 18:39:02|From: rmherbster To: asands SessionEnd

3913 9/26/2016| 18:39:12|From: dwkeiser To: asands SessionEnd

3914 9/26/2016| 18:39:12|From: dwkeiser To: asands MediaEnd media:IM

3915 9/26/2016| 18:39:12|From: dwkeiser To: asands SessionEnd

3916 9/26/2016| 18:50:29|From: asands To: rmherbster Response

3917| 9/26/2016| 18:50:29]From: asands To: rmherbster [the overall case file is s//nf so no worries Message text/html

3918 9/26/2016| 18:50:29|From: asands To: rmherbster Invite application/sdp

3919 9/26/2016| 18:50:29|From: asands To: rmherbster MediaStart media:IM

3920 9/26/2016| 18:50:29|From: asands To: rmherbster Response

3921 9/26/2016| 18:50:29|From: asands To: rmherbster Invite

3922| 9/26/2016| 18:50:38] From: asands To: rmherbster |anything that ties alfa bank to trump is S//NF Message text/html

3923| 9/26/2016| 18:50:46]From: asands To: rmherbster [but your interviews should be all unclassified Message text/html

3924 9/26/2016| 18:50:50|From: asands To: rmherbster |fouo Message text/html

3991 9/26/2016| 19:58:42]From: asands To: caheide dan still has to approve those NSLs Message text/html

3992| 9/26/2016| 19:58:52]From: asands To: caheide | told josh | would try and get him one today Message text/html

3994 9/26/2016| 19:59:17|From: asands To: caheide MediaEnd media:IM

3995 9/26/2016| 19:59:17|From: asands To: caheide SessionEnd

3996 9/26/2016| 19:59:17|From: asands To: caheide SessionEnd

3998| 9/26/2016| 20:04:18]From: caheide To: asands run in there and tell him Message text/html

3999 9/26/2016| 20:04:18|From: caheide To: asands MediaStart media:IM

4000 9/26/2016| 20:04:18|From: caheide To: asands Invite

4001 9/26/2016| 20:04:18|From: caheide To: asands Response

4002 9/26/2016| 20:04:18|From: caheide To: asands Invite application/sdp

4003 9/26/2016| 20:04:18|From: caheide To: asands Response

4004 9/26/2016| 20:04:19|From: caheide To: asands MediaEnd media:IM

4005 9/26/2016| 20:04:19|From: caheide To: asands SessionEnd

4006 9/26/2016| 20:04:19|From: caheide To: asands SessionEnd

4007| 9/26/2016| 20:04:24]From: cajones?2 To: sip:saparsdhttps://sentinel.fhinet.fbi/lavender/#/Serials/115437131 Message text/html

4008 9/26/2016| 20:05:26|From: caheide To: asands MediaStart media:IM

4009 9/26/2016| 20:05:26|From: caheide To: asands Invite application/sdp

4010 9/26/2016| 20:05:26|From: caheide To: asands Invite

4011 9/26/2016| 20:05:26|From: caheide To: asands Response

4012| 9/26/2016| 20:05:26]From: caheide To: asands just told him Message text/html

4013 9/26/2016| 20:05:26|From: caheide To: asands Response

4014 9/26/2016| 20:05:34|From: caheide To: asands SessionEnd

4015 9/26/2016| 20:05:34|From: caheide To: asands SessionEnd

4016 9/26/2016| 20:05:34|From: caheide To: asands he's on it Message text/html

4018 9/26/2016| 20:10:16|From: asands To: dswierzbicki Response
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4019 9/26/2016| 20:10:16|From: asands To: dswierzbicki Invite application/sdp
4020] 9/26/2016| 20:10:16|From: asands To: dswierzbicki [ok, added the IP address Message text/html

4021 9/26/2016| 20:10:16|From: asands To: dswierzbicki Response

4022 9/26/2016| 20:10:16|From: asands To: dswierzbicki MediaStart media:IM

4023 9/26/2016| 20:10:16|From: asands To: dswierzbicki Invite

4024 9/26/2016| 20:10:18|From: asands To: dswierzbicki SessionEnd

4025 9/26/2016| 20:10:18|From: asands To: dswierzbicki MediaEnd media:IM

4026 9/26/2016| 20:10:18|From: asands To: dswierzbicki SessionEnd

4027 9/26/2016| 20:10:38|From: asands To: Imschambach MediaEnd media:IM

4028 9/26/2016| 20:10:38|From: asands To: Imschambach Invite application/sdp
4029 9/26/2016| 20:10:38|From: asands To: Imschambach SessionEnd

4030 9/26/2016| 20:10:38|From: asands To: Imschambach Response

4031 9/26/2016| 20:10:38|From: asands To: Imschambaclbah! ok, thanks Lisa. appreciate your help Message text/html

4032 9/26/2016| 20:10:38|From: asands To: Imschambach MediaStart media:IM

4071| 9/26/2016| 22:02:11|From: jjsoo To: asands MediaStart media:IM

4072| 9/26/2016| 22:02:11|From: jjsoo To: asands Invite application/sdp
4073| 9/26/2016| 22:02:11|From: jjsoo To: asands Searching the current and historical lists of Tor exit nodes published [Message text/html

by the Tor Project (torporject.org) covering the time period of May
42016 - Sept 4 2016, no matches of the Spectrum Health IP
(167.73.110.8) were found. Normally, a Tor exit node would appear
in this list if it were active during the reveiwed time period. Under
normal conditions, the historical data used for searching is captured
at a a rate of once per hour, every hour, every day.

4074 9/26/2016| 22:02:11|From: jjsoo To: asands Invite

4075| 9/26/2016| 22:02:12|From: jjsoo To: asands Response

4076| 9/26/2016| 22:02:12|From: jjsoo To: asands Response

4077| 9/26/2016| 22:06:27|From: asands To: jjsoo | want to add something like this: This is further evidence that the |Message text/html

white paper?s claim about SPECTRUM HEALTH being an exclusive
exit node for ALFA BANK is not supported by technical

analysis. Further, the use of Tor networks is inconsistent with
Russia?s TTPs for obfuscating its network activities.

4078| 9/26/2016| 22:06:34|From: asands To: jjsoo do you agree with that statement Message text/html
4079| 9/26/2016| 22:09:22|From: jjsoo To: asands | would agree that is true. You could however make the more Message text/html
general statement of "This is further that the white paper's claim
about ... being an exit node -- exclusive or otherwise -- is not
supported by technical analysis.

4080| 9/26/2016| 22:10:11|From: jjsoo To: asands Could also add the notion of private Tor exit nodes would decrease |Message text/html
anonymity.

4081 9/26/2016| 22:13:43|From: asands To: jjsoo hey! Message text/html

4082| 9/26/2016| 22:13:50|From: asands To: jjsoo hi : Message text/html
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4083 9/26/2016| 22:13:51]From: asands To: jjsoo &) Message text/html

4084| 9/26/2016| 22:18:44]From: jjsoo To: asands SessionEnd

4085| 9/26/2016| 22:18:44]From: jjsoo To: asands MediaEnd media:IM

4086| 9/26/2016| 22:18:44]From: jjsoo To: asands SessionEnd

5315| 9/29/2016| 19:56:55|From: jpientka To: asands MediaStart media:Audio

5316| 9/29/2016| 19:56:55|From: jpientka To: asands Invite application/sdp

5317| 9/29/2016| 19:57:03|From: asands To: jpientka we have an update on the alfa bank case Message text/html

5318 9/29/2016| 19:57:09]From: jpientka To: asands Response

5319| 9/29/2016| 19:57:20]From: casasands.a411f316-05 1f-4f56-85a1-bc0648bce4f0 To: sip:asands Join

5320| 9/29/2016| 19:57:20]From: asands To: sip:asands Join

5323| 9/29/2016| 19:57:21]From: asands To: jpientka SessionEnd

5324| 9/29/2016| 19:57:21]From: asands To: jpientka Invite application/sdp

5325| 9/29/2016| 19:57:21]From: asands To: jpientka Response

5326| 9/29/2016| 19:57:21|From: jpientka To: sip:asands Join

5327| 9/29/2016| 19:57:21|From: jpientka To: sip:asands Join

5328| 9/29/2016| 19:57:21]From: asands To: sip:asands Join

5329| 9/29/2016| 19:57:22|From: jpientka To: asands MediaEnd media:Audio

5330| 9/29/2016| 19:57:22|From: jpientka To: sip:asands Join

5331 9/29/2016| 19:57:22]|From: asands To: jpientka SessionEnd

5332| 9/29/2016| 19:57:22]From: jpientka To: asands SessionEnd

5333| 9/29/2016| 19:57:22]|From: asands To: jpientka SessionEnd

5334 9/29/2016| 19:57:22]|From: asands To: jpientka MediaEnd media:IM

6208| 10/4/2016| 13:24:25]|From: sjhellman To: asands Invite application/sdp

6209| 10/4/2016| 13:24:25]|From: sjhellman To: asands  |hey Allison Message text/html

6210| 10/4/2016| 13:24:25]|From: sjhellman To: asands Invite

6211| 10/4/2016| 13:24:25]|From: sjhellman To: asands MediaStart media:IM

6212| 10/4/2016| 13:24:33|From: asands To: cpape sounds awful Message text/html

6213| 10/4/2016| 13:24:40]From: sjhellman To: asands Response

6214| 10/4/2016| 13:24:40]From: sjhellman To: asands Response

6215| 10/4/2016| 13:24:40]From: sjhellman To: asands  [saw the emails from Curtis last night Message text/html

6216| 10/4/2016| 13:24:45]|From: sjhellman To: asands  |he said you guys had more data on Red side Message text/html

6217| 10/4/2016| 13:24:47]|From: sjhellman To: asands  [what's up? Message text/html

6218| 10/4/2016| 13:24:53|From: cpape To: asands yes, a lot of trees are going to die as a result of this Message text/html

6219| 10/4/2016| 13:25:22|From: asands To: sjhellman  |im not sure... Message text/html

6220| 10/4/2016| 13:25:29]From: sjhellman To: asands  [boooooo Message text/html

6221| 10/4/2016| 13:25:30]From: asands To: sjhellman | dont have any emails from him Message text/html

6222| 10/4/2016| 13:25:36]From: sjhellman To: asands  |you were CC'd Message text/html

6223| 10/4/2016| 13:25:59]From: sjhellman To: asands  [Dan sent them to you Message text/html

6224 10/4/2016| 13:26:03|From: sjhellman To: asands  |about the additional IPs Message text/html

6225| 10/4/2016| 13:26:21]From: sjhellman To: asands  |on this alfa bank thing Message text/html

6226| 10/4/2016| 13:26:46|From: asands To: sjhellman  |he may be referring to 2 random IP addresses we got from tom Message text/html
grasso
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6227| 10/4/2016| 13:26:47|From: asands To: sjhellman  |ah yes, Message text/html
6228| 10/4/2016| 13:27:05|From: asands To: sjhellman  |one of those IP addresses is alfa bank, the other is some home IP Message text/html
address in moscow
6229| 10/4/2016| 13:27:24|From: asands To: sjhellman  |we are going through the logs you sent and including those two Message text/html
additional IPs.
6230] 10/4/2016| 13:27:31|From: asands To: sjhellman |l think its a big nothing sandwich Message text/html
6231| 10/4/2016| 13:28:07|From: asands To: sjhellman  |sorry, not the logs you sent, the logs we received from central Message text/html
dynamics
6232| 10/4/2016| 13:28:32|From: asands To: sjhellman  |we are going through and looking for any Alfa bank activity at all, Message text/html
but we got a report on the Alfa Bank side that they also think this is
nothing
6233| 10/4/2016| 13:29:17|From: sjhellman To: asands  |um Message text/html
6234| 10/4/2016| 13:29:31|From: sjhellman To: asands  |the logs | sent Message text/html
6235| 10/4/2016] 13:29:34|From: asands To: sjhellman  |sent that to you just now Message text/html
6236] 10/4/2016] 13:29:50|From: sjhellman To: asands  |are also absurd and worthless as we discussed before lol Message text/html
6237| 10/4/2016| 13:29:56|From: asands To: sjhellman  |yes Message text/html
6238| 10/4/2016| 13:30:03|From: asands To: sjhellman read Jessie's email | forwarded you Message text/html
6239] 10/4/2016| 13:30:08|From: sjhellman To: asands  |doing now Message text/html
6240| 10/4/2016| 13:30:28|From: sjhellman To: asands  |oh nice you found tyhe "source?" Message text/html
6241 10/4/2016| 13:30:36|From: asands To: sjhellman Message text/html
6242| 10/4/2016| 13:30:42|From: asands To: sjhellman  |nope Message text/html
6243| 10/4/2016| 13:30:45|From: sjhellman To: asands Message text/html
6244] 10/4/2016| 13:30:47|From: sjhellman To: asands  |Jomg Message text/html
6245] 10/4/2016| 13:30:56|From: asands To: sjhellman it looks like the clearing house in London received the same/ similar [Message text/html
white paper
6246| 10/4/2016| 13:30:57|From: sjhellman To: asands  |I'm working with LA on them too Message text/html
6247| 10/4/2016| 13:31:01|From: sjhellman To: asands  |omg Message text/html
6248| 10/4/2016| 13:31:09|From: asands To: sjhellman  |and contacted their reps at alfa bank Message text/html
6249| 10/4/2016| 13:31:11|From: sjhellman To: asands  |just garbage Message text/html
6250| 10/4/2016| 13:31:20|From: asands To: sjhellman Message text/html
6251| 10/4/2016| 13:31:28|From: sjhellman To: asands  |lolol Message text/html
6252| 10/4/2016] 13:31:32|From: asands To: sjhellman  |we have the findings, adn teh answer is, "this is hothing" Message text/html
6253| 10/4/2016| 13:31:38|From: sjhellman To: asands  |absurd they paid $80k Message text/html
6254] 10/4/2016| 13:31:45|From: asands To: sjhellman but yet, we are still going through the logs and doing due dilligence |Message text/html
6255| 10/4/2016] 13:31:49|From: asands To: sjhellman  |yes, completely absurd Message text/html
6256| 10/4/2016| 13:31:58|From: asands To: sjhellman |l think we are underpaid, haha Message text/html
6267| 10/4/2016| 13:34:34|From: asands To: sjhellman  |if you dont mind, | may ask you to take a look at the results of our [Message text/html
analysis of the logs and check to make sure we arent missing
anything
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6268| 10/4/2016| 13:35:29|From: asands To: sjhellman | ahve one of our computer scientists going through it now, but U Message text/html
dont know if we are just trying to disprove the claims in the
whitepaper or look for anything suspicious. if we find anything |
would aprpeciate a second opinion.
6278| 10/4/2016| 13:36:07|From: kdsteere To: asands Morning Allison! Message text/html
6279 10/4/2016| 13:36:18|From: asands To: kdsteere | would love to get an assessment on them before this hits the press|Message text/html
6280] 10/4/2016| 13:36:20|From: sjhellman To: asands  |couple of end goals Message text/html
6282| 10/4/2016| 13:36:51|From: sjhellman To: asands but always our job is to collect information, and make decisions Message text/html
about its authenticity which we then use to make more decisions (ie
to further investigation or not})
6283| 10/4/2016| 13:37:08|From: asands To: kdsteere Scott Hellman is available to answer any questions you have and Message text/html
will provide a second opinion on any results you find itneresting or
suspcious
6284] 10/4/2016| 13:37:23|From: kdsteere To: asands Yup, | hear ya. They are the first thing on my list for today. Message text/html
Apparently my passwords expired lastnight, so I'm gettting those
sorted and them I'm on it
6285| 10/4/2016| 13:37:24|From: sjhellman To: asands Message text/html
6286| 10/4/2016| 13:37:28|From: asands To: kdsteere he is an SSA at HQ in the CYD and its good to keep him in the loop |Message text/html
6287| 10/4/2016| 13:37:41|From: asands To: kdsteere he is the one that wrote that assessment on the whitepaper and is |Message text/html
familiar with the case
6288| 10/4/2016| 13:37:44|From: sjhellman To: asands FANTASTIC lol, you have no idea how funny that is. they are Message text/html
ALWAYS somehow linked in with all sorts of other stuff
6289 10/4/2016| 13:38:05|From: kdsteere To: asands Yeah, | talked with him over the phone about it. He's good. I'll reach |[Message text/html
out to him/you if | have questions.
6290] 10/4/2016| 13:38:23|From: asands To: sjhellman  |yeah, | think that report plus an analysis of the logs will be enogh to |Message text/html
close this one down
6291 10/4/2016| 13:38:31|From: asands To: kdsteere ok great Message text/html
6292| 10/4/2016| 13:38:52|From: sjhellman To: asands | hope so, what a waste of time Message text/html
6293| 10/4/2016| 13:38:58|From: sjhellman To: asands  |but a fun exercise Message text/html
6294] 10/4/2016| 13:39:10|From: asands To: kdsteere 50 just so we are on the same page, please look for/ analyze any Message text/html
actiivty on those six IP addresses and well as any other "suspicuious
activity"”
6295| 10/4/2016| 13:39:31|From: asands To: sjhellman | get to mark off open/ close a case on my log book! so thats Message text/html
someting
6296| 10/4/2016| 13:39:40|From: asands To: sjhellman  [thanks again for all your help Message text/html
6297| 10/4/2016| 13:40:12|From: asands To: kdsteere your report will be my justification for closing so be sure not to miss |Message text/html
anything and ask for help if you need it, lol
6298| 10/4/2016| 13:40:16|From: asands To: kdsteere Jason can help too Message text/html
6322| 10/4/2016| 13:43:22|From: sjhellman To: asands Invite application/sdp
6323| 10/4/2016| 13:43:22|From: sjhellman To: asands  [lol no problem Message text/html
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6324 10/4/2016| 13:43:22]|From: sjhellman To: asands MediaStart media:IM
6325| 10/4/2016| 13:43:22]|From: sjhellman To: asands Invite
6327| 10/4/2016| 13:43:37|From: sjhellman To: asands Response
6328| 10/4/2016| 13:43:37|From: sjhellman To: asands Response
6329| 10/4/2016| 13:43:42|From: sjhellman To: asands  |any chance you get to work something like this that truly has 0 Message text/html
repurcussions if you mess it up ....take those opportunities
6397 10/4/2016| 14:00:56|From: asands To: kdsteere Response
6398 10/4/2016| 14:00:56|From: asands To: kdsteere Invite
6399| 10/4/2016| 14:00:56|From: asands To: kdsteere how many logs are there for you to go through? and how long will it [Message text/html
take you? | need to give HQ an update
6400 10/4/2016| 14:00:56|From: asands To: kdsteere Invite application/sdp
6401 10/4/2016| 14:00:56|From: asands To: kdsteere Response
6402 10/4/2016| 14:00:56|From: asands To: kdsteere MediaStart media:IM
6487 10/4/2016| 15:05:02|From: kdsteere To: asands Invite application/sdp
6488 10/4/2016| 15:05:02|From: kdsteere To: asands Response
6489 10/4/2016| 15:05:02|From: kdsteere To: asands MediaStart media:IM
6490 10/4/2016| 15:05:02|From: kdsteere To: asands Response
6491 10/4/2016| 15:05:02|From: kdsteere To: asands Invite
6492| 10/4/2016| 15:05:02|From: kdsteere To: asands Sorry, | was on Green side without lync. Message text/html
6493| 10/4/2016| 15:06:28|From: asands To: kdsteere from HQ: Did the preliminary screen of the logs against the ?new Message text/html
anonymous? reporter information on the person of interest?s 2 IP
addresses find any hits?
6494| 10/4/2016| 15:07:15|From: kdsteere To: asands So here's the quicky: If | follow correctly, we asked for logs Message text/html
concerning a specified mx server (maill.trump-email.com) as well
as the logs showing the
6495 10/4/2016| 15:07:18|From: kdsteere To: asands Message text/html
6496| 10/4/2016| 15:07:37|From: kdsteere To: asands this would be a lot easier over the phone...can | call you? Message text/html
6497| 10/4/2016| 15:10:49|From: asands To: kdsteere or you can just walk over Message text/html
6498 10/4/2016| 15:10:50|From: asands To: kdsteere im here Message text/html
6499| 10/4/2016| 15:11:03|From: kdsteere To: asands If you just need a quick answer: No. The logs | have do not show any|Message text/html
activity from the "anonymous report' ipa
6500] 10/4/2016| 15:11:10]From: kdsteere To: asands Oh! Thought you were gone Message text/html
6501 10/4/2016| 15:21:10|From: kdsteere To: asands SessionEnd
6502 10/4/2016| 15:21:10|From: kdsteere To: asands SessionEnd
6503 10/4/2016| 15:21:10|From: kdsteere To: asands MediaEnd media:IM
6511 10/4/2016| 16:01:50|From: kdsteere To: asands MediaStart media:IM
6512 10/4/2016| 16:01:50|From: kdsteere To: asands Invite application/sdp
6513 10/4/2016| 16:01:50|From: kdsteere To: asands | know what those logs are and the spectrum -if want to know Message text/html
6514 10/4/2016| 16:01:50|From: kdsteere To: asands Response
6515 10/4/2016| 16:01:50|From: kdsteere To: asands Invite
6516 10/4/2016| 16:01:50|From: kdsteere To: asands Response
6517 10/4/2016| 16:01:56|From: asands To: kdsteere ido! Message text/html
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6521 10/4/2016| 16:09:52|From: kdsteere To: asands SessionEnd
6522 10/4/2016| 16:09:52|From: kdsteere To: asands SessionEnd
6523| 10/4/2016| 16:09:52|From: kdsteere To: asands MediaEnd media:IM
6524 10/4/2016| 16:14:34|From: asands To: kdsteere Invite
6525| 10/4/2016| 16:14:34|From: asands To: kdsteere Invite application/sdp
6526 10/4/2016| 16:14:34|From: asands To: kdsteere MediaStart media:IM
6527| 10/4/2016| 16:14:34|From: asands To: kdsteere can you come back over Message text/html
6528| 10/4/2016| 16:14:35|From: asands To: kdsteere Response
6529 10/4/2016| 16:14:35|From: asands To: kdsteere Response
6530] 10/4/2016| 16:18:11|From: kdsteere To: asands yeah Message text/html
6531 10/4/2016| 16:28:09|From: asands To: kdsteere SessionEnd
6532] 10/4/2016| 16:28:09|From: asands To: kdsteere MediaEnd media:IM
6533] 10/4/2016| 16:28:09|From: asands To: kdsteere SessionEnd
6938| 10/5/2016| 13:55:26|From: cdtrifiletti To: asands  [can you take a lync call? Message text/html
6939] 10/5/2016| 13:55:26|From: cdtrifiletti To: asands Invite application/sdp
6940| 10/5/2016| 13:55:26|From: cdtrifiletti To: asands Response
6941 10/5/2016| 13:55:26|From: cdtrifiletti To: asands Response
6942 10/5/2016| 13:55:26|From: cdtrifiletti To: asands MediaStart media:IM
6943 10/5/2016| 13:55:26|From: cdtrifiletti To: asands Invite
69441 10/5/2016| 14:03:38|From: cdtrifiletti To: asands |i spoke with jessie, she will advise you Message text/html
6945] 10/5/2016| 14:03:51|From: cdtrifiletti To: asands Message text/html
6946] 10/5/2016| 14:13:51|From: cdtrifiletti To: asands SessionEnd
6947| 10/5/2016| 14:13:51|From: cdtrifiletti To: asands MediaEnd media:IM
6948| 10/5/2016| 14:13:51|From: cdtrifiletti To: asands SessionEnd
7077| 10/5/2016| 18:14:57|From: cdtrifiletti To: asands Invite application/sdp
7078| 10/5/2016| 18:14:57|From: cdtrifiletti To: asands Invite
7079] 10/5/2016| 18:14:57|From: cdtrifiletti To: asands Message text/html
7080] 10/5/2016| 18:14:57|From: cdtrifiletti To: asands Response
7081] 10/5/2016| 18:14:57|From: cdtrifiletti To: asands MediaStart media:IM
7082 10/5/2016| 18:14:57|From: cdtrifiletti To: asands Response
7083| 10/5/2016| 18:15:09|From: cdtrifiletti To: asands Message text/html
7087| 10/5/2016| 18:15:30|From: cdtrifiletti To: asands Message text/html
7088| 10/5/2016| 18:15:48|From: cdtrifiletti To: asands Message text/html
7117] 10/5/2016| 18:19:13|From: asands To: cdtrifiletti |ok, great thanks Chris Message text/html
7118| 10/5/2016| 18:19:26|From: asands To: cdtrifiletti [this is top priority for me today and | appreciate your help Message text/html
7119] 10/5/2016| 18:19:49|From: cdtrifiletti To: asands  |of course Message text/html
7122] 10/5/2016| 18:20:34|From: cdtrifiletti To: asands  |i reminded him once more that he has never proceeded with Message text/html
anything when he wasnt absolutely sure and asked him to proceed
with caution and open ears
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7123| 10/5/2016| 18:22:27|From: asands To: cdtrifiletti |yeah, | really think he is wrong Message text/html

7124] 10/5/2016| 18:22:39|From: asands To: cdtrifiletti  |i was very worried he had some data we didnt Message text/html

7125] 10/5/2016| 18:22:59|From: asands To: cdtrifiletti  |but assuming we all have the same info, his analysis is liekly wrong [Message text/html

7126| 10/5/2016| 18:23:30|From: cdtrifiletti To: asands  |hopefully washpo will save him from himself and wont publish Message text/html
without full corroboration

7127| 10/5/2016| 18:23:47|From: cdtrifiletti To: asands  |they have held off since at least sunday, must be for that reason, Message text/html
right?

7128 10/5/2016| 18:24:18|From: asands To: cdtrifiletti Message text/html

7129] 10/5/2016| 18:24:36|From: asands To: cdtrifiletti  |which Im sure is why the DNS gueried the new host name Message text/html

7130] 10/5/2016| 18:25:01|From: asands To: cdtrifiletti  |nut just logicailly, if you are seting up a covert channel you dont do [Message text/html
it with your open IP

7131] 10/5/2016| 18:25:07|From: asands To: cdtrifiletti |and this is just NOT what the Russian gov does Message text/html

7132| 10/5/2016| 18:25:22|From: cdtrifiletti To: asands  |yes, you told me about the take, wish there was a way to telegraph [Message text/html
that to him better

7133| 10/5/2016| 18:25:28|From: cdtrifiletti To: asands  |but you said what you could Message text/html

7134 10/5/2016| 18:25:45|From: asands To: cdtrifiletti Message text/html

7135| 10/5/2016| 18:25:57|From: cdtrifiletti To: asands Message text/html

7136] 10/5/2016| 18:26:09|From: cdtrifiletti To: asands |in that trying to determine what russia does, is that all they ever do [Message text/html

7137| 10/5/2016| 18:26:19|From: cdtrifiletti To: asands |or are they trying other things now that look more non traditional [Message text/html

7138| 10/5/2016| 18:26:22|From: cdtrifiletti To: asands  |esp in cyber Message text/html

7313| 10/5/2016| 19:17:38|From: asands To: cdtrifiletti Response

7314| 10/5/2016| 19:17:38|From: asands To: cdtrifiletti Response

7315| 10/5/2016| 19:17:38|From: asands To: cdtrifiletti Invite

7316| 10/5/2016| 19:17:38|From: asands To: cdtrifiletti MediaStart media:IM

7317| 10/5/2016| 19:17:38|From: asands To: cdtrifiletti  |hey Chris, we found that the trump1.contact-client.com IS in the Message text/html
original report done by Alfa Bank

7318| 10/5/2016| 19:17:38|From: asands To: cdtrifiletti Invite application/sdp

7319] 10/5/2016| 19:17:47|From: asands To: cdtrifiletti  |which is why they pinged it Message text/html

7320] 10/5/2016| 19:18:13|From: asands To: cdtrifiletti |again, all of that "suspicious acvity” is a result of the subsequent Message text/html
investigation

7321| 10/5/2016| 19:18:39|From: cdtrifiletti To: asands  |ok on with inspection now, will get back with you asap Message text/html

7399| 10/5/2016| 21:01:24|From: cdtrifiletti To: asands Invite application/sdp

7400] 10/5/2016| 21:01:24|From: cdtrifiletti To: asands Invite
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7401 10/5/2016| 21:01:24|From: cdtrifiletti To: asands Message text/html
7402 10/5/2016| 21:01:24|From: cdtrifiletti To: asands Response
7403 10/5/2016| 21:01:24|From: cdtrifiletti To: asands MediaStart media:IM
7404 10/5/2016| 21:01:24|From: cdtrifiletti To: asands Response
7405| 10/5/2016| 21:01:43|From: cdtrifiletti To: asands  [i have family obligations at 5 so have to get out on time today Message text/html
7406| 10/5/2016| 21:01:51|From: cdtrifiletti To: asands  [sorry i know you must be busy Message text/html
7423| 10/5/2016| 21:07:32|From: asands To: cdtrifiletti  [sorry, ive been on the phone literally since we hung up with you Message text/html
7424| 10/5/2016| 21:07:39|From: asands To: cdtrifiletti  [reuters is all over this too Message text/html
7425| 10/5/2016| 21:07:58|From: asands To: cdtrifiletti |l dont think there is a ton of urgency anymore since | informally Message text/html
sent the info out to a few people at HQ
7426| 10/5/2016| 21:08:31|From: asands To: cdtrifiletti |We need to speak to Dave dagon now too, so if you can write up Message text/html
the notes tomorrow it would be MUCH appreciated. otherwise | can
try and do it later tonight
7427| 10/5/2016| 21:09:14|From: cdtrifiletti To: asands [i can do it tomm after 12 Message text/html
7428| 10/5/2016| 21:09:32|From: cdtrifiletti To: asands |i have presentation in am, then meeting, back to office by 12 Message text/html
7429| 10/5/2016| 21:10:20|From: cdtrifiletti To: asands |i will email you what i wrote to his file yesterday Message text/html
7430| 10/5/2016| 21:10:38|From: cdtrifiletti To: asands [then if nothing new today, i can just reference the dns txt files he Message text/html
sent
7431 10/5/2016| 21:11:04|From: cdtrifiletti To: asands Message text/html
7432 10/5/2016| 21:12:19|From: cdtrifiletti To: asands Invite application/sdp
7433| 10/5/2016| 21:12:19|From: cdtrifiletti To: asands  [S-00030038-A-061.pdf FileTransfer
7434 10/5/2016| 21:12:19|From: cdtrifiletti To: asands MediaStart media:File Transfer
7435 10/5/2016| 21:12:19|From: cdtrifiletti To: asands Response
7436 10/5/2016| 21:14:30|From: cdtrifiletti To: asands SessionEnd
7437 10/5/2016| 21:14:30|From: cdtrifiletti To: asands MediaEnd media:File Transfer
7438 10/5/2016| 21:15:05|From: asands To: cdtrifiletti |ok reading now Message text/html
7439 10/5/2016| 21:23:12|From: asands To: cdtrifiletti Message text/html
7440 10/5/2016| 21:24:24|From: cdtrifiletti To: asands Message text/html
7441 10/5/2016| 21:24:51|From: cdtrifiletti To: asands Message text/html
7442 10/5/2016| 21:25:16|From: cdtrifiletti To: asands Message text/html
7443] 10/5/2016| 21:25:23|From: cdtrifiletti To: asands  [my bad Message text/html
7444 10/5/2016| 21:35:23|From: cdtrifiletti To: asands MediaEnd media:IM
7445 10/5/2016| 21:35:23|From: cdtrifiletti To: asands SessionEnd
7446 10/5/2016| 21:35:23|From: cdtrifiletti To: asands SessionEnd
7447| 10/5/2016| 21:57:44|From: cdtrifiletti To: asands  |heading out, pls call if you need anything else today, mobile Message text/html
| 7403
7448 10/5/2016| 21:57:44|From: cdtrifiletti To: asands Invite application/sdp
7449 10/5/2016| 21:57:44|From: cdtrifiletti To: asands Response
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7450 10/5/2016| 21:57:44|From: cdtrifiletti To: asands Invite

7451 10/5/2016| 21:57:44|From: cdtrifiletti To: asands MediaStart media:IM

7573| 10/6/2016| 16:48:49|From: asands To: cdtrifiletti [sure! yesterday: SSA Dan Wierzbicki, SA Allison Sands, Kyle Steere  |Message text/html
(CS), Jason Soo (Con), Jessie Eisenbart (1A)

7574] 10/6/2016| 16:49:11|From: asands To: cdtrifiletti  [today: Kyle Steere (CS), Jason Soo (Con),_ SA [Message text/html
David Vos

7575| 10/6/2016| 16:49:36|From: asands To: cdtrifiletti  [the guccifer chatter makes no sense at all, confirmed that with my |Message text/html
team here, but an FBI leak would probably be of interest

7578 10/6/2016| 16:50:56|From: cdtrifiletti To: asands Invite application/sdp

7582| 10/6/2016| 16:51:24]From: asands To: sip:cdtrifiletti Join

7583| 10/6/2016| 16:51:25]From: asands To: sip:cdtrifiletti Join

7584 10/6/2016| 16:51:26]From: asands To: sip:cdtrifiletti Join

7585| 10/6/2016| 16:51:26]From: cdtrifiletti To: asands |adding you on call Message text/html

7588| 10/6/2016| 16:54:10]From: asands To: sip:cdtrifiletti Leave

7701| 10/7/2016| 12:42:15|From: asands To: jfstofer if you would still liketo chat after the brief this monring please let  [Message text/html
me know. im here all day

7702| 10/7/2016| 12:42:19]From: jfstofer To: asands |good morning, no problem Message text/html

7703| 10/7/2016| 12:42:23|From: jfstofer To: asands sure thing Message text/html

7704| 10/7/2016| 12:42:37|From: jfstofer To: asands what's the brief? you have a meeting with CG personnel? Message text/html

7705| 10/7/2016| 12:43:01]From: asands To: jfstofer we have a MWF briefing with the SIOC Message text/html

7706| 10/7/2016| 12:43:19]From: jfstofer To: asands ok - is it about Alfa Bank or something else? Message text/html

7707| 10/7/2016| 12:43:30]From: asands To: jfstofer my portion is only about Alfa bank Message text/html

7708| 10/7/2016| 12:43:56]From: jfstofer To: asands ok - what time is the brief? Message text/html

7709| 10/7/2016| 12:45:31|From: jfstofer To: asands or you can just ping me on IM later once your done...but if you Message text/html
could give me a rough timeframe when you'll be free that would be
good.

7710| 10/7/2016| 12:46:44|From: asands To: jfstofer we are meeting at 9:00 your time and it usually lasts about 30-45 Message text/html
minutes

7711 10/7/2016| 12:47:05]From: jfstofer To: asands ok good, thank you. will talk after you're done. Message text/html

8003| 10/12/2016| 12:58:18|From: asands To: 2989902 @vtc MediaStart media:Audio

8009| 10/12/2016| 13:01:13|From: asands To: caheide morning Message text/html

8010| 10/12/2016| 13:01:13|From: asands To: caheide Invite

8011| 10/12/2016| 13:01:13|From: asands To: caheide Response

8012( 10/12/2016| 13:01:13|From: asands To: caheide MediaStart media:IM

8013 10/12/2016| 13:01:25|From: caheide To: asands |good morning Message text/html

8014| 10/12/2016| 13:01:33]From: asands To: caheide i really dont have any updates for them this morning Message text/html

8015| 10/12/2016| 13:01:44|From: caheide To: asands that's a great thing.... Message text/html

8016| 10/12/2016| 13:01:55]From: asands To: caheide the "logs" we got from listrak were not network logs Message text/html

8017| 10/12/2016| 13:02:53|From: caheide To: asands ok. that's not good Message text/html

8018| 10/12/2016| 13:03:21|From: asands To: caheide MediaEnd media:IM
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8019| 10/12/2016| 13:03:21|From: asands To: caheide SessionEnd
8020| 10/12/2016| 13:03:21|From: asands To: caheide SessionEnd
8021| 10/12/2016| 13:03:54|From: asands To: caheide Invite application/sdp
8022| 10/12/2016| 13:03:54|From: asands To: caheide you should have them one the green side, but they basically just Message text/html
confirm that trump org is one of their email clients, but they dont
show destination email addresses or IPs or anything that we can
use todetermine any communications
8023| 10/12/2016| 13:03:54|From: asands To: caheide Response
8024| 10/12/2016| 13:03:54|From: asands To: caheide Response
8025| 10/12/2016| 13:03:54|From: asands To: caheide Invite
8026| 10/12/2016| 13:03:54|From: asands To: caheide MediaStart media:IM
8027| 10/12/2016| 13:04:15]From: caheide To: asands yeah, that's not useful at all Message text/html
8028| 10/12/2016| 13:04:27|From: caheide To: asands i think i might have perused them Message text/html
8029 10/12/2016| 13:04:47|From: asands To: caheide it was two excel spreadsheets Message text/html
8030| 10/12/2016| 13:04:50|From: asands To: caheide that was all we got Message text/html
8031| 10/12/2016| 13:07:43|From: caheide To: asands this is good times.... Message text/html
8032| 10/12/2016| 13:07:45|From: caheide To: asands :) Message text/html
8033| 10/12/2016| 13:07:48|From: asands To: caheide SessionEnd
8034| 10/12/2016| 13:07:48|From: asands To: caheide MediaEnd media:IM
8035| 10/12/2016| 13:07:48|From: asands To: caheide SessionEnd
8037| 10/12/2016| 13:17:45|From: asands To: 2989902 @vtc MediaStart media:Audio
8042| 10/12/2016| 13:26:52|From: asands To: 2989902 @vtc MediaEnd media:Audio
8044( 10/12/2016| 14:15:51|From: keclinesmith To: asands Response
8045( 10/12/2016| 14:15:51|From: keclinesmith To: asands Response
8046( 10/12/2016| 14:15:51|From: keclinesmith To: asands Invite application/sdp
8047| 10/12/2016| 14:15:51|From: keclinesmith To: asands|Allison, can you send me the Alpha Bank "white paper” by chance? | [Message text/html
can't locate the copy Sally sent me for some reason.
8048( 10/12/2016| 14:15:51|From: keclinesmith To: asands MediaStart media:IM
8049 10/12/2016| 14:15:51|From: keclinesmith To: asands Invite
8050| 10/12/2016| 14:17:10]From: asands To: keclinesmith{good morning. sure Ill send it over now Message text/html
8051| 10/12/2016| 14:17:37]|From: keclinesmith To: asands|Thank you very much Message text/html
8083 10/12/2016| 15:48:54|From: alichiello To: asands MediaStart media:IM
8084 10/12/2016| 15:48:54|From: alichiello To: asands Invite application/sdp
8085| 10/12/2016| 15:48:54|From: alichiello To: asands Hello Agent Sands, My name is Anna and | am an evidence tech at |Message text/html
the NVRA (WFO). | had an item of evidence collected and charged
into my office last week. | have been in contact with SSA Batty. Per
his lead, | am putting the evidence in the mail today via FED EX. |
will email you the tracking number once it's been generated
8086( 10/12/2016| 15:48:54|From: alichiello To: asands Invite
8087| 10/12/2016| 15:48:55|From: alichiello To: asands Response
8088| 10/12/2016| 15:48:55|From: alichiello To: asands Response
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8089| 10/12/2016] 15:49:28|From: alichiello To: asands The evidence will be sent to the ECR there Message text/html
8090| 10/12/2016]| 15:59:28|From: alichiello To: asands MediaEnd media:IM
8091| 10/12/2016]| 15:59:28|From: alichiello To: asands SessionEnd
8848| 10/19/2016| 13:00:15]From: asands To: caheide well, this is an awkward camera angle Message text/html
8849 10/19/2016| 13:00:28|From: caheide To: asands i'll come over Message text/html
8853| 10/19/2016| 13:00:53|From: asands To: 2989902 @vtc MediaStart media:Audio
8856| 10/19/2016| 13:01:36]From: caheide To: asands we could do a svtc in the conference room too Message text/html
8857| 10/19/2016| 13:01:54|From: asands To: caheide nah, then Id have to brush my hair Message text/html
8858| 10/19/2016| 13:02:00|From: caheide To: asands ha Message text/html
8859 10/19/2016| 13:02:01|From: asands To: caheide SessionEnd
8860| 10/19/2016| 13:02:01|From: asands To: caheide MediaEnd media:IM
8861| 10/19/2016| 13:02:01|From: asands To: caheide SessionEnd
8862| 10/19/2016| 13:05:03|From: asands To: caheide Invite
8863| 10/19/2016| 13:05:03|From: asands To: caheide MediaStart media:IM
8864| 10/19/2016| 13:05:03|From: asands To: caheide Invite application/sdp
8865| 10/19/2016| 13:05:03|From: asands To: caheide | dont have much to say, so lll keep it short. just that we spoke to Message text/html
mandiant and that we are talkingt o the tech people at the ISP
today
8868| 10/19/2016| 13:05:22|From: asands To: caheide but all signs support our conclusion that the claims in the white Message text/html
paper are unfounded
8869| 10/19/2016| 13:05:29]From: caheide To: asands that's fine. you're good with that Message text/html
8870| 10/19/2016| 13:05:58|From: caheide To: asands you're doing great. if you want to help out with some stuff on this [Message text/html
visitor you definitely can
8871| 10/19/2016| 13:12:17|From: caheide To: asands |good job Message text/html
8872| 10/19/2016| 13:12:41]From: asands To: caheide ha, thanks | was caught unaware Message text/html
8873| 10/19/2016| 13:12:46]From: caheide To: asands this guy pisses me off Message text/html
8874| 10/19/2016| 13:12:58|From: asands To: caheide ha, cant wait to talk to him 10 times later Message text/html
8875| 10/19/2016| 13:13:12]From: asands To: caheide he has an AD to brief you know Message text/html
8876| 10/19/2016| 13:13:12|From: caheide To: asands yeah no kidding. hey dude.... we just told you.... we think it's bunk |Message text/html
8877| 10/19/2016| 13:13:18|From: caheide To: asands yeah. i've heard that Message text/html
8878| 10/19/2016| 13:13:21]From: asands To: caheide yeah, | told you 20 times Message text/html
9274| 10/19/2016| 19:54:32|From: kdsteere To: sip:asands Join
9275| 10/19/2016| 19:54:32|From: kdsteere To: sip:asands Join
9276| 10/19/2016| 19:54:33|From: kdsteere To: sip:asands Join
9277| 10/19/2016| 19:54:33|From: kdsteere To: sip:asands Join
9278| 10/19/2016| 19:54:33|From: kdsteere To: sip:asands Join
9279 10/19/2016| 19:55:07|From: asands To: kdsteere SessionEnd
9280| 10/19/2016| 19:55:07|From: asands To: kdsteere SessionEnd
9281 10/19/2016| 19:55:07|From: asands To: kdsteere MediaEnd media:IM
9282( 10/19/2016| 19:57:33|From: asands To: kdsteere Response
9283 10/19/2016| 19:57:33|From: asands To: kdsteere Response
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9284 10/19/2016| 19:57:33|From: asands To: kdsteere Invite application/sdp

9285( 10/19/2016| 19:57:33|From: asands To: kdsteere Invite

9286 10/19/2016| 19:57:33|From: asands To: kdsteere MediaStart media:IM

9287| 10/19/2016| 19:57:33|From: asands To: kdsteere be sure not to overcomplicate things with Ryan Message text/html

9288| 10/19/2016| 19:57:36|From: asands To: kdsteere heis HQ Message text/html

9289| 10/19/2016| 19:57:50|From: asands To: kdsteere just needs a high level understanding Message text/html

9290| 10/19/2016| 19:58:07|From: dwkeiser To: asands SessionEnd

9291 10/19/2016| 19:58:07|From: dwkeiser To: asands SessionEnd

9292 10/19/2016| 19:58:07|From: dwkeiser To: asands MediaEnd media:IM

9293 10/19/2016| 19:58:19|From: asands To: kdsteere SessionEnd

9294 10/19/2016| 19:58:19|From: asands To: kdsteere SessionEnd

9295( 10/19/2016| 19:58:19|From: asands To: kdsteere MediaEnd media:IM

9296( 10/19/2016| 19:58:28|From: kdsteere To: asands Invite application/sdp

9297 10/19/2016| 19:58:28|From: kdsteere To: asands Response

9298( 10/19/2016| 19:58:28|From: kdsteere To: asands Response

9299 10/19/2016| 19:58:28|From: kdsteere To: asands MediaStart media:IM

9300| 10/19/2016| 19:58:28|From: kdsteere To: asands Ok Message text/html

9301| 10/19/2016| 19:58:28|From: kdsteere To: asands Invite

9302( 10/19/2016| 19:58:30|From: kdsteere To: asands MediaEnd media:IM

9303| 10/19/2016| 19:58:30|From: kdsteere To: asands SessionEnd

9304| 10/19/2016| 19:58:30|From: kdsteere To: asands SessionEnd

9305| 10/19/2016| 20:03:57|From: asands To: kdsteere never trump domain was on that list right? Message text/html

9306( 10/19/2016| 20:03:57|From: asands To: kdsteere Response

9307| 10/19/2016| 20:03:57|From: asands To: kdsteere Invite

9308| 10/19/2016| 20:03:57|From: asands To: kdsteere Response

9309 10/19/2016| 20:03:57|From: asands To: kdsteere MediaStart media:IM

9310| 10/19/2016| 20:03:57|From: asands To: kdsteere Invite application/sdp

9311 10/19/2016| 20:04:01|From: asands To: kdsteere neither Message text/html

9312 10/19/2016| 20:04:48|From: kdsteere To: asands right Message text/html

9319] 10/19/2016| 20:08:57|From: asands To: kdsteere you can serialize that into the case file too Message text/html

9320| 10/19/2016| 20:08:59|From: asands To: kdsteere we just forgot Message text/html

9321 10/19/2016| 20:09:10|From: kdsteere To: asands k Message text/html

9322| 10/19/2016| 20:09:37|From: dwkeiser To: asands I'm meeting her at the side door to the SCIF on 8 at 330, if you want |Message text/html
to join, if not I'll fly solo

9329 10/19/2016| 20:10:21|From: asands To: kdsteere SessionEnd

9330| 10/19/2016| 20:10:21|From: asands To: kdsteere MediaEnd media:IM

9331 10/19/2016| 20:10:21|From: asands To: kdsteere SessionEnd

9332| 10/19/2016| 20:10:27|From: asands To: dwkeiser nope! gotta run! | trust you! Message text/html

9333| 10/19/2016| 20:10:30|From: asands To: dwkeiser dont get us fired! Message text/html

9334| 10/19/2016| 20:10:34|From: kdsteere To: sip:asands Leave

9335| 10/19/2016| 20:10:38|From: kdsteere To: sip:asands Leave

9336| 10/19/2016| 20:10:38]From: kdsteere To: sip:asands Leave
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9337| 10/19/2016| 20:10:38]From: kdsteere To: sip:asands Leave
9338| 10/19/2016| 20:10:38]From: kdsteere To: sip:asands Leave
9339| 10/19/2016| 20:10:43|From: asands To: dwkeiser and when in doubt, docvument everything!\ Message text/html
9340| 10/19/2016| 20:11:15|From: dwkeiser To: asands So | heard "don't do anything crazy, and if you do, don't get Message text/html
caught,” is that right...? ;-)
9991 11/1/2016| 14:08:03|From: jjsoo To: asands your trump email case got a 1-2 paragraphs in a headline story on  |Message text/html
the NYT's today (in case you didn't know)
9992| 11/1/2016| 14:08:03]From: jjsoo To: asands Response
9993| 11/1/2016| 14:08:03]From: jisoo To: asands Response
9997| 11/1/2016| 14:08:10|From: asands To: rcgaynor good morning, please let me know if you have a min for a qucik chat|Message text/html
before your 11am meeting
9998| 11/1/2016| 14:08:10]From: asands To: rcgaynor Response
9999| 11/1/2016| 14:08:10)From: asands To: rcgaynor MediaStart media:IM
10000 11/1/2016| 14:08:18|From: asands To: jjsoo | didnt, thanks Message text/html
10001| 11/1/2016| 14:08:24|From: asands To: jjsoo its the main story on Slate Message text/html
10002 11/1/2016| 14:08:38|From: rcgaynor To: asands 0Ok, on with CyD, how about 10:45? Anything stick out? Message text/html
10003| 11/1/2016| 14:08:45|From: jjsoo To: asands Moving on up Message text/html
10004 11/1/2016| 14:11:56|From: asands To: jjsoo thanks Message text/html
10005 11/1/2016| 14:12:03|From: asands To: rcgaynor no, nothing at all Message text/html
10006 11/1/2016| 14:12:12|From: asands To: rcgaynor i wanted to be sure you saw the article in NYT too Message text/html
10007| 11/1/2016| 14:12:25|From: rcgaynor To: asands | have not, can you uplift a copy of it? Message text/html
10008| 11/1/2016| 14:12:27|From: asands To: rcgaynor the headline is that the allegation is "debunked" Message text/html
10009| 11/1/2016| 14:12:30|From: asands To: rcgaynor yes, will do Message text/html
10010] 11/1/2016| 14:12:33|From: rcgaynor To: asands NICE! Message text/html
10011 11/1/2016| 14:12:51|From: jjsoo To: asands For sure. It was cool to read about your work while having Message text/html
breakfast lol
10012 11/1/2016| 14:13:09|From: rcgaynor To: asands | will print the NYT and hold it up as a prop for the AD;s Message text/html
10013 11/1/2016| 14:13:10|From: asands To: jjsoo oh, | thought you meant you were moving the article to the high Message text/html
side
10014| 11/1/2016| 14:13:11|From: asands To: jjsoo lol Message text/html
10015 11/1/2016| 14:13:43|From: jjsoo To: asands oh......yeah ask Vos :P Message text/html
10016] 11/1/2016| 14:23:09|From: asands To: rcgaynor MediaEnd media:IM
10017 11/1/2016| 14:23:09|From: asands To: rcgaynor SessionEnd
10018 11/1/2016| 14:23:09|From: asands To: rcgaynor SessionEnd
10019 11/1/2016| 14:23:43|From: jjsoo To: asands SessionEnd
10020 11/1/2016| 14:23:43|From: jjsoo To: asands MediaEnd media:IM
10021| 11/1/2016| 14:23:43|From: jjsoo To: asands SessionEnd
10022 11/1/2016| 14:24:13|From: rcgaynor To: asands that story must be buried on NYT or my search skills have gotten Message text/html
weak
10023| 11/1/2016| 14:24:13|From: rcgaynor To: asands Invite
10024 11/1/2016| 14:24:13|From: rcgaynor To: asands MediaStart media:IM
10025 11/1/2016| 14:24:13|From: rcgaynor To: asands Response
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10026] 11/1/2016| 14:24:13|From: rcgaynor To: asands Response
10027| 11/1/2016| 14:24:13|From: rcgaynor To: asands Invite application/sdp
10176| 11/1/2016| 20:02:00|From: cdtrifiletti To: asands Response
10177| 11/1/2016| 20:02:00|From: cdtrifiletti To: asands MediaStart media:IM
10178 11/1/2016| 20:02:00|From: cdtrifiletti To: asands  |greetings, my chs checked in to see if anything is needed on the dns |Message text/html
stuff
10179| 11/1/2016| 20:02:00|From: cdtrifiletti To: asands Invite
10180| 11/1/2016| 20:02:00|From: cdtrifiletti To: asands Response
10181| 11/1/2016| 20:02:00|From: cdtrifiletti To: asands Invite application/sdp
10182 11/1/2016| 20:02:37|From: cdtrifiletti To: asands |i told chs prob not, that it looks like newspapers were reaching the |Message text/html
conclusion that it is inconclusive
10183| 11/1/2016| 20:09:00|From: asands To: cdtrifiletti  |[thanks for circling back. Message text/html
10184 11/1/2016| 20:09:28|From: asands To: cdtrifiletti || think we are close to closing this. | have a few more logs to Message text/html
definitely prove there are no emails, and then Im putting it to bed
10191| 11/1/2016| 20:09:56|From: asands To: cdtrifiletti  [thanks for the heads up tho- Message text/html
10192| 11/1/2016| 20:10:06|From: asands To: cdtrifiletti |*slate.com Message text/html
10193| 11/1/2016| 20:10:10|From: cdtrifiletti To: asands Message text/html
10197| 11/1/2016| 20:10:51|From: cdtrifiletti To: asands Message text/html
10202 11/1/2016( 20:13:12|From: asands To: cdtrifiletti |when that piece came out last night, we had already addressed Message text/html
every claim in it, made us look on top of our game :)
10209| 11/1/2016| 20:16:51|From: cdtrifiletti To: asands |excellent Message text/html
10210| 11/1/2016| 20:17:38|From: cdtrifiletti To: asands SessionEnd
11800| 11/14/2016| 17:45:06|From: asands To: kdsteere Response
11801| 11/14/2016| 17:45:06|From: asands To: kdsteere Invite application/sdp
11802| 11/14/2016| 17:45:06|From: asands To: kdsteere Invite
11803| 11/14/2016| 17:45:06|From: asands To: kdsteere MediaStart media:IM
11804 11/14/2016| 17:45:06|From: asands To: kdsteere Im gonna put this...is that right? Message text/html
11805| 11/14/2016| 17:45:06|From: asands To: kdsteere Response
11806| 11/14/2016| 17:45:21|From: asands To: kdsteere On Friday, September 30, 2016, REAGAN GERENA, Director of Message text/html
Interactive Design and Development, Cendyn One, 980 N. Federal
Highway, Boca Raton, Florida 33423, provided log files related to
the following IP addresses: 217.12.97.15 217.12.96.15 167.73.110.8
50.207.241.679.134.218.13
11807| 11/14/2016| 17:46:00|From: kdsteere To: asands I'll mod it. One sec... Message text/rtf
11808| 11/14/2016| 17:48:05|From: asands To: kdsteere ok thanks Message text/html
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11809| 11/14/2016| 17:52:03|From: kdsteere To: asands On Friday, September 30, 2016, REAGAN GERENA, Director of Message text/rtf
Interactive Design and Development, Cendyn One, 980 N. Federal
Highway, Boca Raton, Florida 33423, provided log files related to
the following IP addresses. This was in response to FBI inquiries
resulting from reporting by an unknown source that a server on
CENDYN's network was communicating with Russian based ALFA
BANK.

217.12.97.15

217.12.96.15

167.73.110.8

50.207.241.6

79.134.218.13

The provided log files were as follows:

Attachment 1: suspicious-cico-asa.csv

Attacheannt - QucnicinncaTeafficalnuactigntinn ndf

11816| 11/14/2016| 18:00:14|From: kdsteere To: asands That's for the first EC. The second one would be for the Listrak Message text/rtf
domain stuff that they sent us after our phone interview with them

11817| 11/14/2016| 18:01:38|From: asands To: kdsteere ok thanks. both leads are set for SSA review Message text/html

11818| 11/14/2016| 18:01:40|From: dwkeiser To: asands done, but it wouldn't let me sign, only collaborate without signing |Message text/html

11819| 11/14/2016| 18:01:43|From: asands To: kdsteere SessionEnd

11820| 11/14/2016| 18:01:43|From: asands To: kdsteere SessionEnd

11821 11/14/2016| 18:01:43|From: asands To: kdsteere MediaEnd media:IM

11822| 11/14/2016| 18:02:31|From: kdsteere To: asands Response

11823| 11/14/2016| 18:02:31|From: kdsteere To: asands ok Message text/html

11824| 11/14/2016| 18:02:31|From: kdsteere To: asands Invite application/sdp

11825| 11/14/2016| 18:02:31|From: kdsteere To: asands MediaStart media:IM

11826| 11/14/2016| 18:02:31|From: kdsteere To: asands Response

11827 11/14/2016| 18:02:31|From: kdsteere To: asands Invite

11828| 11/14/2016| 18:02:34|From: kdsteere To: asands SessionEnd

11829| 11/14/2016| 18:02:34|From: kdsteere To: asands SessionEnd

11830| 11/14/2016| 18:02:34|From: kdsteere To: asands MediaEnd media:IM

11871 11/14/2016| 19:07:38|From: dswierzbicki To: asands MediaStart media:Audio

11875| 11/14/2016| 19:15:12|From: dswierzbicki To: asands MediaEnd media:Audio

14215 11/28/2016| 21:16:13|From: caheide To: asands Response

14216| 11/28/2016| 21:16:13|From: caheide To: asands Response

14217| 11/28/2016| 21:16:13|From: caheide To: asands Invite

14218| 11/28/2016| 21:16:13|From: caheide To: asands Invite application/sdp

14219| 11/28/2016| 21:16:13|From: caheide To: asands MediaStart media:IM

14220| 11/28/2016| 21:16:13|From: caheide To: asands can you do a change case request for ALFA and add Brian Auten Message text/html
from HQ?
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14221) 11/28/2016| 21:16:22|From: asands To: caheide sure Message text/html

14224] 11/28/2016| 21:16:43|From: caheide To: asands he's got something hitting off of it and wants to see what you have. [Message text/html

14225] 11/28/2016( 21:17:12|From: caheide To: asands hit me up when it's in there and i'll ahve dan push it through quick. [Message text/html
he's the SIA at HQ over all this stuff

14226| 11/28/2016| 21:17:15|From: caheide To: asands SessionEnd

14227| 11/28/2016| 21:17:15|From: caheide To: asands MediaEnd media: M

14228| 11/28/2016| 21:17:15|From: caheide To: asands SessionEnd

14229 11/28/2016| 21:17:45|From: asands To: caheide Response

14230 11/28/2016| 21:17:45|From: asands To: caheide Response

14231| 11/28/2016| 21:17:45|From: asands To: caheide MediaStart media: M

14232] 11/28/2016| 21:17:45|From: asands To: caheide | was able to add him as a case participant in the Manage case qucik [Message text/html
edit

14233| 11/28/2016]| 21:17:45|From: asands To: caheide Invite

14234] 11/28/2016| 21:17:45|From: asands To: caheide Invite application/sdp

14235| 11/28/2016| 21:17:55|From: caheide To: asands ok great Message text/html

14236| 11/28/2016| 21:18:02|From: asands To: caheide he should be able ot access it now Message text/html

14237| 11/28/2016] 21:18:02|From: caheide To: asands i'll hit him up and see if he can get in there Message text/html

14238| 11/28/2016| 21:18:05|From: asands To: caheide ok Message text/html

17283| 12/27/2016| 20:57:55|From: kdsteere To: asands Hey. Just out of curiosity, is that Trump/Cendyn case ever gonna get|Message text/html
closed or do cases just sit in Sentinel indefinitely...?

17284 12/27/2016| 20:57:56|From: kdsteere To: asands Response

17285| 12/27/2016]| 20:58:22|From: asands To: kdsteere dont be curious Message text/html

17286] 12/27/2016| 20:58:26|From: asands To: rbleary no Message text/html

17287| 12/27/2016| 20:58:28|From: kdsteere To: asands P Message text/rtf

18423 1/4/2017] 16:15:34|From: asands To: saparsons MediaStart media:Audio

18446 1/4/2017] 16:16:03|From: asands To: saparsons MediaEnd media:Audio

19691 1/6/2017] 18:15:41|From: saparsons To: asands MediaStart media:Audio

19694 1/6/2017] 18:21:59|From: saparsons To: asands MediaEnd media:Audio
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