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<SHELLMANabi gov gov>

Subject: Analysis of TrumpWhi Paper UNCLASSIFIEDIFOLO.
Attach: Analysisof Tramp server white paperdocx

Classification: UNCLASSIFIED//ROUO

Josh, Cuts, byway ofupdate,

CG (Cuts Hede)just called 0inquire about ECOU I's nvovement in the Trump mater you nd discussed yesterday,
Curtishasbeen working (TO) the election suesand has een calledbackbyCDto work matters relatedothiswhite
paper. CGhad acopyofth whitpaper forwarded 10you fom CD channels, and was inquiringa owhether ECOU 1
hadanylogs o ther dat rom the referenced server
communicate to ur thtwe (CD) haven’ oped case ye, an basedo the information w know, ECO 1does
ot have an equn tis sue, 5 we do not see an nusion nexus, andweasessth informationto point primaryto
aDistas you mentioned, hiscoud also be public corruption sue. Therefore, ECOU 1 doesn’ Intend 0 open a
case unless requested peciicalbyCOthawedoo 1asupporting role
Curtis advised CG wouldbeopeningCDcase (105... orher, niewith Curtis assignment on he speci’ |
afmed tha ECOU dosn't have an equty nth isefor now, nd thatwhich field ofice opensth case isa CD matter
35ar a weareconcerned.
110dCurtis that Csready and will0asst nanyway, and we wereglad 10 opena case f requested. 10 told
im had sent the whit pape PH, PH ad reviewed i, ofl hat CYD would open a caseoly a requested na
supporting rol, and offered 0 pen a yDcase requested.

Curtis, Josh is AJSS for Ps cyber squad. PH i ready and wilingto assist ss needed. Alo, could you ltmeknowwhat
youd ike donewith these (2)thumb ives? We havea chain of custody rom thei receipt by FB Genera Counsel
JamesBaker,

AAD Sporre askedus toevaluatethisforcyberequities, and tprovid a assessmentfroma cyber perspective. Below i.
COU I's assessmentofth whit paper ansupporting documentation providedto us by YDA/AD Sport on
9/20/2016.
um
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Assessment ofthe provided white paper and supporting documentationon(2) thumb drives.
SUMMARY ~ECOU 1asses theresno yDequity thisreport and tha theresearch conducted inthe

reportrevelssome questionable investigative stepsaken an concusions drawn. Tis opinions drawn
rom the folowing bservations:
The investigatorswhoconducted the research appear to have done the folowing:

1. Searched, viapublclly avaiable information forevry internet domain (a “domain”
“abc.com’) that had the word “Trump” ni

2. Scrubbed that stothosedomainsfo thewords “mal, “Smt, ‘relay’,or “mia”, Filtering on
thes key words would provide possibileofmai servers

a. For any given domainname ("abccon”), therecould be an e-mailserverthat provides
ema services tothe domain.Thisservice allowstheownerof“abc com” oave e-mail
addressessuchas“ohndoe@abe.contetc). Emailservers have domain name of
thirown,and commniy thosedomain namescould be somethin ke

“mailabe.cont, or“malabe.conv, et.
b. Thesesteps ae:very round-aboutway to dently mallservers associated with

domains. Amorestandardprocesswould bet ook up a domainsuchas“rump
email conv,and thensearchfoattending mallsever otrump-emallcom. However,
hisstandardproces would notreves mai trump-envll com (because mall trump
email com ist registered 25the mallsever fortrump-emai com). Furthermore fone
were onlybe loakng for den mall servers, ts unlikelyonewould search for
Donald Trump'shicden mai serversbysearching formalservers with the ame
“tru” and “mai included in them.Therefore, these tw serch steps could indicate
theinvestigator aired knewofth domain“maitrump-emaicon, ndconcucted
thes searchesto reverse support thie knowledge.

3. Results from steps 1and 2 are state nthe research paper to yield 537domains,These results
were fier by domainsthatwere °.reisteredby th Trumporganization. which yielded
I5resuls.

a. RegistrationbytheTrumporgriztion appears t hvebeen confined via whois:
lookups. Tiss a efablesource, but should notbedeemed definitive without
confirmation through formal legal process.

b. neo these15 resultswasthedomain “mllLirump-emallcon”.
4. The next steps th investigatortook were:

a. Attempted tocommunicatewithmaiL rumpemall comover port 25 (a mail
submission port), and receivedan error message indicatingtheserverdidnot accept
communicationsover ort 25 fom the nvestgato’s Iadress (votdefinitive whether
theserverwould receiv communication fom ther,oreven many others.

b. Sestched global nonpublic NSactivity.” (unclearhow this wasdone) and
discoveredthereare (4)primary1adressesthathaveresolved the name
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“mailrumpemai.con”. Twoofthesebelong to ONS serversa Russian Alf Bark.
[When computerAwantstocommunicatewithcomputer B, computerAmust know
computer 8 IP address. Indertoearn computer B's Padres, computerA
conducts DNS lookup, which essentiali public inquiry,asking “Helloworld,whats
the adressformai rumpemail com?” Theinvestigator researchindicates,over
the period May 42016 Sept 32016, two of Alfa Bank's DNS rsolers, askedthe word
614timeswhat mailtrumpema.contsPaddres was, presumably soit a computer
at AlfaBank) coudcommunicatewith mail rumpemai com,Two othr Ps so
conductedastatistical significant numberofONSlookupsoremai.rumpeal. com.

. Provide the denteofnumerous dubious persons associatedwithAlla Bark.
5. From the stepsi #4 above theinvestigatorseems ohaveconcluded the folowing, which may.
ormaynot be ue:

a. That mal trumpemai. com sinfcta mall server ndisownedbya Trump
organizationthis conelusion seers based ffof

i. Thewhois record
fi. The name “mai” included in the domainname though you can name a
domainanything youwant;thedomainname “Lamanemail sever trump. co”
{snot necesarlyan e-mailserver for trump.com)

i. That mal rump-emai coms responsive(thoughwithanerrormessage)to
standard emai receiving port25

b. That mal rumpemail coms “secret,orobfuscated rom the general public because
1. The Russiancomputers must beconfiguredspecially o tlk directly to

mai rumpemail com (becauseyou onnot indmail,rump-emal.comviaa
standard MX mal server) lookupoftrumpemail con).

That the [presumed] emai serveris set p specifically to oly communicate to
designated 9 addresses (though thereis nosubstantstionthatmaiLtrumpemicom
communicateswith any sata.

4. That the Russian computers haveactualy communicatedwith mall trump-emal com
(hough there i nly information indicatingth Russiancomputers have askedwhat
mail trump email con'sIP adress 5).

e. That theres no plausible resonwhythesecommunicationswouldoccur exceptingfor
legitimate reasons. Thisis becauseaserver (sucha5marump-emai.com)would
neverbefound bysomebodytrying osend malldirectlytothe trumpemai com
domain. Aperson would avetoexpressly earchforth obscure name “mall Ltrump-
emailcont” to ind it. Therefor theRussian computers have been specially configured
10 communicatedirectly to “malLurump-emailcon”.

£. The commnicationbetweenmal. rump-email coms between the Trump.
organization and bad actorsworking at Af Banor associatedwith Alf Bank.
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In condusion, ECOU1 suggests thre i curentlynocyber intrusion component tis case andthtthe
enor roid contin questionable methodsand intention

[appearssuspicious tha thepresumed suspious SLTbegan
3pproxmtely ree weeks prior othe sated sar of th investigationconducted by th researcher,
Final, it appears abnormal that president candidate, who wanted toconductsecret
correspondence with the Russian government(or a Russian bank), would(1) ame is sere server
“mal rump-emai con, 2) us a domain trump-emal com) registered ois own organization, and
then (3) communicate directly tothe Rusian bank's Padres(4 opposedtousing TORo proxy
servers). ECOU 1also assesses Russian state sponsored technical sophistication toexceed the Opec of
thatsuggestedinthe report
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