
~ FEDERAL BUREAU. OF INVESTIGATION 
THE DIRECTOR’S. ANNUAL AWARDS FOR EXCELLENCE 

Outstandi ng.Cyber Invest igation 

"0ruination Name: ~ 

Nomination POC:Thomas GraSso 

Date: 02_I13120i3 

Nominee(s) ¯ 
¯ Nominee: EDWARD ARIAS 

. Agency: FBi HONOLULU, 
Work Address;, washingt0n,,D¢ 2053~ 

Sponsoring Division: D16-CYBER’ DIV]S]0N ’ 

POC Phone Number: 4t2-475-1 

Gore Group 

NomineeTRle! SPECIAL AGENT " 

Series: q 811 . Grade: t 3 

Work Phone Numben 808-566-4300 ,, 

-Nominee: Ethan Arenson 

Agency: DOJ National.Security Division 

Work Address: washingion, DC 20535 

.Nominee: MICHAEL POSTON 

Agency: FB[ PH[LADELPHIA 

¯ WorkAddress: washington, DC 20535 

N0m]nee; NICHOLAS BLUDWORTH 

Agency:. FB[ HONOLULU 

Work Address: washington,.DC 20535 

Nominee: STEPHEN GAUDIN 

Agency: F81ABU DHABI 

Work Address: washington, DC 20535 

Nominee: ROBERT SMITH 

Agency: FBI DALLAS ¯ " 

~ Work A~dress: washington, DC 20535 

Nominee: KACIE GALARZA    ¯ 

Agency: FBI HONOLULU 

WorI~Address: washlngton~ IX; 20535 

¯ NomineeTitle: ¯Trial Attorney 

Series: Grade: 

Work Pttone Number: 202-305-9364 

NomineeTitle: SPECIAL AGENT - 

Series: 1811 Grade: 13 

Work Phone Number: 703-~03-3967 

Nominee T’rtie: SPECIAL AGENT 

Sertes: 1811            Gra~de: 12 

Work Phone Number: 808-673-727(~ 

Nominee Title: suPvY SPECIAL AGENT 

Series: 1811 Grade: 15 

WorkPhone Number:. 01197124142688 

Nominee.litl~: SPECIAL AGENT 

Series; 1811 Grade: 13. 

Work Phone Number: 972.559-553"~ " 

N0minee Td|e: }NTELEIGENCE ANALYST 

Series: 0132 Grade: 12 

¯ Work Phone Number: 808-~73-7281 

Nominee: JEFFRE~Y COLUNS NomineeTitle: SPECIAL AGENT I~BI DOJ CFH 011104 

SCO_FBIPROD_01072~] 

SCO-021291 

No. 1:21-cr-00582-CRC (D.D.C.) DX-8 0001 



FEDERAL BUREAU OF INVESTIGATION 
THE DIRECTOR’S ANNUAL AWARDS FOR EXCELLENCE 

Agency: FBI HONOLULU 

Work Address: weshfngton, DC 20535 

Nominee: Carol Sipperly 

Agency: DOJ National Security Division 

Work Address: washington, DC 20535 

Series: 1811 Grade: 12 

Work Phone Number: 808-673-7283 

Nominee Title: Trial Attorney 

Series: Grade: 

Work Phone Number: 202-353-4253 

Nominee: DARA K. SEWELL 

Agency: F81 DL:TA[LS: OTD CO-OP 

Work Address: Washington, D� 20535 

Nominee Title: SUPVY SPECIAL AGENT 

Series: 1811 Grade: 15 

Work Phone Number: 443-654-5628 

Nominee: Rodney JolTe 

Agency: Neustar 

Work Address: Washington, DC 20535 

Nominee Title: Senlo-r VPand Technologist 

Series: Grade: 

Work Phone Number: b02-418-b471 

Nominee: Borut $tok 

Agency: Slovenla MU Police 

Work Address: Washington, DC 00000 

Nominee Tit[e: Chief 

Series: Grade: 

Wo~ Phone Numben ÷386 2 22215 26 

Nominee: ~ 

Agency: ~ 

¯ Work Address: Piltsburgh~ PA 00000 

Nominee Title: Director 

Series: . Grade: 

Work Phone Number: ~ 

Nominee; ~ 

Agency: ~ 

Work Address: Washington, DC 00000 

Serle~ ¯ Grade: 

Work Phone Number: O00-000-O000 

Nominee; Drazen Visnjic 

Agency, Bosnia and Herzegovina RSMU Police 
Work Address: Washington, DC 00000 

Nominee Title: Chief 

Serie~ Grade: 

Work Phone Numben 000=000-0000 

FBI OOJ CFPI O11105 
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"    ~ FEDERAL BUREAU OF INvEsTIGATION 
THE DIRECTOR’S, ANNUAL AWARDS FOR EXCELLENCE 

rnopsis-        ". " " 

behind thelJ~ Investigation broke new ground foi" CYber Division with them0st successful and 
Team members used.a combination otinnovath~e techniques, liaison, and hard . 

facilitators of some of the world’s largest and most d~amaging hornets, .. 
;s with International Law Enforcement partners and revealed new 

ions that are both a hotspots for cyber criminal aclivity and also ve~, willing to join forces with the FBII The 
i nvestigationtouched on su bjects in 32,countries and resu Ileal In55 arrests/searches: With these actfons~ame the 

bot nets including ~ which inf~.ded an estimated 12 millioncomputers;and anothe~ 
infected an estlmated 1.2 rnllli0n co fnp~er~. Prior’to ttte extraordinar7 efforts of this team the 

malware has caused an estimated $99~,500,000 damages worldwide.           ; 

F’~I OOJ CFI’101:1106 

SCO_FBIPROD_010722 

SCO-021293 

No. 1:21-cr-00582-CRC (D.D.C.) DX-8 0003 



FEDERAL BUREAU OF INVESTIGATION 
THE. DIRECTOR’S ANNUAL AWARDS FOR EXCELLENCE 

Justification 

The~ Investigation started in 2008 and has resulted In the successful apprehension ot subjects 
~.he United States, Bosnia, Serbia, Siovenia, Spain, the United Kingdom, and Vietnam, There have been 2b arrests 
;ountrles; 23 searches in 6 cour~lries; 33 referrals to other countries and European Union Member States: and 47 IIRs 
disseminated. Total losses asa result of~ are estimated at $997,500,000 with impact to an estimated 13=3 million 
victims worldwide. The investigation has resulted in the dismantlement of numereus~., most notably the 

~ss ’ estimated to be 12 million bets In size and another variant, estimated to be 1 ~2 ml]llon bets, 
vs achieved by the team on the law enforcement side are only half the story behind theli~t 

Investigation, The case has become a vehicle through which Cyber Division has developed new and lasting 
relationshlps with valuabJe International partners. The international outreach efforts of the team have opened up the 
entire Balkan (South Eastern Europe} region for cooperation and have resulted in outstanding working relatlonshlps 
~lth Bosnia, Croatia° Serbia and Sloveniao The team also charted new territory for Cyber Division thought liaisOn and 
:ase coordination with Mexico, Peru and Argentina. These parts of South America along with the Balkan Peninsula 
~vere relatively un:touchvd by our CyLier investigations= 
In terms or bothet cases the~ investigation is remarkable because it has successfully targeted all 3 tiers of a 
hornet: 1. Coders, 2. Users, and 3. Facilitators. The invastigatlen started with an undercover operation Initiated in 

pur~hasad cople~ of 
enough trust froml~ to be invited into an elite underground ¯ 

Iferum called ~,Once the team had the~ malware in hand they showed ingenuity by reaching out to 

Itrusted members of the security research community. It was through the extraordinary sharing efforts of team and 
¯ lthelr ability to engage non-FB! partners in private sector and academia that they were able to link Iserdo to a massive 
~at appeared on the Internet and seemed to originate out ot~ Spain, This bother, which became known as 
~ turned out be one of the largest botnets ever encountered, Infecting more than 12 million computers 
Iworldwlde, Through (~OntlnOet~ outreaoh to private sector the team was able to link private sector research inlo the 

bother to an ~ customer known asl~ At this point it became apparent that the massive 12 million 

¯ botnet w~ct Iserdo’s~ Th--~vestigation placed Neff< in Spain and the team began the flrst of 
"nany successful International outreach efforts. At’ this point the team engaged the Spanish Guardia Clvil and.through 
nformatlon sharing efforts and case coordination helped develop evidence to affect the arrest and searches of three 
~bjects In Spain, one of the team members traveled to Spainto assist with the law enl~orcernent action and as a result 
~f the subsequent evidence sharing Pacts were ur~covered to arrest an additional five subjects in Spain. An ex~:e!lent 
Norking relationship was developed with the Spanish GL~rdia Civil which in ~rn resutted In evidence that Implicated 
~IAT-IAZ SKOR.IANC of S lovenia as the creator of~ With the ~ Botnet dismantled and its operators 
~eutrallzed, theteam turned it efforts to building a case against the creator el 
¯ olice to apprehend him. One of the team members expended exlTaordinary efforts to convince the Siovenla Police 
cooperate with the FBI on this matter, The tevel ot cooperation ultimately achieved included FBI participating Ir~ the 
searches and arrests In $1ovenla, along with complete access to SKOPJANC and all evidence seized, Team members 
traveled to Slovenla and participated in the arrests, searches and Interview of SKOPJANC alongwith 4 of his 
conspirators, At this point the l~vestlgatton had resulted in the appreh~n~iou of the creator of~ and all of his co- 
conspirators in Slovenla; the operators of thel~ botnet and co-conspiralors in Spain; and the dismantlement 

the ~ hornet, While these accomplishments were impressive the team did not rest on their laurels but instead 
conducted an exhaustive review of all evidence’along with eddltional undercover work in order to spln-off new cases 
on otherl~ bolnet operators, l"~is ultimately resulted in the identification and referral of" 141. subjects worldwide 
in 32 couritrle~KO~ANC wa~ initially reluctant to cooperate with the FIll, However team members developed a 
prosecution strategy that effected his cooperation. The cooperation fiom S!(ORANC was significant and produced r~t 
only evidence on additional targets but aL~o resulted In the FBI acquiring the backend database to the~ 
cdmi~l forum. With this accomplished the I:BI had a!l private and public messages; and user account inl~ormation for 
one or’ the most serious criminal underground I’onJms on the Intemet.After SKOR.IAN¢’s arrest and eventual 
Cooperation, and with the~ database in hand, team members were able accomplish another signi~cant " 
milestone in the case: coltaboration with Bosnia Police to arrest two subject~ in Bosnia and takeover a~ hornet 1 
mllllon computers in size, The collaboration and cooperation in Bosnia has Ieed to the Identification m’ man}’ 
previously unknown cyber criminals in the region and the understanding that the Balkan region Is a hotspur for cyber 

criminal activity; on par with Eastern £uro.pe, The amount of activity uncovered by the team prompted the 8otnet 
Threat Focus Cell to recommend the placement of a C}’ber’ALAT In SareJevo along with the creation or" a Balkan 
Regional Cyber Olme Task Force+ Taking the evidence and Intelligence gathered so far the team 

SCO_FBIPROD_010723 
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FEDERAL BUREAU OF INVESTIGATION 
THE D1RECTOR!S ANNUAL AWARDS FOR EXCELLENCE 

rerernng new Suojec~s tor pu~si~e spin o~ cases Many.the $~JDJeC(S were’mtemauona~ so ~ne team aeaaea m engage 
Europol as an effectiv~ way to disseminate le~ds and referrals to European Union Member State~ In September of 
2011. a meeting was convened at Europe] in The Hague, Present at the meeting were 12 EU memberstates. This . 
meeting resulted ina ~ramewOrk for shadng intelligence and referring ~ ca~e leads to EU member states. A total.. 
oF 7 referrals to 7 countries were madeas a re~ul! of lhls meeting. Another ~ign~cant developmbnt In the ;case was the 
ident~catlon or 41 potentia! ~ customers in ~outh America, This Is a relatively n~v region on the Cyber front and 
in order to effect action.on these targets team members traveled to Argerrtina, Mexico and Peru to bdel~ regional police 
on~ and share.evidence,: Three rr~nths after tEIs outreach 8 suhJ~c.ts were’searched In Peru. - 
In September of 2012,. two years alter the ir~i~ial ai’rest of SKORJANC one Of the team members $A Collins, returned to 
Slovenla to testify in trial, af.SKOPJANC,: The Slo~n.lans have expre~ gratitude for SA Collins* test moriy The Cyber 
DMston OGC who accompanied ~A Collins commented that he testified for 8 hours during which he had excellent., 
demeanor and clearly knew the case well. The’$1ovenian Prosecutors,could not be more plea~ed and were confid~nt 
~1~ a guilty verdict. The vast amount or e~idence, Intelligence and International cooperati0nachleved In this case 
cumulated this December with Operation Dar~ot.. Th s nternatio~al takedown ofhornet subjects resulted in 9 
a~estS; i 3 sear~.hes and 37 knock and talks Ina total of’ ~ countrie~. From th s takedown,3 ol’:the arrests, ? Of the 
~earches and 32 of" knock and talks were a direct result of the I~ lnve~tlgati0n.                  , 
In conclusion, the~ ]nv~tigatlon was a rnasslve undertaking byteam members that resulted In an unprecedente, 
number of arrests and, prosecutions for a bother investigation, The team broke new ground in terms o~ International 
out, reach and opened up new regions 01’ the world for cooperation on cyber nve~t gatlons The outcome of the BFBot 
investigation Will continue tO benefit the FBI and Cyber Division for years to come 

FBI OOJ CFH 0t 1108 
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Wilson, Shaunta N~ A. (HRD) (FBI) 

From: " 
Sent: " 
To: 
Co: ¯ ¯       -. 

Subject:. 

WAYE, AMY-E (HRD)(FBI) 
Tuesday, March 12, 2013 5:28 PM 

GRASSO, THOMAS (CYD)(FBI); BURNSIDE, JENNIFER (CYD)(FBI) 
HARVEY, S~AUNTA (HRD)(FBI); SMITH, SCOTT S: (HRD)(FBI) 
RE: Rewrite or DA Nonination for Butterfly Bot --- UNCLASSIFIED 

Follow Up Flag: Follow up 
Flag Status: Completed 

classification: UNCLASSIFIED 

Thank you ! 
Amy 

Amy E. Waye, UC 

’ HRD ARU/Communications 
(Z0Z) 3Z4-3680 

From: GRASSOI THOMAS.(CYD)(FBI) 
Sent; Tuesday, March 12, 2013 4:19 PM 
To-" WAYE, AMY E. (HRD)(FBI); BURNSIDE, 3ENNIFER (CYD)(FBI) 
C�: .HARVEY, SHAUNTA(HRD)(FBI); SMITH, SCO’I-r S. (HRD) (FBI) 
$,,bject: RE: Rewrite or DA Nonination for Butterfly Bot --- UNCLASSIFIED 

Classification : UNCLASSIFIED 

10-4. Working on this now. 

From: WAYE, AMy E (HRD)(FBI) 
sent-" Tuesday, March 12, 2013 10:29 AM 
To; GRASSO, THOMAS (CYD)(FBI); BURNSIDE, .IENNIFER (CYD)(FBI) 
(:¢: HARVEY, SHAUNTA (HRD)(FB!); SMITH~ SCO1-F S. (HRD} (FBI) 
Subject; RE: Rewrite or DA Nonination for Butterfly Bot --- UNCLASSIFIED 

Classification: UNCLASSIFIED 

We do still need some.confirmation that the 2 from foreign LE agencies and the private sector are eligible to be 
nominated from the agency’s as well as awareof the nomination... 

FBI DOJ CFH 011097 

SCO FBIPROD 010725 
SC5-021296 

No. 1:21-cr-00582-CRC (D.D.C.) DX-8 0006 



The letter should come from head of agency, but I will accept.the Chief Human Capital Officer. Please note that this 
serves as a "Name Check" for non-FBI employees. That is, the FBI requires confirmation that the person’s home agency 

supports the nomination and confirms that there is nothing in their background that would prevent them from receiving 
the award (suchas an OPR for an FBI employee). 

Thankyou, 

Amy 

Amy E. Waye, UC 

HRD ARU/Communications 
(202) 324-3680 

From: GRASSO, THOMAS (CYD)(FBI) 
Sent: Tuesday, March 12, 2013 9:10 AM 
To: BURNSIDE, .1ENNIFER (CYD)(FBI) 
C©: WAYE, AMY E (HRD)(FBI) 
Subject: RE: Rewrite or DA Nonination for Butterfly Bot --- UNCLASSIFIED 

Classification: UNCLASSIFIED 

Hello Jennifer, 

Letters of concurrence have been uploaded for the DoJ team members. The other agencies would be 2 foreign LE 

agencies and 3 private sector companies. Since these are all outside of USG do we still need letters? If so, who would 
they come from, immediate supervisor, CEO, HR person? 

Thanks. 

:-Tom 

From: BURNSIDE, JENNIFER (CYD)(FBI) 
Sent: Monday, March ii, 2013 7:05 PM 
To: GRASSO, THOMAS (CYD)(FBI) 
C:c: WAYE, AMY E (HRD)(FBI) 
Subject: FVV: Rewrite or DA Nonination for Butterfly Bot --- UNCLASSIFIED 

Classification: UNCLASSIFIED 

Tom, 

Please see Am~s message below to request external agency concurrence letters. 

From: WAYE, AMY E (HRD)(FBI) 
Sent: Monday, March ii, 2013 2:43 PM 

FBI DOJ CFH 011098 

SCO FBIPROD 010726 
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To=BURNSIDE, .IENNIFER (CYD)(FBI) 
c= BOLES, ~OHN (CYD) (FBI) 
Su~e~t-’ RE: Rewrlb~ or DA Nonination for Butterfly Bot--- UNCLASSIFIED 

ClassificatZon: UNCLASSIFIED 

Jenn: 
J uSt to clarify:                                                  ’ " 
Only these names are actually added..the other~ were alreadynamed on the original nomination. 

Ais0, have the Letters of the Concurrence been requested from the outside agendes? 

Thank you, 
Amy 

Full Bureau Name Title SSN 

Dara Sewell 

Investigative Analysis Un{t ¯ SSA         .. 

- Fi~-t,- 
Middle, 
Last 
Name ’ 

¯ Rodney 

Joffe 

Borut Stok 

Drazen 
¯ Visnjic 

Agency and, 

if any,,. 
Division 

" Neustar 

81ovenia MU 

BOsnia and . 

Senior VP 
and 
Technologist 

Chief 

Chief 

Senes/ 
Grade, if 
any 

City, State, 

Zip 

Pittsburgh 

PA 

Washington 
DC 

Madbor 
Slovenia 

Bahia Luka 

PhoneJ e-mail address " ’ 

-rjoffe@centergat~’.com 

 15 26 

bOrut.stok@pollcija.si 

 240 285. 

..Herzegovina 
RSMU- 

Police 

Bosnia and 
Herzegovin 
a 

drazen÷visnjic@mup.vtadars.ne 
t 

¯ Amy E, Waye, UC 

HRD ARU,fCommunications 

(202) 324-3680 

Letter of 

Concurrence 

.{¥as~)rNo) 

FBI OOJ CFH 011099 
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From.’ BURNSIDE, JENNIFER (CYD)(FBI) 
Sent: Saturday, March 09, 20i3 3:30 PM 
To." WAYE, AMY E (HRD)(FBI) 

C©: BOLES, JOHN (CYD) (FBI) 
Subje~: FW: Rewrite or DA Nonination for Butterfly Bot --- UNCLASSIFIED 

Classification: UNCLASSIFIED 

’ Belo~ is the expanded list of names. 

List of Nominees (Bureau employees; add rows as needed) 

Full Bureau Name 

Jeffrey M. Collins 

Nicholas F. Bludworth 

Michael C. Poston 

Edward Arias 

Stephen J. Gaudin 

Robert Smith 

Kacie K. Galarza 

Dara Sewell 
Investigative Analysis Unit 

Title 

SA 

SA 

SA 

SSA 

Legat 

SA 

IA 

SSA 

SSN 

FBI DOJ CFH 011100 

SCO FBIPROD 010728 
SC5-021299 

No. 1:21-cr-00582-CRC (D.D.C.) DX-8 0009 

REDACTED



List of Nominees..(Non-Bureauempioyees; add rows asneeded) . 

Mid~lel,¯ 
G=ade~ if ST.aTe, 
any         Zip 

and; £f 

Div"Isi~n 

.Carol DOJ, CCIPS .TriaI.A~tomey 
slpperly , " . 

Ethan.’ DOJ,CCIPS 
Arenson 

Rodney Neustar 
Joffe 

Drazen 
Visnjic 

Srovenia MU 
Police " ’ 

Bosnia and 

Herzegovina 

RSMU Police 

Tdal Attorney 

Senio~VP 
and 
Technologist 

Ch’ief 

Chief 

GS,905-15: 

G,.~-905-15 

Washington 

DC 

Washington 
DC 

Pittsburgh 
PA 

WashingtOn 

De .~ 

Madbor " 
Slovenia 

Banja Luka 
Bosnia and 
Herzegoyina 

Phone/ e- 

-4253 

carol.sipperr y 

.ethan.arenson 
@usdojlg0v 

-647i 
rjoffe@centerg 
ate.corn 

 15 

26 

borut:st~k@pol 

icija.sJ     . 

 ~ 

285 

drazsn.visnjic 

@mup~vladars, 

net 

Jennifer S, Burnside 

O/l~er Division 
Rm, 5835 

Phone: 202-324-8786 
Mobile: 5-0492 

From; GRASSO, THOH/tS (CYD)(FBI) 
Sent: Friday, Hatch 08, 2013 2:21 PH 
TO; BOLES, 3OHN (CYD) (FBI); BURNSIDE, ]ENNIFER -"-(L"YD)(FBI); TRAHON, PETER (cYD)(FBI) 
Cc: .STP.OM, ERIC (CYD)CFBI) . 
Subject: Rewrite or DA No.~ination for ButterflyBot -- UNCLASSIFIED 

~.ette= of 
Con~t~z’enue 

{Yes ~r 

FBI DOJ CFH 01110’~ 
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Classification: UNCLASSIFIED 

,> 
<< File: DA Nomination New.docx >> 

Justification now under 8,500 chras. You can disregard the previous version that I sent, 

Thanks. 

From; GRASSO, THOMAS (CYD)(FBI) 
Sent: Friday, March 08, 2013 1:07 PM 
To: BOLES, JOHN (CYD) (FBI); BURNSIDF, 3ENNIF£R (CYD)(FBI); TRAHON, PETER (CYD)(FBI) 
(:�: STROM, FRIC (CYD)(FBI) 
Subject: Rewrite OF DA Nonination for ButteRy Bot --- UNCLASSIFIED 

Classification: UNCLASSIFIED 

<< File: DA Nomination New.docx >> 

Hello, 

AD Demarrest ~equested that I expand the Butterfly Bot DA nominationto include private sector and non-CyD 
entities that assisted with the case. Attached is the expanded version that includes: OTD Investigative Analysis Unit, 
Bosnia Police, SIovenia Police, Neustar, Dell SecureWorks, and Defense Intelligence Company. 

Its been a strugl~le for me to get this done in the few hours I’ve had to work on it so this version is likely over=the 

.8000 character limit. I wanted to get it to everyone so they have something to review. I am working now to trim it 

down. The gist of it will be the same so please use this now as needed. 

Thanks. 

Thomas X. Grasso, Jr. 
Supervisory Special Agent 

(~yber Division 

Office: (412) 802-8000 x258 

Cell: -1875 

--Tom 

Classificat, ion: UNCLASSIFIED 

Classification: UNCLASSIFIED 

FBI DO J CFH 011102 

SCO FBIPROD 010730 
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REDACTED



Classification: UNCLASSIFIED 

Classification: UNCLASSIFIED 

Classification: UNCLASSIFIED 

Ciassification: UNCLASSIFIED 

Classification: UNCLASSIFIED 

Classification:UNCLASSiFIED 

Classification: UNCLASSIFIED 

FBI DOJ CFH 011~103 

SCO FBIPROD 010731 
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No. 1:21-cr-00582-CRC (D.D.C.) DX-8 0012 



Wilson; Shaunta N. A. (HRD) (FBI) 

From:~ 
Sent:¯ " 
To:, 

Subject: 

ClassifiCation: 

WAYE, AMy E (HRD)(FBI) 

Thursday; March 21, 2013 4:43 PM 

HARVEY, SHAUNTA IHRD}(FBI) 
RE: Letters of Concurrence -- UNCLASSIFIED 

UNCLASSIFIED 

The last letter of concurrencewi¯ll be an email. 
I will forward to you on the low.side: 

Thanks so much,. 
Amy . ¯ 

Amy E. Waye, UC 

-HRD ARU/Communications 
(202) 324-3680 

From: HARVEY~ SHAUNTA (HRDXFBI) 
Senti Thursday, March 21~ 2013 4:31 PM 
To: WAYE, AMY F (HRD)(FBI) . " 
Subject: RE: Letters of Concurrence --- UNCLASSIFIED . 

Classification.: UNCLASSIFIED 

Thank you.. I have added the contact information and letters of concurrence for Aaron Hackworth, Chris Davis, Borut 

Stok, and Rodney Joffe. 

once I-have received the final letter for D~azen Visnjic (Bosnia), I will add his information in EhAS as well and be sure to 

add th4 updated information to the Director’s binder. 

Shaunta N. A: ~Haruey " 
- Human Resources Specialist 
Human.Resources Division:Awards & Recognition Unit 

FBI Headquarters, Room 10184 

(202)324-0415 Direct 

From: WAYE, AMY E (HRD)(FBI) 
Sent: Thursday, March 21, 2013 3:09 PM. 
To: HARVEY, SHAUNTA (HRD)(FBI) " 
Subject: FW: Letters of Concurrence --- UNCLASSIFIED 

,I 
FBI DOJ CFH 011092 
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Classification: UNCLASSIFIED 

Another one. 

A 

.Amy E. Waye, UC 

HRD ARU/CommunMations 
(202) 324-3680 ~ 

Frem: GRASSO, THOMAS (CYD)(FBI) 
Sent: Thursday, March 21, 2013 1:38 PM 
To: WAYE, AMY E (HRD)(FBI)’ 
Subject: RE: Letters of Concurrence --- UNCLASSIFIED 

Classification: UNCLASSIFIED 

<< File: FBI.Rodney.Joffe:pdf >> 

Hello Amy, 

Attached is the letter for Joffe. All we need is BoSnia. 

Thanks. 

From: GRASSO, THOMAS (CYD)(FBI) 
Sent: Thursday, March 21, 2013 11:47 AM 
To: WAYE, AMY E (HRD}(FBI) 
Subject: RE: Letters of Concurrence --- UNCLASSIFIED 

Clas~ification: UNCLASSIFIED 

<< File: Chris-Davis-LOR.pdf >> 

Here is Chri~ Davis. Waiting on Bosnia and Rodney Joffe. 

Thanks. 

--Tom 

From: GRASSO, THOMAS (CYD)(FBI) 
Sent: Thursday, March 21, 2013 7:54 AM 

-2 
FBI DOJ CFH 011093 
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SC5-021304 

No. 1:21-cr-00582-CRC (D.D.C.) DX-8 0014 



To: WAYE, AMY E (HRD)(FBI) 
Su~ect: RE: Letters of Concurren¢e --- UNCLASSIFIED 

Classification : UNCLASSIFIED 

<< File: 201~}-03-20_Aaron_Hackworth FBI Directors_Award_Nomination.pdf >> 

Hello, 

Attached is the letter for Aaron Hackworth. 

Workin8 on Bosnia, Chris Davis, Rodney Joffe. 

Thanks. 

--Tom 

From: GRASSO, THOMAS (CYD)(FBI) 
Sent: Wednesday, Ma~ch,20, 2013 5:45 PM 
To: WAYE, AMYE (HRD)(FBI) 
C¢: BURNSIDE, JENNIFER (CYD)(FBI); WILSON, TANYA (HRD) (FBI); HARVEY, SHAUNTA (HRD)(FBI) 
Subje~: RE: Letters of Concurrence ---UNCLASSIFIED 

Classification: UNCLASSIFIED 

Hello.Amy, 

am workin{I with our Le8ats on this and private sector partners on the others. Attached is what we received from 
Slovenia. Stil[ waiting on Bosnia, Neustar, SecureWorks, and Defenselntellil~ence. 

Thanks. 

--Tom 

<< File: BorutLStok_Letter_of_Assent_Slovenia.doc >> 

From: WAYE,AMY E [HRD)(FBI) 
Sent: Tuesday, March 19, 2013.5:19 PM 
To: GRASSO, THOMAS(CYD)(FBI) 
Cc: BURNSIDE, ]ENNIFER (CYD)(FBI); WILSON, TANYA (HRD) (FBI); HARVEY, SHAUNTA (HRD)(FBI) 
Subject: Letters of Concurrence --- UNCLASSIFIED 

Classification: UNCLASSIFIED 

Tom: 

FBI DOJ CFH 011094 
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Please let me know the status of the Letters of Concurrence for the additional nominees added to the Butterfly 
nomination at your eadiest convenience. 

ARU will send the approved nominations to the Director on Friday for his review and the t,etters of Concurrence are 
included, 

Thank you, 
Amy 

Additional nominees who require a.Letter of Concurrence: 

First, 
Middle, 

.Name 

Agency and, 

if any, 

Division 

Tit~e Series/ 
Grade, if 
any 

City, State, 

Pittsburgh 
PA 

Phone/e-m~il address 

Rodney Neust~r Senior VP Washington 6471 
Joffe and DC rjoffe~center~late.com 

Technologist 

B0rut Stok 8]ovenia MU Chief Maribor 
Police SIovenia 

Drazen Chief 
Visnjic 

Bahia Luka 
Bosnia and 
Herzegovi~n 

Bosnia and 

Herzegovina 
RSMU 
Police 

+  15 ~ 

+  285 

drazan.visniic~,mup, vladars.ne 

Letter of 

Concurrence 

(Yes or No) 

Amy E. Waye, UC 
HRD Awards and Recogn~tlor~ Unit 
HRD Communications 

(202) 557-9652 (8B) 

Classification: UNCLASSIFIED 

Classification: UNCLASSIFIED 

FB! DOJ CFH 011~ 
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REDACTED

REDACTED

REDACTED



Classification: UNCLASSIFIED 

Classification: UNCLASSIFIED~- 

Classification: UNCLASSIFIED 

Classification: UNCLASSIFIED 

Classification: UNCLASSIFIED 

Classification: UNCLASSIFIED 
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~ U.S. Department of JuStice 

Criminal Division 

February 8,2013 

Thomas X. Grasso, Jr. 
Federal Bureau of Investigation 
Cyber Division 
thomas.grasso@ic,fbL gov. 

Dear Mr. Grasso: 

Computer Crime & Intellectual Properly Section 
1301 New York Ave., Suite 600 
Washington, D.C. 20550 

PHONE: (202) 514-1026 
FAX: (202) 5)4-6113 

., I understand that you wish.to nominate the Butterfly B0t InveStigation for a ¯Director’s 
Award under the category of. Outstanding.Cyber Investigation. I am the prosecutor assigned to 
this case and fully support your decision to nominate the investigation for an award. 

If I can provide any additional information please do nbt hesitate to con~ct me. 

Trial Attorney 
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March 21, 20t3. 

Via Email 

Thoma~ X. Grasso 
Supervisory Special Agent    ¯ 
Cyber Division 
Federal~Bureau of Investigation 
Thomas.Gmsso@ic.tbi.gov 

Re: Nominations for FBt D~tTeetor’s AWard 

Dear Mr: Grasso: 

i understand that you wish to include NeustarFellow Rodney Joffe in the slate of candidates,you 
-are nominating for-the FBI Director’s Award for, work done in.the."Butterfly Botnet" ~, 
investigation .and .prosecution,. I fully support the overall nomination Of the investigation and 
prosecution for an award and also.the nomination of Mr. loffe for his hard work. 

I sincerely: appreciate the FBI’s willingness to ~.eognize the work done by our employee in 
. collaboration with the FBI on this grotmdbreaking and important investigation. 

Please let me know if you have any questions or need any.additional information, from me. 

Sincerely, 

.Dr. Mark-F. Bregman ’ 
CTO, Neustar Inc. 

Neustar, Ira; 1401 Castro Street, Suit~ 300, Me ,untain view, CA 94041 USA/" tel: +1.571.434,5400 / www.neustar.biz 
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2013 Director’s Annual Awards for Excellence Recipients 

EXCELLENCE IN LEADERSHIP 
Supervisory Special Agent Robert Bone, Counterintelligence Division 

EXCELLENCE IN INVESTIGATION 
Special AgentBradlee Godshal.I, San Diego.Field Office 

EXCELLENCE IN INVESTIGATIVE-SUPPORT 
Supervisory Special Agent James Coleman, Operational Technology Divisio 

OUTSTANDING COUNTERINTELLIGENCE INVESTIGATION 
Bigger Game             ~ 

Houston Field Of Jice 

Special Agent Scott Leon Anderson, DePartment of Commerce             - 
Supervisory Foreign Language Program Coordinator Val Bespaly, Houston . 

Administrative Specialist Sarah R. Daggs, Houston Field Office 
Attorney Advisor Shana. N. Eaton, Department of Justice National Security Division 

Intelligence Analyst Richard W. Garodnick, Houston Field Office 

Intelligence Analyst Katherina W. Gonzales, Counterintelligence Division 
Language Specialist Tetyana B. Hamilton, Houston Field Office 

SuPervisory.Special Agent Darin S. Hanson, Houston Field Office 

Intelligence Analyst Debra Ann Hanson, Houston Field Office - 
Assistant U.S..Attorney Hi!ary Ley Jager, U.S. Attorney’s.Office, Eastern District of New York 
Supervisory Special Agent Kenneth W. James, Counterintelligence Division 

Intelligence Analyst Kate E. Koren, Office of Naval Intelligence, Farragut Technical Analysis Center 
Staff OperationsSpecialist Christina:Marie Martinez, Houston Field Office 

Supervisory Special Agent Eliza M. Odom, New York City Field Office 
Special Agent Brady Jay Olson, Houston Field Office 

Special Agent Nathan T.T. Parker, Houston Field Office 
.Special Agent Lisa M. Parnpichate, Houston I~ield Office 

Special Agent Roman Rozhavslo/, Houston Field Office 

Assistant U.S. Attorney Daniel Silver, U.S. Attorney’s Office, Eastern-District of New York 

oUTSTANDING COUNTERTERRORISM INVESTIGATION 
Alwan Hammadi 
Louisville Field Oj~’ce " 

Supervisory Special.Agent Timothy Beam, Louisville Field Office " 
Intelligence Analyst Elizabeth L. Bowditch, Counterterrorism Division 
Special Agent Keith A. Carpenter, Louisville Field Office 

Special Agent Edward P. Cundiff,~.ouisville Field Office 

2013 Director’s Annual Awards for Excellence Recipientq 
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Special Agent Christopher Michael Faber, Louisville Field Office 

Unit Chief Michael Fowler (retired), Counterterrorism Division 
Special Agent Richard E. Glenn, Louisville Field Office 
Supervisory Special Agent Martin E. Hellmer, Phoenix Field Office 
Supervisory Special Agent James N. Hendricks, Little Rock Field Office 

Special Agent Kacy A. Jones, Louisville Field Office 
Intelligence Analyst Eric S. Kruer, I~ouisville Field Office 

Supervisory Intelligence Analyst Michael V. Matson, Louisville Field Office 

Intelligence Analyst Laura M. Stump, Louisville Field Office 
Intelligence Analyst Cheyann Nicole Videon, Counterterrorism Division 
Supervisory Special Agent Donald A. Wood, Columbia Division 

OUTSTANDING CYBER INVESTIGATION 

ButterFly B~ot Investigation 
@ber Division 

Trial Attorney Ethan Arenson, U.S. Department of Justice, National Security Division 

Special Agent Edward Arias, Honolulu Field Office 
Special Agent Nicholas F. Bludworth, Honolulu Field Office 

Special Agent Jeffrey Michael Collins, Honolulu Field Office 
Director Chris Davis, Defense Intelligence Agency 

Intelligence Analyst Kacie K. Galarza, Honolulu Field Office 
Supervisory Special Agent Stephen J. Gaudin, International Operations Division 

Director Aaron Hackworth, Dell Secureworks 
Senior Vice President Rodney Joffe, Neustar 
Special Agent Michael C. Poston, Philadelphia Field Office 

Supervisory Special Agent Data K. Sewell, Operational Technology Division 

Trial Attorney Carol Sipperly, U.S. Department of Justice, National Security Division 
Chief Borut Stok; Slovenia MU Police (Slovenia Ministry of Interior Police) 
Special Agent Robert Smith, Dallas Field Office 

Chief Drazen Visnjic, Bosnia and Herzegovina RSMU Police                  . 

OUTSTANDING CRIMINAL INVESTIGATION 
Deepwater Horizon 

New Orleans Field O~ice 

f 
Attorney Colin L. Black, U.S. Department of Justice, Criminal Division 

Special Agent Kelly C. Bryson, New Orleans Field Office 

Deputy Assistant Attorney General John Buretta, U.S. Department of Justice, Criminal Division 

Attorney Derek Cohen, U.S. Dep_,artment of Justice, Criminal Division . . 
Attorney Scott Cullen, u.s. Department of Justice, Criminal Division 

Special Agent Amy J. Ford, New Orleans Field Office 
Special Agent Michael Forrester, New Orleans Field Office 
Attorney Avi Gesser, U.S. Department of Justice, Criminal Division , 

Intelligence Analyst Darrell W. Hill, New Orleans Field Office 

Special Agent Barbara O’Donnell (retired), New Orleans Field Office 
Assistant U.S. Attorney Richard Pickens, U.S. Attorney’s Office, Eastern District of Louisiana 
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Speciai Agent J. R. Smith, New Orleans Field Office ’ 

Attorney Rohan Virginkar~ U.S. Department of Justice, Criminal Division 
Special Agent Jeffrey T. Wright, New Orleans Field Office 

Supervisory Special Al~ent Sandra M. Zulli, New Orleans Field Office 

OUTSTANDING SERVICE BY A FEDERAL WAGE GRADE SYSTEM EMPLOYEE 
Maintenance Mechanic Supervisor Anthony Thomas Naumoff, Facilities and Logistics Services Division 

EXCELLENCE IN PROGRAM MANAGEMENT 

Asset Management System Team 

Finance Division 

Supervisory Management and Program Analyst.David W. Alwine, Finance Division 
Management and Program Analyst Lisa Curry, Information Technology Branch 
Management and Program Analyst Adam Dumey, Rbsource Planning Office 
Supervisory Operating Accountant Andrew S. Gregory, Finance Division 

Management and Program Analyst Michael G. Miguel, Finance Division 

Accountant Erica L. Nacca, Finance Division 

Accountant Jill Petroski, Finance Division 
Computer Scientist Richard D. Scherer, Information Technolo~,~/Management Division 

DISTINGUISHED SERVICE BY A NEW EMPLOYEE 
Special ARent Samuel Benson, Anchorage Field Office 

DISTINGUISHED SERVICE BY A PROFESSIONAL STAFF EMPLOYEE 
Physical Scientist Melissa R. Gische, Laboratory Division 

SUSTAINED DISTINGUISHED SERVICE 
Intelligence Analyst Donna M. Maurer, Washington Field Office 

EO, UAL EMPLOYMENT OPPORTUNITY 
Intelligence Analyst Hannah Bradley Gray, Richmond Field Office 

EXCELLENCE IN INTELLIGENCE ANALYSIS 
Intelligence Analyst Nicholas C. Carlsen, Counterintelligence Division 

EXCELLENCE IN THE HUMINT PROGRAM 

Helms Sikkenga 

Minneapolis Field Oj~ice 

Special Agent Drew Helms, Minneapolis Field office 

Intelligence Analyst Steve R. Sikkenga, Minneapolis Field Office 
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OUTSTANDING SERVICE TO DISABLED EMPLOYEES OR BY A DISABLED EMPLOYEE 
Supervisory information Technology Specialist Barbara Bowling, information Technology Services 

Division 

EXCEPTIONAL PUBLIC SERVICE .. 
Environmental Protection Specialist Catherir~e Alexandra Shaw, Facilities and Logistics Services Division 

OUTSTANDING SCIENTIFIC ADVANCEMENT 
¯ Black Box Study, Team 

Criminal Justice/n.formation Services Division 

Research Chemist Dr. JoAnn Buscaglia, Laboratory Division 
Management and Program Analyst Joey L. Newell, Criminal Justice Information Services Division 

Physical Scientist Maria Antonia Roberts, Laboratory Division 

OUTSTANDING INFORMATION MANAGEMENT 
RISC Technical Team 

Criminal Justice InJ~ormation Services Division 

Information Technology Specialist Micheal A. Carpenter, Criminal Justice Information Services Division 

Information Technology Specialist Jason T. Dale, Criminal Justice Information Services Division 

Management and Program Analyst Nellie Ann Davis, Criminal Justice Information Services Division 
Supervisory Information Technology Specialist Matthew B. Fancher, Criminal Justice Information 

Services Division 
Information Technology Specialist Brendan Patrick Forst, Criminal Justice Information Services Division 

Supervisory Information Technology Specialist Danny L. Genovese, Criminal Justice Information Services 

Division 
Information Technology Specialist Delbert Faron Hall, Criminal Justice Information Services Division 

Information Technology Specialist- Dell Higgins, Criminal Justice Information Services Division 
Information Technology Specialist Penny Lee Hines, Criminal Justice Information Services Division 

Supervisory Information Technology Specialist Faye L. Isabella, Criminal Justice Information Services 

Division 
Management and Program Analyst Melissa B. Maxwell, Criminal Justice Information Services Division 

Supervisory Information Technology Specialist James O. Preaskorn, Criminal Justice.Information Services 

Division 
Information Technology Specialist Douglas Doyle Shaver, Criminal Justice Information Services Division 

Information Technology Specialist Denise A. Tenney,.Criminal Justice Information Services Division 

OUTSTANDING TECHNICAL ADVANCEMENT 
ELSUR Data Application Development and ImplementatiOn Team 
Operational Technology Division 

Management and Program Analyst Laura Malia Cravalho, Operational Technology Division 
Electronic Surveillance Program Specialist Tana H. Estes, Operational Technology Division 

Supervisory Special Agent Thomas L. Kapp, Operational Technology Division 
Electronic Surveillance Program Specialist Don Kees, Operational Technology Division 
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Electronics Engineer Mia Latrisha Logan, Operational Technology Division 

Su ~ervisory Management and Program Analyst Alexandri~i M. Macpherson~Ope~ationalTechnology 

Division                                        ’ 
Electronics Engineer Dusty M. McKinnon, Operational Technology Division 
Electronic Surveillance Program Specialist Carmen Y. Travis, Operational Technology Division 

DISTINGUISHED SERVICE TO THE LAW ENFORCEMENT COMMUNITY 
International Contract Corruption Task Force 
Criminal Investigative Division 

Special Agent Steven P. Carter, Honolulu Field Office¯ 

Supervisory Special Agent Robin Gazawi, Criminal Investigative Division 
Supervisory Special Agent Kyung Jin Kim, New York City Field Office 

Supervisory Special Agent George M. Lopez, Los Angeles Field Office 

Supervisory Special Agent Kathleen M. Magnafici, Albuquerque Field Office 

Supervisory SpecialAgent Eli S. Miranda, San Antonio Field Office. 
Supervisory Special Agent Andrew Sekela, Tampa Field Office 
Special Agent Lee J. Witkowski, Sacramento Field Office 

Supervisory Special Agent Kevin M. Wolf, Washington Field Office 

EX£FLtENCE IN SUPPORT OF THE INTEGRITY AND COMPLIANCE PROGRAM 
CTD Compliance Program 
Counterterrorism Division               . . 

Management and-Program Analyst S.J. Craig, Counterterrorism Division 
Management and Program Analyst Kirtlin W. Doyle,.Counterterrorism Division 

Management and Program Analyst Daniel Fass, C0unterterrorism Division 
Supervisory Managem~ent andProgram AnalystJames C. Lantz;Jr., Counterterrorism Division 
Management and Program Assistant Keisha Lee, Counterterrodsm Division 
Supervisory Management and Program Analyst Laresia A.Thompson, Counterterrorism Division 

DISTINGUISHED SERVICE. FOR ASSISTING VICTIMS OF CRIME 

Sandy Hook Elementary School Shooting 

New Haven Field Oj~iCe . 

Forensic Child Interview.Specialist Martha J. Finnegan, Office for victim Assistance 

Victim Specialist Karen P. Gale, Omaha Field Office 
Victim Assistance Program Specialist Kathleen Dee Hall, Office for Victim Assistance 

Victim Specialist Ashley Lauren Hall, .New Haven Field Office 

Victim Specialist Angela Jackson, New Yolk City Field Office 
Victim Specialist Courtney C. Litowitz, Boston Field Office 
Victim Specialist Jennifer Jo Meyers, Cleveland Field Office 
Victim SpecialistRenee Gall Murrell, Baltimore Field Office 
Forensic Disaster Assistance Specialist Kyle C. Scher~e~, Office for Victim Assistance 

Victim Specialist Michele L. Stewart, Salt Lake City Field ¯Office: 

¯ Victim Specialist Sarah LynneVasquez, Phoenix Field Office 
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THE THOMAS E. DUHADWAY HUMANITARIAN AWARD 
Intelligence Analyst Doris J. McKendall, New Orleans Field Office 

THE MANUEL J. GONZALEZ ETHICS AWARD 
Supervisory Special Agent Jeremy B. Walker, Human Resources Division 
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