
From: GAYNOR, RYANC (CD) (FBI) SRCGAYNOR@i sor g0v>
Sent: Tuesday, October4,2016 10.00 AM
To: WIERZBICKI, DANIEL. (CG) (FBI) <DSWIERZBICKI@bi sgov gov>: HEIDE,

CURTIS A (CG) (FBI) <CAHEIDE@i sgov sov>- SANDS, ALLISON (CG) (Bi)
<ASANDS@fbi sgov gov

ce MOFFA, JONATHAN C. (CD) (FBI) <JCMOFFA@bi sgov gov: PIENTKA, JOE
WE) (FBI<JPIENTKAbi sgov gov>: AUTEN, BRIAN 1. (CD) (FBI)
<BIAUTEN@fbi sgov gov

Subject: RE: Status update on ALFA BANK case —[SN

Classification:
Classified By: F24M49K23
Derived From: FBI NSIC dated 20120629
Declassify On: 20411231

Gott and being discussed at HQ. Before we make any decisions on that fron, we wil need to know what we
can earn from th logs we have now obtained regarding the natureof the actual activity between Alfa Bank
and the domainserver

CG and MM have done great work on this and ts very much appreciated here. We continue to highlight the
progress on this mattertoCD and CYD leadership on daly bass

Best Regards,
yan

From:WIERZBICA,DANIELS. (CO) (FB)
Sent:Monday,October G3, 2016 300 IY
“Tor HEIDE, CURTISA. (CG) (FBI; GAYNOR, RYAN C. (CD) (FI): SANDS, ALLISON (CG) (FE)Cc: HOFFA, JONATHAN C. (CD) (FBI); PIENTKA, JOE (WF) (Fi) AUTEN, BRIANJ. (CD) (FS)Subject RE:Stats dae on ALFA BANKcase |
Classification: I
Classified By: FOTMIK34
Derived From: FBI NSIC dated 20120629
Declassify On: 20411231

agree with Curti..an interview withthe source of info would be the logcal tep inthis a3 wel as any)
investigation. It may allow us to understand the what andwhy of the white paper.

From: HEE, CURTISA. (CG) (81)
Sent:Mondor,October G3, 20162:49PI
Tos GAYNOR, RYAN C. (CO) (FI): SANDS, ALLISON (CG) (F3)
Ce HOFFA, JONATHAN C. (C0) (FB); PENTA, JOE (WP) FB); AUTEN, BRIANJ. (CD) (FB); WIERZBICK, DANIEL

FBI-DHS-01-0000697
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©Em
Subject RE:Status pdt onALFABANKcase —INN
Classification: I
Classified sy: NEN
Derived From: FEI NSIC dated 20130301
Declassify On: 20411231

Yeah, we got the logs from MM so we'l look through thosefor these Ps.

We really want o interview the “source” ofal this information. Any way we ca track downwho this guy is
and how we're geting this information?

curtis

suesem

From:GRTNOR,RYANC_ (CD) (F)
Sent: Monday, October G3, 2016 1:48 11
Tor HEIDE,CURTIS A. (CG) (FBI); SANDS, ALLISON (CG) (81)Cc: HOFFA, JONATHAN C. (CD) (FBI); PIENTKA, JOE (WR) (FI) AUTEN, BRIAN . (CD) (FB)

Subject RE:Status pce onALFA BANKcose —[SEEN
Classification: IEE
Classified By: F2ameox23
Derived From: FBI NSIC dated 20120629
Declassify On: 20411231

curtis
Just read the lead info on unet. Pleas try o obtain any Background info onhowwe received the new
‘anonymous information’ related tothe new personof interest because [amsure that we wilbeasked up.
ere. The new information jus creates more questions for now. One couk/might now assume the leaps of
logic (VPN/TOR etc) within the original white paperwerebased on the author of the whitepaper having
“Person of Interest they started their investigation from?

Wil standby for CG/MM thoughts.

Thanksall

yan

From: HEIDE,CURTISA. (CG) (81)Sent: Monday, October 03, 2016 1:38 11
To: GAYNOR, RYANC. (CD) (81); SANDS, ALLISON (CG) (FS)
Cc: HOFFA, JONATHAN C. (CD) (FBI); PIENTK, JOE (WR) (FI) AUTEN, BRIAN . (CD) (FB)Subject RE:Status updateonALFABANKcase— [REESE
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Classification: I
Classitiod by: EE
Derived From: FRI NSIC ated 20130301
Declassify On: 20411231

Ryan,

It appearsthat Allson isout today. st got nto theoffice. Hitme upif youneed anything.
We gotanotherlead elated tothe cyber portion with Alf Bank. Pl forward i toeveryone on tis chin.

curtis

suasun

From GOR VNC (CO) (FB)
Sent:Monday, Octobe 0, 20167:45 AH
Tos SANDS,ALLISON (CG) (FBI); HEIOE,CURTISA. (CG) (81)Ca:HOFFA, JONATHANC.(CD) (FBI)

Subject: Fi: Status update onALFA BANK case —I
Classification: IEE
Classified By: F24u49K23
Derived From: FBI NSIC dated 20120629
Declassify On: 20411231

Hope you both hadagreat weekend. Any Updates for today? Has Miami obtained the server logs from Central
Dynamics orhave a projected timetable or when they wil? f not, and if they cannotgive a timetable for
whan theywil, would beprudentto serve theNSL onListrak?

Thanks,

Ayan

From:GAYNOR,RYANC (CD) (FB1)Sent:Viedestey, September28,2016 2:53 1
Tor SANDS, ALLISON (CG) (FBI; HEIOE,CURTIS A (CG) (81)

Subject: RE: Status update an ALFABANKcoe EIN
Classification: IE
Classified By: F24mi9K23
Derived From: FBI NSIC dated 20120629
Declassify On: 20411231

FBI-DHS-01-0000699
ScosapRop, cone?
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Curation,
oy updates for tomrtow? ssl, any tim estimates on when you wil have th og you need to
Condut he nee anys would oe help a1.
Thanks,
van

From SOSALEVE)Som: onda, Setemos 5,201 620
To: MARIC, PAULM. (CD) (FBI); PIENTKA,JOE(WF)(FBI); AUTEN, BRIANJ. (CD)(FBI); STOFER,JOHNF. (CD)(FBI);Cinna (otraCE MISSION. AE CO) (FB); HEIDE, CURTISA.CO)1)Sic Sos spe onA ace

Goodafarmoon,
Wo have svea updates nth ALFA BANK cas opslo
+ The agentinmi who has been working with Cental Dyramie received an emai oman
ecutive at Conta Dynamics ain ht they chcied he rer fr tat 30 das, and te any Pty
Getaced iin he seer ws 67.73.13. the1 adress mained th whitepaper ta esohesSPECTRUM HEALTH. 1ncea his what indof commicronwasti “hf efringvo Wo
re Sl wating oth serve Tos conduc ur own ensesiof any Petwork asi on hs
Sorin
+ Nolsareinrf and wilsoobeval or defvery to STRAK th 5 that htshe rum
micom domain, and Gay com. We wil eek 0 oa ary osvaleo he LSTA ser thet
Tenet he rump arma com dean and suber date, ant domains andsubdomains afled wih
Sioa, 1 logs, an ling formation on rump all com domain romGad com

hd EE
1
1
I

+ Open soure researchon th current and historia stsofTrex nes publishedby the or
roe (maroc <overing te tne prod of May 016 Sept 2016, vealed no matches ttheSOECTRUM HEALTH I(167.73.1103). Normal, To ext node od appear is 1 ware acts
ring th reviewed me prod Under rermal conditions, he horcr de sed for searching capredarate of once at hour, every hou, avery dv: 1s urbe idence tat the white papr's cm aboutSPECTRUM HEALTH boinga ex node-xls fo ALFA BANKor shar- 1% supported tcl

Far-DHs-01-0000700

—StottPriv rir



analysis. Afar 35 we know, thre i 1 way to create an exclusive TOR ai ode: doing 5 wouldbydefaut
decree the anonymityof the Tor se.I
I—
Asawa, Fm happy to answerany questions.
tes,

Special Agort Alison ands
Chicago Oso c¥-1Seen
bie 312.005.5872

From SOSASV)Sere Fda,September£3 201 153 7Tor SANDS, ALLISON (Co) (61 MARIC, PALL M. (CD) FD; PENTKA,JOE(WF Fl; AUTEN, BRA. CD) (FB:STORER BNE (CD) (FB) WIERBIO, DANIELS. (CG) (51); HEIDE, CURTIS (00) 750)Sihiect: Sus pineonALPakcase ERI
Classification:

Classitied sy: NEE
Derived From FET NBIC fated 20130301
Declassity on: 20411231

Pr—
Wirfollowedup this arming with CetraDyneswho confirmed that the mail rumpremal om
domain isan ld domain that wa st up in approximately 2003 when they wee doing business with Trump
Organization that ws never used. Thy relied he domain via GoDacy to the Trump Organization over
yeu 250; however, the ONS ables war no updated and hat domains pointedtoCentral Dynamics
Servers. ofthis atenoan, a WHOS lookup reveled tht the mal trump emacom no longer rescives
10 Contra Dynamics, ncicting thy ikl update thir ONS tables aftr th Fl informed them of he
aversght. This ema domain sno longer pointing 0 any active mail server.
Cantal Dynamics provided reviewed a picture ofa Barracuc (pam fier) sevics connected to server [rump
emailcom], The formation displayedbythe Baracuda spar iter or rump-emall cor ncicates that during
am unspecified time period, 13 inbound emails were receed, 1was allowed to pss though thiter, and 1
outbound email was marked a spam and locked. The information rovied any reflects ama mit traffic,
andwePaverequested tht Miamiabtain logsfor th ellsever on which the domainwsesing0
dary whether not threwas amy athr afc (nan smtp) tat mates matware or another ALFA BANK
aff ncluingthalleged DNS aries residing on he sever,

FB1-DH5-01-0000701
sco.remo,oom
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—
—
—
Respect
Rison sands

Fra HGSATENEOSom: Try, Septem5 20164531Sor ALC PAUL CB FL: PENTA SOE (1) (FB; AUTEN RUAN. C0) (FD); STOFER, SOHN. (C0) (1)CE IERRION, DANE5. (0) (FB) HEIDE, ARSA. (C3) 20forbear pier 1LTT

Lp——_—
hat i ead by Tr Hotels. Age spoke 10 ecutiveof Carr Dynamics, who eed fo cooperate with
theFol ad will rode log Tequesta. Agent wil err to Catal Dynamics fomariow ming o meet
ith th technology support staff We wil provid Comtral Dynamics with the three I addresses of specie
Interest for ALFA AN and SPECTRUM HEALTH an spacial request or any logs rated tht network
oe CorreaSortfon orate fray reronet Hare aR ses
aanctherserver due to the ih requaney of malous attacks o those seounts
sas,

Spec Agent AnsonSans
icaDivisonO11
Siren
J——

rom HS, ALONCO)Sonery,Sept. 2016 422Tor PENTA OE Co Ft); AUTEN BROAN. C0) (FR); STOFER, JF. (CD) (FD); MARI, PAUL. (CD) (FD)Co MISSION, DAME 3) (FB): HEIDE, ORT (C0(18)Stole Sas veonAo Ecce IE

erived Fron: RN. , ;0,3030

FB1-oWS-01-0000702
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‘Good afternoon,

As of 1500 today 9/22/16, CG CY-1 have conducted the following investigation actions in support of the
forthcoming case on ALFA BANK:

. FBI CG CY-1 submitted an EC to open a full investigation - pending ASAC and SAC approval

. (CY-1 Computer scientists extracted files from source thumbdrive for future analysis on OPWAN,

. Case agents coordinated with Cyber Division (POC Scott Hellman) to examine technical
inconsistencies in the white papers methodologiesand conclusions. Overall, ECOU assesses that the claims put
forth in the white paperare invalid. Some key points:

° “There is no network trafic between the ALFA BANK and the trump-email.com domains, only DNS
queries;

o “There is no evidence to support that the suspect email is currently tiedto the TRUMP.
‘ORGANIZATION- the details of the registration do not match any of the legitimate TRUMP ORGANIZATION mail
servers;

° An error message on port 25 does not indicate that the server is set up specificallytoonly.
‘communicate to designated IP addresses; and

° A“secret” communications portal is unlikely to have “email” o “trump inthe domain name and
would unlikely communicatedirectly to ALFA ABNK's IP address.

° ‘There isa lackof supporting evidence tying the ALFA BANK to the SPECTRUM HEALTH DNS queries.

. Case agents researched the legitimate mail servers affiliated with trump.com, and mailLtrump-
‘email com is not among them. Trump.com appears to be protected by 2 anti-DDOS service called CLOUDFARE
in San Francisco, where trump-email.comdoes not.

. Research on the trump-emailcom domain, the parent domain to the suspect mailLtrump-
‘email.com, revealed that the domain is registered to Central Dynamics Corporation, Boca Raton, FL. According
to open source, Central Dynamics provides IT services to the Hotel industry that did some marketing for the
Trump Organization in approximately 2007-2009 (themail.trump-email.com domains was created in August
2009). Case agents cut a lead to Miami (POCSSA Jason Manar) to contact Central Dynamics to gather
Information about the trump-email.com domainusinga ruse that the FBI i contacting them to seeif thisisa
legitimate email account and not a spoof email accounthavingthe potential to send spear-phishing or other
cyber criminal threats, and Highlight that the Registrant Organization was listed as Trump Orgainzation [sic]
which couldbe an indicationofmalicious intent. Requested server logs if possible.

. AWHOIS search revealed that the suspect email domain is being hosted on a Listrak server in Litiz,
PA. Case agents contacted Philadelphia (POC SA Joshua Hubiak) and put Harriburg RA on standby to contact
Listrak to gather any information possible about the trump-email.com domain. Philadelphia wil wat to
approach Listrak pending the outcome of the conversation with Cenral Dynamics. (NSL willbe issued
tomorrow if warranted)

FBI-DHS-01-0000703
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+ IP addesses asocated withthe suspect mall domain mall rump smal. com (P address
56.216.13329) and SPECTRUM HEALTH, the suspected TOR ox node (ares 16773.10.8) were rn
through Lighthouserecords (POC Davi Gan. hess re a follows

Over the ast sx months there ae is for I addres 67.73.1108 an several Cs, al ofwhich are
Cina related, Going bac further than sian, he was gcasora acy on several FIN
I1: (10015 200 pockets dung 4 hou eros) EEE
I

There arsenLH rat oI adres6.216.133.29. The anytraffic all of 2016 tht the
earch too found wa  wo-packt Instance ofafco 1 February201 recorded by a China rlted FB
an

©———
I

1]

Respect

Cricago sion C1Go Sir tn
J——

:—

s :—

. —
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