
the server would receive communication from others, or evenmany others).
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“mail. trump-emal.com”.Twoof these belong to DNS servers at Russian Alfa Bank.
[When computer A wantsto communicate with computer B, computerA must know
computer BsIPaddress. In order to learn computer B's IP address, computerA
conducts a NS lookup, which essentially is a public inquiry, asking “Hello world, what is
the IP address for mail. trump-email.com?” The investigators research indicates, over
the periodMay 4 2016-Sept 4 2016,twoofAlfa Bank's DNS resolver, asked the world
614times what mailLrump-email cons P address was, presumably sot (3 computer
at Alfa Bank)could communicate with mail trurp-emal com. Twoother [Ps also
conducteda statistically significant number of DNS lookups fo email trump-emal com.
Provided the dentites of numerous dubious persons associatedwith Alfa Bak.

5. From the stepsin # 4 above, the investigator seems tohave concluded the following, which may
or may not be true:

a. That mailLtrump-email.comis in act a mal server and is ownedbya Trump
organization; this conclusion seems based off of:

i. The whois record
ii. Thename “mail1” included in the domainname (thoughyoucan name a

domain anythingyou want; the domain name “iam. an email server trump.com”
is not necessarily an e-mail serverfor trump.com)

ii. That mali trump-email.com is responsive (though with an error message) to
standard e-mail receiving port 25

b. That mailLtrump-emai.comis “secret”, o obfuscated from the general public, because:
i. The Russian computers mustbeconfiguredspecially to talkdirectly to

mail trump-emal.com (because you cannot find mailLtrump-email.com via a
standard MX (mail sever) lookup of trump emal com).

That the [presumed] e-mailserver is set up specifically to onlycommunicate to
designated IPaddresses (though there i no substantiation that mail. trump-emal.com
communicates with anyIP at all).

d. That the Russian computers have actually communicated withmail.trump-email.com
(though there is only information indicating the Russian computers have asked what
mail. trump-emal com’ IP address s).

. That there is no plausible reason why these communications would occur excepting for
illegitimate reasons. This is because a server (such as mailLtrump-emai.com) would
never be found by somebody trying o send mail directly tothe trump-email com
domain. Aperson would have toexpresslysearch for the obscure name “mall trump-
email.com” tofindit. Therefore the Russian computers have been specially configured
to communicate directly to “mal trump-email. com’

£. The communication between mail trump-emal.com is between the Trump.
organization and bad actors working at Alfa Bank or associated with Alfa Bark.
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In conclusion, ECOU 1 suggests there is currently no cyber intrusion component nthis case and that the
report povided contains questionable methods and intentionsI

Ithcrore, i appears suspicious that the presumedsuspicious ctity began
approximately three weeks prior tothe stated tarto th investigation conducted by the researcher
Finally it appears abnormal tha a presidental candidate,who wanted to conduct secret
correspondence withthe Russian government (or Russian bank), would (1) name his secret server
mail trump-emal com,(2) use domain (rurp-emil.com) registered tohis own organization, and
then (3) communicate directlyto the Russian bank's Iaddress(as opposed to using TOR or proxy
servers). ECOU 1also asesses Russian state-sponsored technica sophistication to exceed the Opssec of
that suggested n the report
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