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1 Introduction

“This document provides independent comments on a whitepaper entitled Whi Pu
per #1 - Auditable V3 (herenafier, “the whitepaper”). The whitepaper deals various
domains owned by the Tramp Organization. and identifi paterns of DNS queries
demonsirating network connectionsbetweenaTrumpowned domain. Spectrum Health
(a medical service provider in Michigan), and Alfa Bank (a Russian bank).

“This document atmpisto use alerative datasources overify the conclusionsof
he whitepaper. In relevant parts. his std agrees with the whitepaper’core findings:
here sa significant intraction betweena domain operatedby a presidental candidat,
and a Russian bank. The interactions appear to be related to email delivery. wsing a
secured server, whose messages are evidently only accessbie 1 Spectrum Healh in
Michigan, Alfa Bank, and a VEN provider in Utah

“This report also shows how others can verify these conclusions themselves, using
various public daa sources.

2 SPF Analysis

Public online passive DNS databases, such as the Chinese DNS informational ste
dnsdbio 1], show several RRscts in th t zump-ema1.com zone. In relevant part
these include:
mail.trunp-enail.con A 66.216.133.29

trunp-email.con TXT [vespfl ipd:198.91.42.0/23 ipd:64.135.26.0/24
ip4164.95.241.0/24 ipd:206.191.130.0/24 ipdz63.251.151.0/24
ip4169.25.15.0/24 mx “all
“The last fine is a Sender Policy Framework (or “SPF record [4], and ident

fies domain and address ranges wed in outbound email, While comple. the SPF
record essentially ss the machines authorized 0 sendoutboundemailonbehalfof the
rump-emai1. cor domain. The std IP addressranges havemail serversthat send
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emails, such as office corespondence. Using SPF, recipient mail servers can verify
anddiscard fake messages (e... spam from 3d pany networks claiming to come from
trunp-cma1.con). Ifthe ending hostclaimsto come from ¢ rump-cma 1.con,
buts not inside oneofthe listed SPF ranges, the messagedeliverymay “soft ail", un-
der he SPF protocol.

Significantly. the SPF CIDR ranges do mo encompass 66.216.133.29, the
address formai11. rump-emai1. con (hereinafer the “ma 111 host”). Thus, it
is unlikely thatma 11 is used for sending messages on behalf of the parent zone,
rump-emas1. cor, since many recipients might discard them, or score them as
likely spam ! Instead, ifthe ma 11.rump-emas1.com host sends mail, it ely
i on behalf of the child zone ma 11. (As noted below, the host may instead be a
outboundserveror forwarder)

In effet, mai11 is a “punch out” domain in the larger Trump zone. It has its
‘own mail policy. separate from the parent zone which appears designed for more fo-
bust, scaled messaging. While emails do originate through xu-emaiL.corm, and
the six listed IPaddress ranges, the hostma 11.¢ rumpemai. con has its own,
sending policy.

“These DNS records can be found in most any passive DNS data source, and there
areno contrary recordsi any online passive DNS database, from 2010 forward. And
acurrent DNS lookup for theserecords yields the ame results.

3 maill Host Operation

One can determine the purpose of mai 11. ¢rump-eras 1. con by contacting the
mailserver directly, and checkingifit operates an SMTP server. Novice users can even
check using several online mil services themselves. For example, Pingabily [6] lets
one interact with themailserver througha web interface:

DEBUG: getProvider() returning
Javax.mail.Provider (TRANSPORT, stp,
Com. sun.mail.smtp. SHTPTransport,Oracle)
DEBUG SHTP: useERlo true, useAuth false
DEBUG SHTP: trying to connect to host
"maill.trunp-email.con, port 25, is SSL false

521 lupntald.lstrk.net does not accept
rail from you (72.249.37.67)

DEBUG SMTP: could not connect to host
"naill.trump-email.con", port: 25, response: 521
Timedel Wh er 3 soft 1 I he SPF red thc no wid SPF econstthe
a0 pen. Ths thechildzon m1 rspoa1c would ed 5own SPF recordcle
elcry. snd is ads tbe cluded in 0 spp ip sna. Desi ot bvig 3 sorteSPF ron. he host 115-411 cot Could tl nd salsa dic mess.on balOF m1 ampa Con (hk no parent Joe). fits ARAGI H o r combed
SE semlBtte31doald repr ora
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“Th lie stating with “521 is rom the Trump server,andlines ting with “DE
BUG" re senate bythe Pigabily esting sic, Ober onlin services may show
lig diferent output, but he message fom tha1 hosts aways he same. The
521 reply code means th hosti fusing 10 acept incoming email.erRFC 1546 nd
Subsequent revisions 2]

Tn etl, the response indicates th Trump ost reused mal, denying scl asa
“Listack” virtual ml ranser agent (or “prt The host Hcl configured as an
~cubound sever” where uses of nthe Trump organization send mal. hil sing
another email server 0 receive mesages. The Lisa sevice is powered by “Port2s
powcrMTA', a commercial vendor of igh quality SMTP softwar, which afr an
oes contol I" (CL capability. This permis the a. 11 host to filer ased on
usr IP In hi cas, i appears the Trump hot private, nd was configured 1 only
peri connections fom speci hose

4 Query Rates
The whitepaper provides query logs fo themas 11 DNS record, in an ancillary file
alld LogOFDNLookupe.Formal rumpmai co §51 0x" The daa is plot.
Vn the whilepapen, which spprar 10 show sila query frequen argng
from Alfa Bank snd Spectrum Heath networks. We not hat, win ok. wellknown
cach inspection techniques (3. might be possible for ses to erty query for
Sich data hemeles tp Const laaieofsag, Tiswouldbeme con
Suming, and was no empre.

Sousing ust the log ls in the whitcpape, we considerwhether the DNS lookups
were for mail delivery. Thi appeartb the case,because of hse xablhed fat:

The Hosta11. uremia com has twodomain bls offen assisted
wilh SNITP operation.

«The ma1 host is colocated in a commerial network fin wed for mansged
emit handing,
The a1 ost listens on port 25, and responds with an err message found
only in Listak mal serves.

“Th lack of MX lookups may be asocated with he configuration ofthe Lisiak
Host (5. being eel or sesurs ly To specifi host, wig # 71a7-domain
option i the Por2Ssoftvare. hough is is nt cen.

Because the log fle has ine stamps with precision down to the econ. it i pos-
ible spt pats of DNS lookups fom Alf Bank and Spcium networks. Signi
Cam we ot hat cr arc ve ew Source networks esoving he a1 host jst
‘Alfa Bank. Spectrum Healt, snd a distant hid) the VPN provider in Usa. The
hitcpaperanayss rightly dismises the handfulof ther DNS lookups s noise...
originating fom infecied hottht jus do inle lookup, nd net intra ues,
“Xcheck of various olin DNSBLsources [5 confirms his diagnos.

‘We can thereor look for pats among th thse jo esoler news (I.
Spectrum and the VP, and rat a me sei analysis. Consier
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1. If these DNS lookups are human-driven emil message delivery attempts, one
would se a pater often associated with normal email thrads: quickrepliesin
Some cases, and light delays insome replics.

2. If these DNS lookups are instead associated with malware or some infection
vector, one would expect 1 see & more automated lookup pattern. (Indeed, one.
would likely see the resolution ofa 3d party command-and-contrl domain, in-
stadof just a Michigan hospital and a Russian bark.) Thelookup volume and
paucity of quame diversity likely rules out this theory.

3. If these DNS lookups were associated with bulk email delivery newsletters, or
customer contact, one would expect 10sce a mre distributed periodoflookups,
with an exponential rate. (That i, regular highvolume resolutions, followed by
low volume periods) As noted above, the SPF records significantly complicate
the use of ma 11 for anything like this. But we can investigate this alternative.
theory.

We first calculate the intr-arival time between DNS lookups from the Spectrum
and Alf Bank resolvers usinga simple time series analysis. Using a stateful window,
we note which network resolved the ma 111 host ast, and at what time. Whe 3dif
ferent network (AlfaBark, Spectrum, or the Utah VPN) resolves thema £11 host, we.
note the length oftime, 8, between therecursivechange. and update the sat window.
Informally, this measures the speed or pace of any message exchanges, or the "ick
ck”ofhumans sending messagesback and forth. Thal is, when both Alfa Bank and
Spectrum's recursives no longer havema £11 in local cache, we can measure the speed
ofthe “reply” tothe fist message putting ma. 11 back in cache on the other network.
Since the data spans a lengthy period, and the ma 11 TTL cache period is shor, we.
hae many such observations.

In taditonal network analysis, spam, viruses of scheduled bulk newsleter deliver
iesexhibit ess “back-and-forth”, wherea sending networkiscontacted by th recipient
Indeed users seldomreplytospam,virusesor cven newsletters. And ifboth Spectrum
and Afla Bank were automating their lookups. then the time delta distribution would
peak around the greatest common divisor for both lookup periods, and with minimal
eteroscedastiity (informally, with iedispersiono “latness”), due only to nework.
lg.

After processing the time stampsin the log ile,weplot the inter-arrival ofqueries
from different recursives. Figure 1(2) and (b) show the kernel density estimate (KDE)
for the disrbution of these time deltas. We use a KDE instead of traditional bin
disibution pot because the latte easily skew results based on bin siz. Here, the 0p-
imal bin size is calculated algorithmically, with the smoothing parameter, reported.
as “bandwidih in the plot. Figure 1(a) shows a wide distribution of times, suggest-
ing these are unlikely to be “eron'd” or automated lookups. Figure 1(b) zooms in
on the distribution (where 8 < 7200 seconds), showing the disribution of paired DNS
lookups justseconds and minutes apart. (Le. short episodes, when another network put
mai 11 back in cache, perhaps in reply t0.a message.) In other words, there are many
instances where the conversations are active, rapid-fire, and othr instances where the
cache refresh changes appear (0 take hours
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5 Conclusions
This apr riod som stemens in whiper describing DNSinractions with
2511 rump emai com. ong abe sources of dua were posi. TH
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The whitepaper commented on Alfa Bank's recursive resolver, which did not
appearto “respect caching behavior”. While this observation i clearly supported
bythedat, we speculate the explanation is quite mundane. Likely. Aflaruns a
caching farm, which does not share cache results among individual reslvers,
(This type ofresolver configuration is ficient and inexpensive, and common in
enterprises he sizeofAlfa Bank.) While more analysis could prove this,or ven
estimate the number of independent cache linesbehind the Alfa Bank egress IP
this did not appear material o the core question in the white paper.

‘+ We have not reviewed the accuracyofthe other data fle, which generally just
provide ss ofdomain names with “trump” substrings, oshow regisuation in
formation. Given that one can use public DNS sources to find the anomalous
SPF recordsaround ma 11. rurp-enai 1. cor these SIeps Werenot neces:
sary. If needed anyone can ivially query for the listed domains or use public
passive DNS databases to verify the reported RRsets.

+ We do not comment on any associated material or analysis about Spectrum,
their interest in Trump or Russian banks, Alfa Bank or its organization or op-
eration, or ts connection (beyond frequent messaging) with Trump owned net
works. Otherexperts may look at the timingof the query volumes, in elation to
other exogenous events associated within thes organizations, .£., investments
of funding activities, [7]. Such details are beyond the narrow technical focus of
this whitepaper.
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